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Preface

G.W. Hicks

Welcome to the 14th Annual Pacific Northwest Software Quality Conference. Throughout its
entire existence, PNSQC has been successful because of its attendees and volunteers and the
companies they represent.

This year's conference is highlighted by two outstanding Keynote presentations. On Tuesday,
Susan Dart from Dart Technology Strategies, Inc., presents an address entitled "But Why
Can't I Have a Silver Bullet?" As many of us know, this is a question that seems to be asked
over and over again.

On Wednesday, Watts Humphrey from the Software Engineering Institute (SEI) at Carnegie
Mellon University will present "What If Your Life Depended On Software?" This is another
interesting topic for all of us as software infiltrates all of our lives.

In addition to this year's fine Keynote presentations, we have invited three other well-known
speakers—Judy Bamberger, Bill Hetzel, and Capers Jones—who will participate in a panel
discussion everyone will want to attend.

Organizing and presenting the workshops and conference is always a challenge. We strive to
keep the costs of our events affordable, which means we rely heavily on volunteers—
professionals like you who want to share some of their time, skill, and experience with other
software practitioners in the Pacific Northwest. There are many different levels of volunteering
at PNSQC—from making phone calls, to interviewing candidates for the Software Excellence
Award, to organizing events. We have a place for you, regardless of whether you can offer a
little time or a lot. In 1997, several of our volunteer organizers will be "retiring,” and we need
your help to fill their places. Volunteering for PNSQC is a rewarding way to keep current on
new trends and to network with other professionals. I ask you to consider volunteering because
this is your conference, and we can't do it without you.

In closing, I would like to thank all of PNSQC's Officers, Directors, and Volunteers, along
with Terri Moore of Pacific Agenda, who all worked to make PNSQC a reality for 1996.
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Abstract

Companies really want to improve
the quality of their sofiware
development and maintenance
practices so that productivity is
enhanced and more bug-free
software is produced. The
developers and managers would
like to buy software tools to enable
such improvement. In fact, we'd all
like tools that were "silver bullets"
Jor our companies; that is, we'd
buy the tools and install them,

then, hey presto! within a few days
the company would be magically
transformed into a much improved
place. But, unfortunately, it doesn't
work that way.

This talk presents why tools
cannot be silver bullets and why
mary conpanies fail in achieving
any quality improvements by tool
adoption. It presents lessons
learned and highlights an adoption
method that works for large
companies doing enterprise-wide
adoption of tools.

About the speaker

Susan Dart is President and CEO
of Dart Technology Strategies,
Inc., a consulting firm that helps
companies achieve process
improvement via the adoption of
technology, and with a
specialization in configuration
management (CM). Ms. Dart has
20 years of experience in industry
and academia, focusing on

software tools and software
development environments. She has
contributed over 50 international
publications and seminars,
including being co-author of the
next Ovum book on Configurations
Management Tools. Ms. Dart
participate on the United States’
Federal Aviation Authority panel
on developing CM for Explosive
Detection Systems.

Before starting her own company,
Ms. Dart was Vice President of
Process Technology at Continuous
Software Corporation, a CM
vendor, where she developed
adoption services 1o assist
customers in achieving the best
possible CM solution. Previous to
that, she spent 7 years at the
Software Engineering Institute
(SE]) of Camegie Mellon
University (CMU), developing
methods for CM and environments,
earning her an international
reputation in these fields. Prior to
the SEI, Ms. Dart developed
compilers at Tartan, Inc. and
telecommunications software and
Standards for Telstra, Australia.

Ms. Dart has an M.S. in Software
Engineering from CMU and a B.S.
with Distinction from RMIT.




BUT WHY CAN'T | HAVE A SILVER BULLET?

Susan Dart

President, Dart Technology Strategies, Inc.
1280 Bison, Suite B9-510,

Newport Beach, CA. 92660. USA

Phone: (714) 224-9929

Email: sdart@earthlink.net

This is an outline of a keynote presentation for PNSQC 96, Oct.29

Executive Summary

Life isn’t as easy as we want it. It requires us to be experts in many fields. People can be so difficult
sometimes. The best laid plans of mice and men often go astray. If you think things are bad at your
company, there’s always worse ...

Or, in other words:

e Why is it so complicated to buy and deploy a good software tool?

Why do we believe marketing literature?

Why are enterprise-wide tools so expensive?

Why can’t vendors solve all our tool problems?

Why don’t tools meet our expectations?

Why can’t we meet our software deadlines?

Why is our software so buggy?

Why is it so difficult to do process improvement?

Overview

A heavenly situation: the silver bullet
The reality

Why reality precludes a silver bullet
Example: configuration management
How can we approach a heavenly state?

A Heavenly Situation: The Silver Bullet

Silver bullet: buy it, install it, use it

No major effort involved

No deep thinking required

No adverse effects on work schedule

No installation or customization problems
No learning difficulties

All our needs are met

Magic

Personal Reality Isn’t Heaven

What to buy? (So many choices!)

Is it available? (Was advertised, but not in stock yet)
What alternate do I buy? (But it’s a lesser quality product)
Is it worth it? (I'd really prefer my initial choice)

OK, I have deadlines so I’ll take it (I hope it works)



Takes a week to install and get all software working (Gee, I thought it would take a few hours)

After two weeks, it breaks down (Great, just in time for a deadline)

It gets returned (Am I angry? Does the sun shine in Calif ornia?)

Get another one and reinstall this one (Whew, back in business)

Integrate it with other tools (Why do I have to be a systems administrator to do this?)

Two months later, it just stops working (What on earth is going on?)

Spend days trying to get through to teclmical support (Does anyone else exist on this planet?)

It’s a manufacturer’s bug: they had bad quality control (Why don’t they tell us buyers about this rather
than us having to suffer through it and waste time and money?)

e Call in supplier to fix it (Is the warranty still valid?)

Corporate Reality Isn’t Heaven

Someone chooses a tool for everyone else to use (Well, Computerworld said it was the best)
Management chooses you to deploy it (Why me?)

Developers won’t use it; they don’t like it (But they haven’t even tried it yet!)

They prefer their own in-house tool with their personal customizations (Better get my resume out)
Management demands developers use it (Dictator!)

No money in the budget for training (Hey, our developers are smart. Real developers don’t need
training)

Only a few end up using the tool (But you know it’s a great tool)

You growl at the vendor (Where were they when we needed them?)

Vendor says the solution is to buy more products and services (Oi!)

Management says there’s no money; besides, they need you on another project (Progress?)

The tool sits on the shelf; the company continues to struggle with low productivity, high error rate, and
low product quality.

So, What Are The Problems?

Vendors
Tools
Customers
Consultants
Government
Academia
“Standards”

Vendors

Focused on selling a “black box”

Prefer to avoid deployment problems if possible
Stay competitive: “good enough” attitude
Marketing hype

Sales pitch sets incorrect expectations

Poor responsiveness for customer support

Lack of services for after-sales support

Startup company limitations

Lack of vision in management

“Good enough” quality attitude

Tools

o different classes and functionality
e difficult installation and set-up




non-intuitive interface

methodology or process not obvious
sales pitch set incorrect expectations
doesn’t scale up or perform

too many patches or upgrades

too generic, requires customization
doesn’t integrate with all tools

a solution in search of a problem

Customers

Expect vendor to solve all problems

Lack a good set of requirements

Rely too heavily on trade publications and Intemnet bulletin boards for knowledge
Expect a “silver bullet”

Unable to pay for extra services such as training

Not keeping track with technology evolution

Developer and management dichotomy

Lack of leadership and good management

Lack skill set or experience

Consultants

Too much process, not enough technology
Limited experience

Lack of accountability

Restricted time frame

Government

Everything takes too long to achieve
Politics

Not directly helping industry
Premature standards regulation

Academia

Disconnect with industry and state of technology and practice
Focus limited to small scale problems

Transition of ideas to industry takes too long

Education too far removed from industry needs

Conferences typically showcases for academic research instead of real-world problem solving

‘Standards”

More focus on what technology can do

Guidance on how to achieve its requirements/goals

Slow evolution of standards

Too many standards

Purpose of standards: regulation, improvement, certification, validation

Process Improvement

Different approaches to process improvement



Top-down, formal SEPG

Bottom-up, champion

Just-in-time need

Best practices institutionalization

Tool acquisition

How to do process improvement?

What is the return on investment?

Which assessment instrument/model should be used?
Should we become ISO 9000 certified?

Technology Adoption

e  What decisions need to be made, when and how do we make them?
How to do it?

Corporate-wide or project-specific?

How to deal with resistance?

Which tool?

How to deal with legacy problems?

Ineffective pilot project

Getting Closer To A Silver Bullet

An Example: Configuration Management

Evolved from a corporate expense to a corporate core competency
Classes of tools

Defensive procurement

Risk-mitigating deployment

Classes of CM Tools

1. Version control
2. Developer-oriented
3. Process-oriented

Defensive Procurement

Scope of CM solution

Budgeting for all elements of CM solution
Evaluating most appropriate tools

Using the vendor

Preparing for deployment

Risk-Mitigating Deployment

e Deployment Team
e Risk-based adoption methodology
e Designing and automating CM processes

What Can Be Done To Get Closer To The Silver Bullet?

Vendors have tremendous experience: procurement, deployment, competition

[ ]

e Better understanding of classes of technology

*  Tools designed for easier adoption' e  SPIN meetings should let vendors speak
e Know how to do technology adoption e  “Standards” become technology aware
e Academia and SEI collaboration with vendors e  Better management and leadership




Abstract

If your survival depended on
software, you would be pretty
interested in how it was developed.
Few people realize that software is
now or soonwill be critical to the
performance, safety, or security of
the most advanced electronic
products. In this talk, Mr.
Humphrey discusses the critical
nature of software and the
challenges software developers
Jface. He shows that the methods
traditionally used to develop
quality software are ineffective and
that better processes are essential.

Two approaches to these
problems have shown substantial
benefits. The Capability Maturity
Model (CMM) is now widely used
to help organizations improve their
capability. Experience with the
CMM shows sharp improvements
in product quality and development
productivity. The Personal
Software Process (PSI) introduces
software engineers to disciplined
personal methods. After PSP
training, engineers produ ce more
accurate plans and develop higher
quality products. While the benefits
vary by individual, quality
improvements of five 1o ten times
are the norm and productivity
improvements average about 25%.

Mr. Hwnp hrey concludes with a
summary of steps required to
introduce these methods into
software organizations.

About the speaker

Watts Humphrey joined the
Software Engineering Institute
(SEI) of Camegie Mellon
University after his retirement from
IBM in 1986. While at the SEI, he
established the Process Program,
led the initial develoment of the
Software Capability Maturity
Model and introduced the concepts
of Software Process Assessment
and Software Capability
Evaluation.

Prior 10 joining the SEI, he spent
27 years with IBM in various
technical executive positions
including the management of all
IBM commercial software
development. This included the first
19 releases of 0S/360. Most
recently, he was IBM's Director of
Programming Quality and Process.
Mr. Humphrey hdds graduate
degrees in Physics from the lllinois
Institute of Technology and
Business Administration from the
University of Chicago. His books
include A Discipline for Software
Engineering, Managing the
Software Process, and Managing
for Innovation—Leading Technical
People. He was awarded the 1993
Aerospace Software Engineering
Award presented by the American
Institute of Aeronautics and
Astronautics. He holds five US
patents.




What if Your Life
Depended on
Software?

Watts S. Humphrey

Software Engineering Institute
Carnegie Mellon University
Pittsburgh, PA 15213

Sponsored by the U.S. Department of Defense
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What if Lives Depended on the
Software You Produce?

How would you behave?
What would you do?

Today we act as if software were not important
* like paint or packaging

* if defective, we hope someone will fix it

¢ if late, we are not surprised and wait

¢ if hard to use, we call the hot line and pay for
the answer

ECopyrigt © 1088 Carnegee Mafcn Universiy SE TS What ¥ Yaur Lite Cepended on Softenre? 3




The World Is Changing

Software now flies our airplanes.

Software accelerates, steers, and brakes our
automobiles.

Software transfers our funds.

Software now impacts almost every aspect of
our daily lives.

[Fopyright D 1006 Carneges Malion Unleraky SE 73581 Whet ¥ Your Life Ovpended on Sofremre? 3

It Is Only a Matter of Time

Even widely used software has many defects.

Software now so pervades our lives that these
defects will inevitably cause problems.

It is only a matter of time until defective or hard-
to-use software

® kills or maims people
¢ seriously disrupts businesses
* triggers military accidents or disasters

Copyright © 1996 Carnegie Mellon University SE 3s-SI What ¥ Your Life Depended on Software? 4




The Public Is Increasingly

Exposed to Software
They don’t like what they see.
® |t is inconvenient.

® It is unreliable.

® |t is not trustworthy.

The software manufacturers are complacent
® Their products are routinely late.

® They are full of defects.

* They charge for help.

* They expect the public to adjust to their
problems.

pht 1 TP Carasgpler Sdnlissr L 'y SEN5-S! What X Your Life Oepended on Softwere? 5

Why Do We Tolerate Shoddy
Work?

It has not yet caused us serious problems.
It has not caused our businesses to fail.
It has not threatened our livelihoods.

It has not caused us physical harm.

Eopyrigit @ 1065 Campghe Mulor Unbepr By SE 735-81 What ¥ Your [Xs Depancied on $oftumm? §




Must We Have a Disaster to
Recognize Software As Critical?

Think about this before the disaster.
The trends are obvious.

Software now pervades every aspect of our
lives.

It is only a question of time until something
happens to galvanize public action.

Copyright @ 1986 Camagle Malion Unlversity SE -5 What ¥ Your Life Dupancet! on Softusrs? 7

What Should You Do?

The practices in other fields are instructive.

When people’s lives are at stake

* the workers are trained and disciplined

® incidents are reviewed and corrections made
* examples are pilots and surgeons

For critical financial work

* trained professional auditors are used

¢ they work to exacting standards

¢ infractions are prosecuted

* examples are CPAs and investment advisors

opyriph © 1996 Carnegle Melon Univeraity SE 135S/ What ¥ Your Lite Depandad on Softwere? 8




This Is Hard Work

Software engineering is extraordinarily difficult.

* The engineers start with a vague application
definition.

* They produce a precise program.

* A computer literally interprets every
instruction.

* Any simple mistake could cause an
operational disruption or even a disaster.

[Copyright @ TP0E Canegla Mellon Unkeraly SE N5-St What ¥ Your LiYe Depended an Software? §

These Are Complex Products

Small programs have thousands of lines of
code (LOC).

* A line of code is an instruction to a computer.
® |t is like a name and address in a phone book.

Large programs have millions of LOC.

* These lines must each be produced by hand.
®* They must each be tested.

* And they must each be fixed when wrong.

jght O 19p8 o Mwli sy Y BE F15-54 Whet if Your Ufe Depended on Software? 10




Why Do Programs Have Defects?

When people do complex tasks, they inevitably
make mistakes.

* On average, experienced programmers make
a mistake about every 10 LOC.

* They fix about half of these when they
translate the program to machine language.

* They fix more defects during test.

They need to fix most defects before the
program will run at all.

Copyright © TéF Carmagee Maticn Unhemity SE 715-5! What ¥ Your Ufe Deapanded on Softwers? 11

Defect Removal Is Expensive

With today’s practices, tested programs
generally still have a lot of defects.

Computers will run defective programs.

* When they hit a defect, these programs don’t
do what they are supposed to do.

* They may even cause harm.

The longer defects remain in programs
® the more they cost to fix
* the more likely they are to cause disruption

LAl L SE FI=5 Wnat ¥ Your L Depended on Saftwere? 12




Visualize a Million Lines of Code

Consider a phone book for a metropolitan area.

* The Sarasota, Florida phone book has about
250,000 names and addresses.

® Each name and address is like a program
instruction.

* The Sarasota phone book is 1.25” thick.

A 1,000,000 LOC program would be like a stack
of 4 phone books.

* Windows 95 would take 46 phone books.
* This would be a 5 foot stack of phone books.

&1 3 iy Mwflorn Uink SE 7358/ What ¥ Your Life Deperrded on Software? 13

Writing Large Programs

Using today’s methods

® engineers produce every instruction by hand
¢ they test to find the defects they injected

* and then they correct them

A 1,000,000 LOC program starts with 100,000
defects.

® Engineers typically find and fix about 95% of
them before they finish test.

* This still leaves 5,000 defects in the finished
program.

* Any remaining defect could cause problems.
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One Way To Think About Defects

Think of defects as land mines.
* They are hard to find.

* They don’t cause problems until you stumble
across them.

® You could then be in serious trouble.

When engineers only test, it is like following a
road through a mine field: you are only safe if
someone has been there before.

Disciplined engineers use reviews and
inspections to clear the entire field.

opyright 0 1898 Carnegie Wiskcn Uniersity SE 73581 What ¥ Your Lite Depended on Sofrware? 15

Stress Operating Regions

Safe region - tested
(shaded)

Overload

Unsafe region - untested
(unshaded)

Configuration
Hardware
failure

Resource
contention

Operator
error

Data
error
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It Is Not the Engineers’ Fault

Software engineering is demanding work.
* Software engineers are among the smartest
people in your organization.

® They are hard working.
* They are dedicated.

The problem is that we do not properly train and
manage software engineers.
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Software Engineers Are Not
Trained in Management Skills

They do not understand why they should plan
and manage their personal work.

They do not know how to use standard
management methods.

They do not know or practice the commitment
discipline.
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There Are No Quality Standards

When managers only ask about schedules, they
imply that nothing else is important.

When did a manager last ask you about quality,
usability, or documentation?

Does the program have to run?

* How many defects can it have?

® Once it passes acceptance test, do you care if
it fails?

* What does service cost?

* Do you care about the customers’ opinions?
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Software Engineers Are Not
Trained in Quality Methods

They think of defects as bugs.

* Bugs are viewed as annoyances that crept in
from somewhere outside.

®* These are not bugs, they are defects.
* Programs with defects are defective.

Defects are injected by engineers.
* The same engineers should remove them.

* Engineers must be motivated to remove every
single defect.
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What If Software Was Critical?

If the performance of your software products
were a life or death matter, what would you do?

You would measure and track every defect to
see how to better find and prevent it.

You would get help to ensure that you found
every defect at every process stage.

You would practice writing defect-free
programs with every project you do.
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This Is Not Rocket Science

Plan and track your work.
Use defined and proven development practices.

Follow a rigorous quality and measurement
program.

Treat the quality of every program you write as
absolutely critical.

Set personal goals and manage to them.
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Get the Proper Training

With the commitment discipline, engineers
® plan and track their personal work

* commit only to planned work

*® strive to meet every commitment

With a personal quality discipline, engineers

* use defined design, review, and testing
methods

® strive for defect free work

® track and improve their quality performance

* set more challenging goals for the future
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Others Are Doing This Today

The Capability Maturity Modelsm (CMMsw)
provides the management framework.

The Personal Software Process (PSP) provides
the engineering discipline.

These are related and complementary.
* You must do both.

* They reinforce each other.

* They depend on each other.

¢ Start with the CMM.

® Once started, begin PSP introduction.
Capability Maturity Mode | and CMM are service marks of Camegie Mellon University.
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Results Have Been Remarkable

The CMM has been widely used in government
and industry.

® Cost and schedule performance improves
dramatically.

®* Return on investment is five times.

The PSP has been taught to hundreds of
engineers.

® Quality improvements are five to ten times.

® Average productivity improvements are 20%.
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Software Process Evolution

Pég::;; 5 Optimizing - focus on process
improvement

M,,,s,’:,‘,’,:; 4 Managed - process measured and

controlled

P . .
W"i‘r"f:;: 3 Defined - process characterized, fairly well

understood
Bﬁ; 2 Repeatable - previously mastered tasks can be repeated
Control

1 Initial - unpredictable & poorly controlled
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CMM™ Improvement

The CMM provides a 5-level maturity structure.
® Organizations start at Level 1.

* They advance through each level.

* Their performance improves with each step.

The following charts show
® an Air Force study of 31 organizations
* productivity improvement data from Raytheon

® Loral (formerly IBM) data on the quality of
NASA space shuttle software

Capability Maturity Model (CMM) is a service mark of Carnegie Mellon University
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Ratio of Actual to
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Raytheon Productivity
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Other Results Are Similar

Median results from an SEI study of 13 software
organizations

Yearly cost of improvement $245,000
Years engaged in improvement 3.5
Cost per software engineer $1,375
Productivity gain per year 35%
Yearly reduction in time to market 19%
Yearly reduction in post-release defects 39%
Business return per dollar invested $5.0
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The CMM Is a Proven Road Map

If your organization is not using it, you should.
It is time to start.
The results will pay in the long run.

It does take

® up front investment

® time

* strong management support
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The CMM and the PSP - 1

The Capability Maturity Model (CMM) is a:
management framework for improving software
process capability.

The CMM provides

® an orderly framework in which to do good
engineering

¢ the infrastructure and resources to define and
improve the organization’s processes
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The CMM and the PSP - 2

The PSP is an individual discipline for doing
superior software engineering.

It can be applied to every phase of the software
process. -

The PSP provides

¢ the principles and methods engineers need to
define, use, and improve their personal
performance

¢ the knowledge, skill, and conviction to use
these methods in practice

Sopyright B 189S Carnegie Malon Unjaraity SE 735-S1 Whst i Your Life Depended on Software? 35

The CMM and the PSP -3

The CMM assumes that

* engineers know and use effective methods

* engineers will participate in defining, using,
and improving their processes

The PSP assumes that there is
¢ an orderly and managed framework within
which to work

¢ the infrastructure to support a competent
software engineering process
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The PSP Covers Disciplined
Software Engineering

It shows engineers how to

¢ define their personal processes
* estimate, plan, and track their work
* produce defect free products

PSP results show

* improved estimating and planning

¢ sharply fewer defects
* higher productivity

gkt I 1986 Camegle bulon
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The PSP Is an Evolving

Process
Team Software Project
PSP3 Process Process
Cyclic development }——fied  Requirements - Project
Configuration management
mansgement Quaiity assurance
PSP2 PSP2.1
Code reviewy  Joesign templutes
Deslgn reviews
PSP1.1
PSP Tusk planning
Size estimating [Echadute planning

f Test report
[~ PSPUT |

PSPO

Current process
Basic messures
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Estimating Accuracy

Three engineers at Advanced Information
Services Corporation (AlS) were PSP trained.

Before training, they started developing a
product and completed 3 components.

After training, they completed components 4
through 9.

Their schedule estimating error was 394.4%
before training and -10.9% after training.

® 1996 Mellon SE 735-SI Whet ¥ Your Life Depandad on Software? 39

Error in Estimated Weeks

of Work
500
400 -
2 300-
§ 200-
% 400-
0 -
-100--
-~ N ™ < wn © N~ [ce) (@]
Component Number
omyrigh © 1036 Camegte Maton Univarsy senssi What # Your Life Gepandad on Sofreare? 40




Quality Improvement

The number of defects found in test is an
indication of the number of defects remaining in
the product.

®* When a product is tested, a percentage of the
defects is found.

® A percentage is also not found.

®* Thus, when more defects are found, there are
likely to be more that were not found.

Over the 10 PSP exercises, engineers typically
reduce average test defects by 5 to 10 times.
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Managing Product Quality

By managing their process quality, engineers
can consistently produce programs with few if
any defects.

Process quality is measured in terms of A/FR,
the ratio of time spent appraising divided by the
time spent fixing the product.

Results show that with A/FR values above 2.0,
few if any defects remain in the product.
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Test Defects vs. Product
Quality (A/FR)
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After PSP Defects/KLOC
vs. Process Quality
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Productivity Improvement

In the PSP, productivity is measured in LOC per
development hour.

LOC rates for 104 engineers
® improved an average of + 20.84%
* had median change of - 0.58%

While results vary by individual, average
productivity is moderately improved.

This LOC per hour improvement is with
substantially better quality.
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Training for the PSP

The academic course takes one semester.
* |t is taught at a number of universities.
* The graduates are actively sought.

The Software Engineering Institute (SEI) offers a
two-week (full time) industrial course.

®* The two weeks are separated by a month.

* Homework is required between weeks and
after the second week.
* A third week provides instructor training.

Text: A Discipline for Software Engineering.
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Why Doesn’t Everybody Do It?

The software community is complacent: if it
ain’t broke, don’t fix it.

Software education is done by scientists.
* They view software as a technical subject.

* They do not teach management or disciplined
engineering practices.

Process improvement takes investment,
management attention, and a lot of work.
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But the Results Are Worth It

Every $1 invested in Capability Maturity Model
(CMM) improvement, returns $5.

The Personal Software Process (PSP) reduces
defects and improves planning accuracy at
equal or better productivity.

Improvement takes time and money, but above
all, it takes leadership.

And it could even prevent a disaster.
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Finally, Remember Three Things

Process improvement works, both for
organizations and engineers.

The methods are known and available.

It requires that
® you learn the best available methods,
* you commit yourself to only producing quality

products,
® you practice these methods with every project
you do.
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oftware Process

Improved software processes
lead to improved product
quality. The Personal
Software Process is
fromewaork of techniques to
help engineers improve their
performance — and that of
their organizations —
through a step-by-step,
disciplined opproach to
measuring and analyzing
their work. This article
explains how the PSP is
taught and how it applies to
different software-
engineering tasks. The author
reports some promising early
resulfs.

ewer code defects, better estimating and planning, enhanced productiv-
ity — software engineers can enjoy these benefits by learning and using
the disciplines of the Personal Software Process. As a learning vehicle
for introducing process concepts, the PSP framework gives engineers
measurement and analysis tools to help them understand their own
skills and improve personal performance. Moreover, the PSP gives
engineers the process understanding they need to help improve organi-
zational performance. Up to a point, process improvement can be dri-
WMT.S 5. .HUMPH_REY ven by senior management and process staffs. Bevond Level 3 of the Software Engineering
Software Engineering Insfifufe  Insgirute’s Capability Maturity Model, however, improvement requires that engineers apply
process principles on an individual basis.’

In fact, it was because of the difficulties small engineering groups had in applving CMM
principles that I developed the PSP. Large and small organizatons alike can benefit from
CNIM practices, and [ focused the original PSP research on demonstrating how individuals

and small teams could apply process-improvement methods.
In this article, I describe the PSP and experiences with teaching it to date. Thus far, the
PSP is introduced in a one-semester graduate-level course where engineers develop 10

IEEE SOFTWARE




TABLE 1

PSP EXERCISES

Program

NumberBrief Description

1A Using a linked list, write a program to calculate the mean and
standard deviation of a set of data.

2A Write a program to count program LOC.

3A Enhance program 2A to count total program LOCand LOC of
functions or objects.

4A Using a linked list, write a program to calculate the linear regression
parameters (straight line fit).

5A Write a program to perform a numerical integradon.

6A Enhance program 4A to calculate the linear regression parameters
and the predicton interval.

7A Using a linked list, write a program to calculate the correlaton of
two sets of data.

8A Write a program tosorta linked list.

9A Using a linked list, write a program to do a chi-squared test for a

normal distribution.

10A Using a linked list, write a program to calculate the three-parameter
muldple regression parameters and the prediction interval.

1B Write a program to store and retrieve numbers in a file.

2B Enhance program 1B to modify records in a file.

3B Enhance program 2B to handle common user errors.

4B Enhance program 3B to handle further user error types.

5B Enhance program 4B to handle arrays of real numbers.

6B Enhance program 5B to calculate the linear regression parameters
from a file.

7B Enhance program 6B to calculate the linear regression parameters
and the prediction interval.

8B Enhance program 5B to sort a file.

9B Write a program to do a chi-squared test for a normal distribution

from data stored in a file.

Reports

R1 LOC countng standard: Count logical LOC in the language vou use
to develop the PSP exercises.

R2 Coding standard: Provide one logical LOC per physical LOC.

R3 Defect analysis report: Analyze the defects for programs 1A through 3A.

R4 Midterm analysis report of process improvement.

RS Final report of process and quality improvement and lessons learned.

module-sized programs and write five
analysis reports. Early results are
encouraging — while individual perfor-
mance varies widely, data on 104 stu-
dents and engineers show reductions of
58 percent in the average number of
defects injected (and found in develop-
ment) per 1,000 lines of code (KLOC),
and reductions of 71.9 percent in the
average number of defects per KLOC
found in test. Estimatung and planning
accuracy are also improved, as is pro-
ductvity — the average improvement in
LOC developed per hour is 20.8 per-
cent.

You can apply PSP principles to
almost any software-engineering task
because its structure is simple and inde-
pendent of technology — it prescribes
no specific languages, tools. or design
methods.

PSP OVERVIEW

A software process is a sequence of
steps required to develop or maintain
software. The PSP is supported with a
texthook and an introductory course.” It
uses a family of seven steps tailored to
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develop module-sized programs of 50 to
5,000 LOC. Each step has a set of asso-
ciated scripts, forms, and templates.
During the course, engineers use the
processes to complete the programming
and report exercises shown in Table 1.
As engineers learn to measure their
work, analvze these measures, and set
and meet improvement goals, they see
the benefits of using defined methods
and are motivated to consistently use
them. The 10 PSP exercise programs
are small: the first eight average 100
LOC and the last two average 200 and
300 LOC, respectively. Completing
these programs, however, takes a good
deal of work. While a knowledgeable
instructor can substantially assist the
students, the principal learning vehicle is
the experience the students gain in
doing the exercises.

When properlv taught. the PSP

¢ demonstrates personal process
principles,

¢ assists engineers in making accu-
rate plans,

¢ deterniines the steps engineers can
take to improve product quality,

¢ establishes benchmarks to measure
personal process improvement, and

¢ determines the impact of process
changes on an engineer’s performance.

The PSP introduces process con-
cepts in a series of steps. Each PSP step,
shown in Figure 1, includes all the ele-
ments of prior steps together with one
or two additons. Introducing these con-
cepts one by one helps the engineers
learn disciplined personal methods.

Personal Measurement (PSPO) is
where the PSP starts. In this first step,
engineers learn how to apply the PSP
forms and scripts to their personal work.
They do this by measuring development
time and defects (both injected and
removed). This lets engineers gather
real, practical data and gives them
benchmarks against which they measure
progress while learning and practicing

the PSP. PSPO has three phases: plan-
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ning. development (which includes
design, code, compile, and test). and
postmnortem. PSP0.1 adds a coding star-
dard, size measurement, and the Process
Improvement Proposal form. The PIP
torm lets engineers record problems.
issues. and ideas to use later in improv-
ing their processes. Theyv also see how
torms help them to gather and use
process data.

Personal Plauming (PSP1) introduces
the PROBE method. Engineers use
PROBE to estimate the sizes and devel-
opment times for new programs hased
on their personal data.” PROBE uses
linear regression to calculate estimating
parameters, and it generates prediction
intervals to indicate size and time esti-
mate qualit. Schedule and task plan-
ning are added in PSP1.1. By introduc-
ing planning earlv, the engineers gather
enough data from the 10 PSP exercises
to experience the benefits of the PSP
statistical estmatng and planning meth-
ods.

Personal Quality (PSP2) introduces
defect management. \With defect data
from the PSP exercises, engineers con-
struct and use checklists for design and
code review. Theyv learn why it’s impor-
tant to focus on quality from the start
and how to efficiently review their pro-
grams. From their own data, thev see
how checklists can help them effectivelv
review design and code as well as how to
develop and modify: these checklists as
their personal skills and practices evolve.
PSP2.1 introduces design specification
and analysis techniques, along with
defect prevention, process analvses, and
process benchmarks. By measuring the
time tasks take and the number of
defects thev inject and remove in each
process phase, engineers learn to evalu-
ate and improve their personal perfor-
mance.

Scaling Up (PSP3) is the final PSP
step. Figure 2 illustrates how engineers
can couple multiple PSP2.1 processes in
a cvelic fashion to scale up to developing
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modules with as many as several thou-
sand LOC. At this PSP level, engineers
also explore design-verification methods
as well as process-definition principles
and methods.

PSP /CMM relationship. The CM\ is an
organization-focused process-improve-
ment framework.”’ While the CMN\1
enables and facilitates good work, it
does not guarantee it. The engineers

PSPO.1
Coding standard
Size measurement

Time and defectrecording  process improvement

proposal

. Specify cycle 4'*\

Detailed design and
design reviews
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Test development
and reviews
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implementation and
code reviews

Compile I

Test J
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must also use effective personal prac-
uces.

This is where the PSP comes in, with
its bottom-up approach to process
improvement. PSP demonstrates
process improvement principles for indi-
vidnal engineers so theyv see how to eff-
cientlv produce qualits- products. To be
fully- effective, engineers need the sup-
port of a disciplined and efficient envi-
ronment, which means that the PSP will
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Figure 3. PSP elements in the Capability Maturiry Model. highlighted in bold face.

be most effective in software organiza-
dons near or above CNLM Level 2.

The PSP and the CMM are mutually
supportive. The CMM provides the
orderly’ support environment engineers
need to do superior work, and the PSP
equips engineers to do high-quality
work and participate in organizational
process improvement. As Figure 3
shows, the PSP demonstrates the goals
of 12 of the 18 CMM1 key process areas.
The PSP demonstrates onlv those that
can be accommodated with individual.
classroom-sized exerciscs.

PSP development. In the initial PSP
experiments, | wrote 61 Pascal and C++
programs using a personal process as
near to meeting the goals of CA\]
Level 5 as I could devise. I also applicd
these same principles to personal finan-
cial work, technical writing, and process
development. This work showed me
that a defined and measured personal
process could help me do better work
and that programming development is a
compelling vehicle for introducing per-
sonal process management. A more
complex process than other personal
activities. software development poten-

tially includes many useful measures
that can provide engineers an objective
evaluation of their work and the quality
of their products.

After the ininal experiments, I need-
ed to demonstrate that the PSP meth-
ods could be effecuvely applied by other
software engineers, so I had two gradu-
ate students write several programs
using an earlyv PSP version. Because this
early PSP was introduced all at once in
one step. the students had ditficulty.
They tried some parts of the PSP and
ignored others, which meant they did
not understand the overall process and
could not measure its effect on their
personal performance. This experiment
convinced me that process introduction
was important; thus. the seven-step
strategy evolved.

Early industrial PSP experiments
corroborated the importance of process
introduction. Various groups were will-
ing to experiment with the PSP but
until these methods were introduced in
an orderly phased way no engineer con-
sistently used the PSP In one group, for
example, project engineers defined per-
sonal and team processes and commit-
ted to use them. Although a few gath-
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ered some process data and tried several
methods, no one consistently used the
full process. The problem appeared to
be the pressure the engineers felt to
complete their projects. Management
had told them that using the PSP was
more important than meeting the pro-
ject schedules, but they still felt pres-
sured and were unwilling to use unfa-
miliar methods.

Learning new software methods
involves trial and error, but when faced
with deadlines engineers are reluctant to
experiment. \Vhile thev might intellec-
tually agree that a new practice is an
improvement, thev are reluctant to take
a chance and generally fall back on
tamiliar pracuces.

[ was thus faced with a catch-22.
\Without data, I couldn’t convince engi-
neers to use the PSP. And unless engi-
neers used the PSP. I couldn’t get data.
Clearly. to obtain industrial experience,
[ needed to first convince engineers that
the PSP methods would help them do
better work, so I decided to introduce
the PSP with a graduate university
course. By introducing PSP methods
one at a ume and with one or two exer-
cises for each. this course would give
engineers the data to demonstrate how
well the PSP worked, without the pres-
sure of project schedules.

PSP METHODS

Among the software-engineering
methods PSP introduces are data
gathering, size and resource estimat-
ing, defect management, vield man-
agement, cost of quality, and produc-
tivity analysis. I discuss these meth-
ods here with some examples that
merge data for several PSP classes
and for multiple programming lan-
guages. As vou can see from the sta-
tistical analysis box on page 81. it
makes sense to pool the PSP data in
this manner.
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STATISTICAL ANALYSIS OF PSP DATA

The analysis of variance
test was applied to data for
88 engineers from eight PSP
classes. Program sizes, devel-
opment times, and numbers
of defects found were all sep-
arately tested. The results
are shown in Table A. Since
F@80, 7) at 5 percent is 3.29,
the null hypothesis cannot
be rejected in any of the pro-
gram 1 cases. For the analy-
ses in this article, the various
class data are thus treated as

the null hypothesis could not
be rejected. In this case,
F(52, 4) at 5 percentis 5.63.
Again, for this article. data
from all the PSP classes are
thus pooled for the analvses.
The analvsis of variance
test atso examined potential
performance differences
caused by six different pro-
gramming languages used in
the PSP classes to date.
Onlyv three had substantial
use. however: C was used by

Only data on C, C+4, and
Ada were tested. As Table A
shows. the variances among
individuals were substantial-
I\ greater than those among
languages. so the null
hypothesis cannot be reject-
ed and the data torall lan-
guages are pooled. Here,
F(72. 2)at s pereentis 1905,
The Wilcoxon matched-
pairs signed-rank testexam-
ined the signiticance of the
changes in the engincers’

total defects found per
KLOC, defects per KLOC
found in compiling, and
defects per KLOC found in
testing. The T values
obtained in these cases were
5, 1, and 0 respectively. For
N=13 and 0.005 significance
in the one tailed test, T
should be less than 9. In all
cases, these improvements
thus had a significance of
better than 0.005. A repeat-
ed measures test has also

a single set.

Data for program 10, the
last PSP exercise, was simi-
larly examined. Here. the
population examined was 37
engineers from five courses.
The smaller population was
used because two of the

46 engineers. C++ by 21,
and Ada by 8. The other
languages were Fortran.
\'isual Basic, and Pascal.

Table A

Analysis of Variance — F Values

performance between pro-
grams 1 and 10. The com-
parison was made for one
class of 14 engineers for

been run on these same
parameters and all the
changes were tfound to be
significant.

eight courses only completed Ratio of Variances

nine of the exercises and one Measure Program 1 Program 10 Languages
course had not completedat 5~ . 5 927 ’ na

the time of the analysis. As Program size ) 209 "31 0450

Table A shows, the analysis Development dme 1.20 1.87 1.460

of variance test showed that Number of defects 0.65 3.31 0.042

Gathering data. The PSP measures
were defined with the (Goal-Question-
Metric paradigm.® These are the time
the engineer spends in each process
phase. the defects introduced and found
in each phase, and the developed prod-
uct sizes in LOC. These data, gathered
in every process phase and summarized
at project completion, provide the engi-
neers a family of process quality’ mea-
sures:

¢ size and time esumatng error,

o cost-performance index,

¢ defects injected and removed
per hour,

o process vield,

¢ appraisal and failure cost of
quality, and

¢ the appraisal to failure ratdo.

Estimating and planning. PROBE is a
proxy-based esumatng method I devel-
oped for the PSP that lets engineers use
their personal data to judge a new pro-
gram’s size and required development
ume. Size proxies, which in the PSP are
objects and functions, help engineers
visualize the probable size of new pro-
gram components. Other proxies —

'EEE SOFTWARE

functdon points, book chapters, screens,
or reports — are also possible.

The PSP estimating strategy has
engineers make detailed size and
resource estimates. Although individual
estimates generally have considerable
error. the objective is to learn to make
unbiased estimates. By coupling a
defined estimaung process with histori-
cal data, engineers make more consis-
tent, unbiased estimates. When engi-
neers estimate a new development in
multiple parts, and when they make
about as many overestimates as underes-
umates, their total project estimates are
more accurate. The esumatng measure
is the percentage by which the final size
or development time ditfers from the
original estimates.

Overall, engineers’ estimating ability
improved moderately during the PSP
course. At the beginning, only 30.8
percent of 104 engineers estimated
within 20 percent of the correct pro-
gram size. For program 10, 42.3 per-
cent did. For time estimates, 32.7 per-
cent of these 104 engineers estimated
within 20 percent of the correct devel-
opment time for program 1 and 49.0

percent did for program 10.

In general, individual estimating
errors varied widely. Some engineers
master estimating skill more quickly
than others, so it was no surprise that
some engineers improved considerably
while others did not. Even though 10
exercises can help engineers understand
esumatng methods, they generally need
more experience both to build an ade-
quate personal estimating database and
to gain estimating proficiency. These
data suggest, however, that by using
PROBE most engineers can improve
their ability to estimate both program
size and development ume.

Planning accuracy is measured by the
cost-performance index, the ratio of
planned to actual development cost. For
the PSP course, engineers track the
cumulatve value of their personal CPI
through the last six exercises.

Managing defects. In the PSP, all
defects are counted. including those
found in compiling, testing, and desk
checking. \WWhen engineers do inspec-
tions, the defects thev find are also
counted. The reason to count all defects




TABLE 2

PSP DEFECT TYPES

Type Type
Number Name Description
10 Documentation comments, Messages
20 Synwax spelling, punctuation, typos, instruction formats
30 Build, package change management, library, version control
40 Assignment declaradon, duplicate names, scope, limits
50 Interface procedure calls and references, I/O, user formats
60 Checking error messages, inadequate checks
70 Dam structure, content
80 Function logic, pointers, loops, recursion, computation,
funcdon defects
90 System configuration, iming, memory
100 Environment design, compile, test, or other support-system

problems

is best understood by analogy with filter
design in electrical engineering. If yvou
examine only the noise output, you can-
not obtain the information needed to
design a better filter. Finding software
defects is like filtering noise from elec-
trical signals — the removal process
must be designed to find each defect
type. Logically, therefore, engineers
should understand the defects they
inject before they can adjust their
processes to find them.

A key PSP tenet is that defect man-
agement is a software engineer’s person-
al responsibility. If you introduce a
defect, it is your responsibility to find
and fix it. If the defects are not managed
like this, they are more expensive to find
and fix later on.'

As engineers learn to track and ana-
lyze defects in the PSP exercises. they
gather data on the phases when the
defects were injected and removed, the
defect types, the fix rimes, and defect
descriprions. Phases are planning, design,
design review, code, code review, com-
pile, and test. The defect npes. shown
in Table 2, are based on Ram
Chillarege’s work at IBM Research.’
The fix time is the total time from initial
defect detection until the defect is tixed
and the fix verified.

Defect trends for 104 engineers are
shown in Figure 4. These are the engi-
neers in the PSP classes for whom 1
have data and who have completed the
10 programming exercises. (Other engi-
neers met these criteria but reported
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either incomplete or obviously incorrect
results.) Of the 104 engineers, 80 took
the PSP in university courses and 24 in
industrial courses. Of the 80 university
students, 16 were working engineers
taking a night course and 28 were work-
ing engineers earning a graduate degree
by returning to school full-time. Thus
more than half of the engineers in this
sample had worked in software organi-
zations.

The top line in Figure 4 shows the
average of the total number of defects
tfound for each of the exercises. With
program 1, the average is 116.4 defects
per KLOC with a standard deviadon of
76.9. By program 10, the average num-
ber of defects had declined to 48.9, and
the standard deviadon narrowed to 35.5.

10 15 20 25 30

Years of experience

Program number
C

Figure 4. Defects per KLOC trend. Figure 5. Defects vervus experience, prograsi 1.
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Figure 6. Defects versus experience, program 10.

The middle line in Figure 4 shows
fewer defects found in compiling, from
an average of 75.5 to 12.7 per KLOC.
which is an improvement of about six
omes. The standard deviation narrowed
from 58.7 to 12.7. For defects found in
testing, the bottom line in Figure +
shows reduced average defect levels,
from 33.8 to 9.5 per KLOC. and
reduced standard deviation. from 33.3
to 12.0.

Almost half (41) of these 104 engi-
neers completed questionnaires, and the
demographic data shows a modest rela-
tionship between defects per KLOC
and vears of engineering experience.
\WVhile there is considerable variation in
the defect rates for program 1. Figure 3
shows that the engineers with more
than 20 vears experience had somewhat
lower defect rates than many less-expe-
rienced engineers, some of whom had
low rates while many did not. As shown
in Figure 6, the relationship between
defect rates and experience does not
hold for program 10. In fact, it appears
that the less-experienced engineers
learned the PSP methods better than
their more experienced peers. Piots of
defect levels versus both total LOC
written and LOC written in the previ-
ous 12 months show no significant rela-
donships.

Managing yield. Yield is the principal
PSP quality measure. Total process
vield is the percentage of defects found
and fixed before the engineer starts to
compile and test the program.
Although software quality involves
more than defects, the PSP focuses on
defect detection and prevent:on
because finding and fixing defects
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absorbs most of the development time
and expense. \When they start PSP
training, engineers spend about 30 per-
cent of their time compiling and testng
programs, which probably mirrors their
actual work practice. When engineers
release actual modules for integration
and system test, software organizations
devote another 30 to 50 percent of
development time in those phases,‘
almost exclusivelv to find and fix
defects. Thus, despite other important
quality issues, defect management will
receive priority, at least until defect
detection and repair costs are reduced.

If engineers want to find fewer
defects in test, they must find them in
code reviews. If thev're going to review
the code anyway, why not review it
betore compiling? This saves time thev
would have spent in compiling, and the
compiler will act as a quality check on
the code reviews. \With few exceptions,
however, engineers must first be con-
vinced by their own data before they
will do thorough design and code
reviews prior to compiling.

In PSP. engineers must review their
code before the first compile. Engineers
often think the compiler’s efficiency at
finding syntax errors means they need-
n’t bother finding them in reviews.
However, some svntax defects will not
be detected, not because the compilers
are defectve, but because some percent-
age of erroneous keystrokes will pro-
duce “valid” syntax that is not what the
engineer intended. These defects can-
not be found by the compiler and can
be difficult to find in test. PSP data
indicates that 9.4 percent of C++ svntax
defects escape the compiler. If these
defects are not found before compiling,

Progrom number

Figure 7. Yield versus program nuniber.

they can take 10 or more umes as long
to find in unit test and, if not found in
unit test, can take many hours to find in
integration test, system test, or system
operation.

The satisfaction that comes from
doing a quality job is another reason to
review code before compiling.
Engineers like finding defects in code
review, and theyv get great satisfaction
from a clean first compile. Conversely,
when they find few defects in code
review, they feel they wasted their time.
My personal experience also suggests
that projects whose products have many
defects in compile tend to have many
defects in test. These projects also tend
to be late and over budget.

Evidence shows that the more
defects vou find in compile, the more
vou are likelv to find in test. Data on
844 PSP programs from 88 engineers
show a correlavon of 0.711 with a sig-
nificance of better than 0.005 between
the numbers of defects found in com-
pile and those found in test. Thus, the
fewer defects vou find in compile, the
fewer vou are likely to have in test.

Reduced numbers of test defects
imply a higher quality-shipped product.
While it could be argued that finding
few defects in test indicates poor testing,
limited data show high correlation
between the numbers of defects found
in test and the numbers of defects later
found by users. Martin Marietta, for
example, has found a correlation of
0911.

Figure 7 shows the vield trends for
our 104 engineers. Here, the sharp
jump in vield with program 7 results
from the introduction of design and
code reviews at that point.
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Figure 10. LOC per hour versus rotal defects per KLOC.

Controlling cost of quality. To manage
process quality. the PSP uses three cost-
of-quality measures:

¢ appraisal costs: development time
spent in design and code reviews,

o failure costs: ime spent in compile
and test, and

¢ prevention costs: time spent pre-
venting defects before they occur.
Prevention costs include prototvping
and formal specification, methods not
explicitly practiced with the PSP
processes.

Another cost-of-quality measure is
the ratio of the appraisal COQ to the
failure COQ, known as the appraisal-to-
failure-ratio. The A/FR is calculated by
dividing the appraisal COQ by the fail-
ure COQ, or the ratio of design and
code review time to compile and test
time. The A/FR measures the relative
effort spent in early defect removal.
While the vield objective is to reduce
the number of defects found in compile
and test, the A/FR objective is to
improve vield.

Figure 8 shows the improvement in
A/FR for the same 104 engineers.
Notably, A/FR increases with exercise
7 when design and code reviews are
first introduced. Figure 9 shows data on
A/FR and test defects for the 1,821
programs for which [ have data. Here,
A/FR values above 3 are associated with
relatively few test defects while A/FRs
below 2 are associated with relatively
many test defects. PSP’s suggested
strategy is that engineers initially strive
for A/FR values above 2. If thev contin-
ue to find test defects, they should seek
higher A/FR values. Once theyv consis-
tently find few or no test defects. thev
should work to reduce A/FR while
maintaining a high process vield.

Achieving higher product quality is
the reason to increase A/FR. Once the
quality objective is met, A/FR reduc-
tions will increase productivity. Since
engineers generally cannot determine
product quality during development,
the A/FR measure is a useful guide to
personal practice. By striving to

_39_

8 9 10
e
5§ 500- ) T
13 .
$ 400-
2
Cé— 300- o
200 - -
% ~. .
_8 106 _*' | ] ®
S -
- - “we’s &%y L 4
e Q ~100 LNy e f X
400 500 0 20 40 60 80 100

LOC/hour on program 1

Figure 11. LOC per bour improvenzent.

increase their A/FR, engineers think
more positively about review time. This
helps them reduce compile and test
time, and it reduces defects found in
test.

The ditterence in time the engineers
spend in compile and test shows how
effective the A/FR measure can be. In
one class. 75 percent of the engineers
spent more than 20 percent of their
time compiling and testing program 1.
On program 10. only 8 percent did.
Similarly, with program 1. no engineer
spent less than 10 percent of the time
compiling and testing, while with pro-
gram 10. 67 percent did.

Understanding productivity. PSP-trained
engineers learn to relate productivity
and quality. They recognize that it
makes no sense to compare the produc-
tivity of one programming process that
tfound no test defects with one that had
many. Defect-filled code will likely
require many hours in integration and
system test. Converselv, once engineers
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Abstract

Most software developers realize that when they are communicating with users they must try to
take into account the perspective of their audience. This theme dominates the requirements
analysis and user documentation literature. A popular way to accomplish this is to imagine the
tasks that the product will be used to accomplish and present the product from this task-oriented
viewpoint. What developers don’t often realize is that even when they are communicating with
other developers, it is not unusual for these other developers to assume roles similar to those of
users. Thus, a software developer sometimes needs to take into account the user perspective
even when presenting information to other developers.

This paper first explains the task-oriented viewpoint and how it differs from a features/topics-
oriented viewpoint by reviewing how these different viewpoints are each used in the requirements
analysis and user documentation domaims. It then shows the variety of development situations
that would benefit from a task-oriented viewpoint because the developer receiving the information
is playing a user role. Finally, an example is used to present an approach on how to use the task-
oriented viewpoint. The suggested approach is to present a list of task/subtasks that need to be
performed to solve problems facing the developer along with the specific steps required to
accomplish those tasks/subtasks. This approach forces developers to realize that during
development other developers are assuming a user role and as such do not share their perspective.
The resulting task-oriented document provides how-to-accomplish information which allows the
information recipient to see the intent behind the software’s features.

Keywords
useable and useful software, productivity improvement, risk assessment, software comprehension,
software understanding, documentation, training, information sharing, technology transfer
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Task-Oriented Information Sharing Among Software Developers

Frank A. Cioch
Oakland University

Introduction

There has been a great deal of interest in facilitating the sharing of technical information between
software developers and users, particularly for requirements analysis and user documentation.
This is required to avoid misinterpretations that result in costly rework and to improve product
usefulness and usability. Recently, the focus has shifted away from talsng a functional or
features-oriented product perspective and toward taking a task-oriented user perspective. The
basic idea is to learn what the user will be trying to do with the product and then describe in a
procedural fashion how users actually work with the product to accomplish these specific tasks.

Use cases are a form of task-oriented specification that have recently become popular during
requirements definition [Jacobson, 1992; Rumbaugh, 1994]. The specification includes a list of
the tasks that the user of the product will want to perform (use cases) along with a description of
the sequence of steps that must be followed to accomplish the task. Storyboarding [Andriole,
1989] is a task-oriented approach that is used to allow users and developers to collaboratively
model the tasks the user will use the product to perform. The task-oriented method can also be
found in customer-centered design [Holtzblatt and Beyer, 1993] and scenario-based design
[Carroll, 1994], two approaches that incorporate how users actually work into the software

design process.

The task-oriented approach is also well known in the user documentation domain. Rettig [1991]
clearly states the goal of'the task-oriented approach when he says that ‘{m]anuals should not just
describe the features of a product, they should help people get things done.” First in Williams and
Beason’s [1990] list of eight important documentation guidelines is that the writer must look at
the product from the user’s point of view and make the effort to translate the information about
the software to information that is useful to the user. Brockmann [1990] makes the point that
software developers must make the effort to move out of the functional perspective and think
about why users need the information in order to meet their information needs. Weiss [1985]
suggests that in order to understand the user perspective the software developer should view the
document as a device whose function is to help users use the product without the reader having to
actively figure out how to use the document/device.

All of these approaches share the following common objective: instead of describing the product
in terms of its capabilities and features, the software developer is instead asked to think about




what tasks users will be trying to accomplish in the user problem domain and relate product
features from the product domain to the work that needs to be done in the problem domain.
Instead of being capabilities/features-oriented with a product perspective, the focus is task-
oriented, shifting to the perspective of the user and describing how the product can be used to

solve the users’ problems.

The user documentation literature contains descriptions of both task-oriented and topics-oriented
documentation and suggests when each is most useful. Both Weiss and Brockmann describe a
topics-oriented manual as one that contains a complete description of everything that could be
done with the product. It is organized around product features. Both authors suggest that this
topics/features orientation is useful for reference manuals. These types of manuals are most
useful after the user already knows how to work with the product and just needs to look things
up. The reader must know enough about the structure of the product in order to determine the
structure of the document for navigating purposes. A new user who needs to leam about the
product will not know how to find the information they are looking for.

Both Weiss and Broclemann describe a task-oriented document as one that shows how to do
specific things. Itis organized around the specific tasks and procedures that are carried out by the
user. The goal is to help the user get things done with the technology. The writer should provide
only the information needed to help users accomplish their tasks. It has to fit the reader’s method
of working and require the least amount of attention and learning. This requires that the writer
analyze what users do, how they use the product, and what information they need. Both authors
suggest that this approach is well suited for tutorials for novice users. Weiss also suggests that
experienced users would benefit from this approach in what he terms a demonstration document.
This task-oriented document contains a description of the steps required to complete the tasks

experienced users often want to carry out.

The user documentation literature makes the point that it is difficult to get the developer out of
developer mode and to describe things from a user perspective. As both Weiss and Brockmann
point out, awareness of techniques is alone not enough. They give many reasons.

First, developers have a tendency to view technology as an end in and of itself. They want to brag
about the multitude of features that their product has and things that their product can do. The
problem is that users want to leamm how to do their tasks, solve their problems, and improve their
performance. The developer is typically not interested in leaming about the user domain and
describing the product in user domain terms. It takes the focus away from the developers’

interests and their accomplishments.




A related reason, given by Weinberg [1988], is that software developers are often poor
communicators because they have a tendency to overload the listener with their output and err on

the side of not observing/listening to the reaction of the information recipient.

Brockmann points out that it is difficult for developers to describe things from a user perspective
because developers are accustomed to thinking in terms of how the product works. When asked
to communicate their knowledge, it is easy to communicate what they know about all of the
different features and how the product works. It requires too much effort to think about what
users need to leam about the product, such as how it impacts their work or what tasks they want
to use it to accomplish.

Another reason that it is difficult for developers to assume a user viewpoint is that they know how
to use their product so well that it is unconscious and automatic. Adopting a user perspective
requires that the developers write things down that are obvious and automatic to them. They
simply can’t put themselves in the position of the novice user. Asking a developer to document
usage during, rather than after, development will alleviate, but not eliminate, the problem. In order
to overcome the limitations of the developer mindset as it relates to software testing, it is not
recommended that the same programmer develop and test [Davis, 1995]. A different viewpoint is
required to expose errors resulting from misinterpreted requirements, unexpected usage, and
omissions, oversights and unwarranted assumptions. The same may be true for documenting

usage.

Task-Orientation For Developer/Developer Communication

The task-oriented approach to information sharing can be used to facilitate communication
between developers rather than between developers and users. Developers are becoming
increasingly aware that they must take a user perspective in order to develop useful and usable
products. But when it comes to communicating with other developers they often make the
assumption that other developers share their perspective. In practice, this assumption is

erroneous. The following three scenarios illustrate this often overlooked point.

Scenario 1: Configuring Another Developer’s Module

I recently examined documentation for a set of configuration files that had to be set up properly
for a UNIX' process that was responsible for displaying the out-the-window view for a ground
vehicle simulator. The types of parameters that had to be given values concemed the starting
location of the vehicle in the world data base; the data base to be used; information about the
number of articulated parts of the vehicle being displayed; the number of perspectives that could
be used for viewing and the angular differences between them, etc.
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The documentation was organized so that the configuration parameters were described in the
order in which they appeared in the configuration file. All ofthe allowable values of the
parameters were given, along with a short description of what the parameter was used to set. The
parameter grouping was done in a way that reflected the use of the parameter in the program.

This resulted in a product features organization, grouping together all parameters by relating them
to a given feature of the UNIX process. For example, parameters related to IRIX Performer
channel settings were together, parameters related to input files were together, etc.

In this situation the other developers are assuming a user role. The documentation was used when
developers needed to make configuration file changes during product demos when the module
developer was absent. They wanted to change the starting position of the vehicle, or use a
different world data base, etc., to demo the ground vehicle simulator in different scenarios. What
happened was that it was difficult to know the complete set of changes that needed to be made to
accomplish these tasks, so team members were hesitant to make changes to the configuration files
at all.

The module developer assumed that the developers who wanted to make configuration file
changes would be taking a product perspective. A task-oriented perspective asks the module
developer to first think of the types of changes that other developers would need to make during
product demos, integration, or testing. For demos, the starting location of the vehicle in the
world data base might be changed, a different world data base might be used, etc. The required
changes to accomplish these typical tasks is documented. Upon completion, the resulting
document has the following content: to start the vehicle do these things, to change the starting
location do these other things, etc. The information is organized and presented in terms of tasks
performed by other developers and the steps required to accomplish these tasks rather than by the

module’s features.

Scenario 2: Setting Up Support Software Written by Another Developer

A graduate student wrote start-up scripts that could be used to start UNIX processes distributed
over multiple hosts. The scripts allow all processes to be started by using one pull down menu
item on one of the hosts. The scripts had to be tailored when new hosts were added to the
network or new processes were to be started. The scripts would be used any time developers
needed to bring up the complete system - demos, product integration, product testing.

The graduate student wrote documentation in a features-oriented fashion, describing the script
files and how they worked. It was complete, answering all of the questions that a script user
might want to know and describing all of the capabilities and features of the scripts software. The
graduate student assumed that the documentation reader would actually be interested in leaming



about all of the capabilities and features of the scripts. What actually happened was quite
different.

Developers had a great deal of difficulty making the changes to the scripts and were on the verge
of abandoning them, even though they could have proved quite useful. The problem was that
during the heat of development, no one wanted to take the time to read documentation about the
scripts capabilities and features. They were focused on the task to be accomplished, usually
product integration or testing, or the hasty preparation of the system for an unscheduled demo.
To them the scripts were a means to an end, they did not want to learn about the scripts per se.
The script documentation was written as though the developer were interested in leaming about
the scripts themselves. The mismatch resulted in the documentation being ignored and the scripts

being set aside for a manual process.

Task-oriented documentation was written, organized by typical scripts modifications that were
required during demos, integration and testing. For each task, the complete list of modifications
that the script user had to make was given. These were followed in a “cookbook” fashion, but
when the pressure of the task was over, the script user would go back and try to understand what
was done. This resulted in developers both using the documentation and understanding the
scripts. The stress previously felt when script modifications were required during demos,
integration and testing was replaced by tedium.

Scenario 3: Assessing the Utility of a Software Component

A developer spent a good deal of time developing a software component that could be used to
“visualize” information flow between UNIX processes. He was asked to give a demo to other
developers to show them the component so that they could use it if they desired. In this case, use
meant integrating the component into their code. This required both making slight modifications
to the component code and including code in their module which properly interfaced to the
component. This is a typical software component reuse situation (Mih, Mili and Mili, 1995],
where component understanding (what it does, how it does it, and how to modify it so that it does
something a little different) represents an important determiing factor in reuse.

He spent approximately one-half hour with the potential users of the component in groups of two-
to-three at a time, focusing on the features of the component. He assumed that the decisive factor
in reuse was an understanding of component features. He demonstrated the ability of the
component to calculate and present statistics on the frequency with which data was sent between
processes, the ability to visualize the actual values of data values, the ability to see the relative

times at which different data values were sent, etc.




After the demos the developers were asked whether they intended to use the component and
about their reaction in general to the component. The response was negative to both questions.
The problems were twofold: some developers could not imagine the ways in which the
component could be useful to them. Others perceived a prospective use, but could not determine
how much effort would be required in achieving the desired result with the component.

Both of these problems are the result of taking a features-oriented rather than a task-oriented
approach to demonstrating the component. The developer shifted to a task-orientation in his
demonstration. Specifically, the developer took two or three of the most promising uses and step-
by-step showed how to set-up, configure, integrate, run and examine the output of the component
to accomplish a minimal version of each of these uses.

This task-oriented approach answered many of the developers’ questions and allowed them to
judge more accurately both the potential usefulness of the component and how much effort was
required to use the component. Most importantly, they were able to see the intent behind the
component’s features. By seeing the use of the features to actually solve problems of interest, the
developers had a greater awareness of what was possible and a greater appreciation of the

capabilities of the component.

Task-Orientation is Useful in a Variety of Development Situations

The above scenarios illustrate that when developers present information to other developers, they
need to take into account the role that the other developer will be playing. Developers often take
the role of user during software development, specifically during software integration and
software reuse. For software module configuration, support software set-up, and reusable
software component assessment, developers needing information about the software often assume
a user role and could benefit from task-oriented information.

Module configuration of another developer’s module, in both configuration files and in
parameters in code header files, is often performed by a developer during product integration.
When performing this task, the developer is in the role of a user of the other developer’s module.
The same is true for developers setting up support software or assessing the suitability of a
software component for integration into a product. In these situations how-to-accomplish
information is needed by other developers. This information should be presented as it would be to
a user of the software, for that is the role that the developer is taking during that time. A task-
oriented approach in these situations has the same benefits as when applied in the requirements
definition and user documentation domains.




Taking a task-oriented perspective has also been shown to be beneficial during software design,
when other developers can be viewed as users of your module [Cioch and Mili, 1990a; Cioch and
Mili, 1990b ]. This perspective is taken in Wirfs-Brock, Wilkerson and Wiener’s [1990]
collaborations/responsibilities model for designing object-oriented software.

Task-oriented documentation is used, if not actually produced, by developers during
development. It is used widely for documenting procedures/processes that must be followed by
members of the project team. Examples include checklists for inspections, test plans and
procedures, integration processes, etc.

The next section contains a specific example of task-oriented documentation to show you what it
looks like so that you see how to do it.

Example

This example concerns an interprocess communication module for distributed UNIX processes
running in parallel. The UNIX processes constituting the system run in a parallel distributed
fashion. Each team member is responsible for a single process. Architectural design consists
primarily of defining the interprocess communication that must take place between the processes.

Interprocess communication is encapsulated within a single UNIX process together with a
component that is linked in each of the other processes. This IPC process/component pair, called
the IPC module, is the module of interest for this example. All data is sent between processes
through the use of a set of logical send and receive functions provided by the IPC module. The
data routing rules are encapsulated within the IPC module.

The audience for the IPC module’s Operators Guide is the development team. The IPC module is
a good example to illustrate the use of task-oriented documentation because all developers must
understand how to use the [IPC module to participate in system integration, system testing and
system demos. It is also the focal point of many system performance issues.

A topics-oriented Operator’s Guide for the IPC module might be structured along the following

lines:

A. Module Configuration
1. Configuration Files
2. Code Parameters
a. Continuous Data
b. Event Data
c. Debug Output
1 Terse vs. Verbose




ii. Continuous Data Rate
iii. File vs. Screen Output
d. Performance Parameters
1. Receive/Send Ratio
B. Module Output
C. System Integration
D. Operating System Parameters
1. message queue limits
2. environment variables

The document has a product-centered structure. The Module Configuration section is completely
organized around product concepts. All configuration file information is grouped together, as is
all information conceming code parameters. Within the code parameters section, product features
dominate, such as features that relate to continuous or event data, the complete set of debugging
options, including screen vs. file output, and product performance parameters.

Product terminology creeps into the structure, including Terse, Verbose, Continuous Data Rate,
and Receive/Send Ratio. These are product-oriented concepts that make sense to the developer of
the product and must be leamed by the user over time. This is not unusual.

The Operating System Parameters section contains a list of system parameters that affect the
performance and capabilities of the IPC module. It is organized around operating system
features, such as message queues and environment variables. Within each list, the operating
system feature would be related to the performance capability of the IPC module.

For the reader of the document, a relation from operating system parameters to p erformance is
the inverse of what is needed. Typically, a developer experiences a specific performance problem
and needs to know which operating system parameters, if any, impact this particular problem.

The required relation is from performance capabilities to operating system parameters, the inverse
of that provided in the topics-oriented documentation. A task-oriented document would be
structured around the specific performance problems facing the developer using the IPC module
and describe the operating system parameters that might be useful in alleviating the problem.

Task-oriented documentation for the IPC module is structured around situations that are
commonly encountered while running the system. Each situation is a problem that the developer
has to solve or a task that the developer is responsible for completing.

Situation 1: You need to verify that data is being passed correctly between processes.

Situation 2: You are encountering error messages when sending data between
processes.




Situation 3: You want to unit test your process independent of other developer’s work
but you need to send and receive data from other processes in order to perform your
testing.

Each situation may have variations, describing in more detail the specifics of the problem facing
the developer. For situation 1, there are a number of variations that are commonly encountered

by team members:

Situation 1: You need to verify that data is being passed correctly between processes.

Variation 1: Data does not seem to be making it from one specific process to
another specific process.

Variation 2: Continuous data that should be transferred in smooth increments
(such as joystick or mouse movement) appears to be received in spurts with gaps
in the data, making the data transfer appear jumpy and sporadic.

Variation 3: You are experiencing intermittent event loss. The event makes it from
sender to receiver sporadically.

For each of these variations, a general plan for solving the problem has probably evolved over
time and has been used successfully in the majority of cases. This is the general plan of attack that
includes all of the obvious things that the experts have learned over time that can be done to
systematically track down and solve the problem. These are the things that should be done before
the developer goes and asks for help. If the problem is typical, such as a typical oversight, then
the developer might find a solution. For a more obscure problem the developer wall probably
need to get help. This task-oriented style of documentation provides good places to document

lessons leamned information.

This problem solving plan is presented as a list of tasks/subtasks that need to be performed to
solve problems. The general solution strategy embedded in the task/subtask list is also presented.

Variation 1: Data transfer problem. A specific data item does not seem to be
making it from one specific process to another specific process.

In order to solve the problem, you need to determine whether the problem is
on the sending side, the receiving side, or in the [IPC module itself. A solution
strategy is to follow the chain of data transfers that take place as the data finds
its way from sender to receiver, looking for the place that the data is lost,
overwritten, or ignored.

Task 1: Make sure that the expected data routing is correctly specified in the
data routing table.

Task 2: Make sure that you are actually running the system configuration that
you think you are.




Subtask 2.1: Make sure that the correct version of each process has been
started.

Subtask 2.2: Make sure that these processes are both using the correct
version of the IPC module.

Subtask 2.3: Make sure that all processes are accessing the correct IPC
module configuration files.

Task 3: In the IPC module debugging header file, set the debugging parameters
appropriately for this particular data transfer problem. Then re-compile the
IPC module.

Task 4: Link each process so that it uses the newly compiled IPC module.

Task S: Once the system is running, you need to read the debugging messages
generated by the IPC module to help you track down the problem.

For each task, the set of specific steps to accomplish the task is then provided. This is the level at
which the product, the IPC module, must actually be operated.

Task 3: In the IPC module debugging header file, set the debugging parameters
appropriately for this particular data transfer problem. Then re-compile the
IPC module.

If you are interested in tracing a continuous data item, set
Continuous Data Trace to 1 (terse). This will allow you to see if the send
and receive functions are actually being called and if so, if either is
returning an error code. Otherwise, set it to 0.

Ifyou are interested in tracing an event data item, set Event Data Trace
to 1 (terse). This will allow you to see if the send and receive functions are
actually being called and if so, if either is retuming an error code.
Otherwise, set it to 0.

If the data transfer isbeing done between processes located on different
hosts, set Inter Host Trace to 1 (terse). Without this you won’t be able
to see exactly where along the chain the data is being ignored, overwritten,
or lost. Ifinstead all processes of interest are on the same host, set it to 0.

Ifyou are interested in tracing a continuous data item, set File Output to 1
(yes) because the shell window will continue to spew out debugging
messages so long as the continuous data is being passed. You won’t be
able to read it. If you are tracing event data and you want to do your
analysis at the terminal set it to 0 (no).

If you are interested in tracing a continuous data item set
Continuous_Data Rate to 1 because you are trying to figure out why the
continuous data item does not appear to be getting from the sender to the
receiver and you need to see debugging output for every single send and
receive to track down the problem.




Task-oriented information typically contains ‘why’ information, as the example above does. It is
a good way to begin educating the reader so that she can begin to leamn to make decisions for
herself. For example, after telling the reader to set the tracing parameter to 1 (terse) a sentence
could have been included telling her why not to use verbose such as “verbose is used by the IPC
module developer for IPC module debugging to track down possible operating system or network
problems when no data is getting from senders to receivers.” This type of expected usage

information is often absent in topics-oriented documentation.

The topics-oriented document for the debugging code parameters might have the following

flavor:

A. Module Configuration
2. Code Parameters
c. Debug Output
1. Terse vs. Verbose

Terse means only inform of successful run-time sends and receives.
Verbose means inform of all function calls during run-time sends and
receives.

Continuous_Data Trace is used to control debugging messages for
continuous data. 0 =tum off 1=terse 2 =verbose

Event Data Trace used to control debugging messages for event data.
O=tum off 1=terse 2 =verbose

Inter Host Trace used to control debugging messages for data sent
between hosts. 0 =tum off 1=terse 2 =verbose

ii. Continuous Data Rate

Continuous Data Rate represents the number of times a continuous
data send/receive occurs before you get a line of debugging output.

iii. Filevs. Screen Output

File Output: used to determine whether debugging messages appear on
screenorin a file O=no 1=yes

In the topics-oriented document these parameters will be described only once, while in the task-
oriented document these parameters will be described more than once. To illustrate, the set of
steps required for another variation of the data transfer problem will now be presented.

Situation 1: You want to verify that data is being passed correctly between processes. l
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Variation 2: Continuous data that should be transferred in smooth increments
(such as joystick or mouse movement) appears to be received in spurts with gaps
in the data, maling the data transfer appear jumpy and sporadic.

This is a difficult problem to track down. One solution strategy that has
proven successful is to look at the sends and receives of the sending process,
the IPC process on host 1, the IPC process on host 2, and the recerving
process and then examine the relative rates of sends and receives.

Task 3: In the IPC module debugging header file, set the debugging parameters
appropriately for this particular data transfer problem. Then re-compile the
IPC module.

Set Continuous_Data_Trace to 1 (terse). This will allow you to see if the
send and receive are actually being called and if so, if either is retuming an
error code. Otherwise, set it to 0.

Set Event_Data_Trace to 0 (turn off). In this case, the output is not of
interest and will be distracting,

Because the data transfer is being done between processes located on
different hosts, set Inter Host Trace to 1 (terse). Without this you won’t
be able to follow the recommended solution strategy outlined above.

Set File_Output to 0 (no) because you will want to do your analysis at the
terminal rather than at your desk.

Set Continuous Data_Rate to 10,000. This will result in one line of
output after 10,000 sends or receives. Under normal operating conditions
this will cause a line of output every 5 seconds. For each of the four
process of interest, see if this line appears at about the same time and at
about the same steady rate. If one process experiences either delays or
sporadic output, that might provide some clues as to the source of the
problem.

Conclusions

The task-oriented perspective applied in user documentation and user-centered requirements and
design can be beneficial when applied to developer/developer communication. The suggested
approach is to present a list of task/subtasks that need to be performed to solve problems facing
the developer along with the specific steps required to accomplish those tasks/subtasks. This
approach forces developers to realize that during development other developers are assuming a
user role and as such do not share their perspective. This is particularly important for software
integration and software reuse. The resulting task-oriented document provides how-to-
accomplish information which allows the information recipient to see the intent behind the
software’s features. The benefits are the same as those so often cited in the requirements

_52_



literature: Improved communication results in productivity gains due to the reduction of

misinterpretations and the resulting rework.

The task-oriented approach is not without its problems. The resulting document can be long and
expensive to produce in terms of scarce senior programmer time. A mitigating strategy for
document length that has proved effective is to carefully pick only the few most important tasks
and document those. Once developers get the main idea, they seem to be quite adept at figuring
out how to do more. They seem to need a jump start with an appropriate big-picture perspective.
Producing task-oriented documentation under a mentor has proved to be a good first assignment

for new team members, thus reducing the cost of producing it.

Thus far, the task-oriented approach has been used only for developer-developer information
sharing situations in which the developer receiving the information is assuming a user role. This
happens during development in software integration and software reuse and after development in
software testing. It is unclear whether the approach would be effective as a way for a developer
to explain a design issue to another developer. For example, one might try the approach to see if
a module creator can explain a design issue to a new developer assigned to maintain the module.
This remains a future research issue.
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Abstract

In August, 1995, the Quality Assurance Central Services Group of Wall Data
Incorporated established an internal web site. The purpose of this internal web site was to
distribute software standards, templates, and tools to software developers, quality
assurance engineers, and project managers at the corporate headquarters and 10 satellite
development offices in the US and Japan. Though implementing the web site was not
difficult technically, getting the development community to use it was challenging.
Obstacles included uninstalled or incorrectly configured web browser software, and
general lack of interest. Overcoming these obstacles involved improving the design and
content of the site, and changing existing SQA document distribution practices. Once
these obstacles were overcome, use increased and the internal web site became the
preferred mechanism for distributing SQA documents within the company. Other
departments and development teams then began to develop their own web sites to
improve the distribution of information.
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BACKGROUND

Wall Data is a PC connectivity software company that prides itself on having strong,
entrepreneurial development teams. As such, development teams are encouraged to
locate away from the distractions of the corporate headquarters to focus on producing
leading technology products. Wall Data now has 10 satellite development offices in
Washington, Califonia, Georgia, Massachusetts, and Japan.

The Quality Assurance Central Services group, or QACS, is a corporate resource located
in the company headquarters. Part of the charter for this group is to develop standards
and communicate "lessons learned" to all development teams throughout the company.
Because of the limited QACS staff size, and the geographic diversity of the development
teams, QACS often relied on e-mail, a monthly departmental newsletter, and a network-
accessible SQA document archive to distribute information to these satellite development

offices.

Though printed copies of some materials, such as standard operating procedures, were
distributed directly to project managers, there was never any guarantee that all standards
were communicated to all development team members. There was also no guarantee that
e-mail or newsletters would be read, or that engineers would be able to successfully
navigate the sometimes cryptic filenames and haphazard directory structure of the SQA
document archive. Regardless of what information, paths, and file names were e-mailed
out by QACS, development team members often ended up calling and asking to be e-
mailed the actual document instead.

Wall Data's product line includes internet applications, including a version of Mosaic, a
World Wide Web browser. As this browser 1s a Wall Data product, anyone in the
company can access this application from the company network and install a copy on
their desktop PC.

Creating an internal web site seemed like the perfect solution to the problem of
distributing information to the satellite offices since it used the company's own
application software and would create an easier way for development teams to access all
SQA archive information. It would also provide QACS with the means to quickly inform
development teams of process changes and new practices (without having to write a
complete newsletter or produce mass e-mailings), and would put all information in the
hands of engineers without relying on project managers to pass it along.

The QACS web site would be essentially an experiment for the company. At the time, no
internal corporate web sites existed at Wall Data. Within QACS, the creation and
maintenance of the web site would be the responsibility of a single engineer, and web site
tasks would be secondary to regular QACS staff functions. There was no corporate
mandate to create an internal web site, and no team dedicated to its creation. The QACS
web site would be a grassroots solution to the problem of distributing information
throughout the company.



WEB SITE DESIGNED AND IMPLEMENTED

In August, 1995, there were no internal web sites at the company and no resources for
QACS to establish and maintain dedicated web and ftp servers. However, QACS was
able to create an internal SQA web site using existing resources, including Wall Data's
version of Mosaic and the internal company network. The QACS web site would be
accessed as files directly from the company's network drives by using the "Open File"
web browser command to openan HTML file, format it, and display it like any other web
page. Lack of a web server would mean the web site would not be able to process on-line
forms or count web site accesses, but it would be able to present hypertext links to
documents to make accessing the QACS archive easier.

The web site was designed to meet the following goals:

(1)  The site should not look like a corporate web site. Even though it would be used
to distribute corporate standards, a casual look and feel would be appropriate for
the company culture.

(2) The site should have a consistent look and feel regardless of what browser was
used to access it. Only HTML commands supported by all browsers would be
used to implement the site.

(3)  The site content should give people a reason to visit at least once a week.

The initial design of the web site attempted to meet these goals as well as provide an easy
to navigate interface to the QACS document archive. The web site was divided into the

following pages:

Main - An initial page to welcome people to the site, explain the purpose, and
present links to all the other topic pages of the site.

What's New - News and announcements from QACS. This page would be
updated throughout the week as needed, at the very least each Monday.

Templates & Examples - Document templates and examples of completed
documents.

Tools - Internally developed software testing tools.

Technical Bulletins - Internally developed guidelines, lessons learned, and "How
To..." documents.

Standard Operating Procedures - Corporate standards for software
development and testing.

Newsletter Archive - On-line versions of monthly SQA newsletters.




Gallery of Greatness - On-line photo gallery of development team members
recognized by QACS for their quality contributions.

Wall Data - Link to the company's external Home Page.

Each topic page would have the same layout, with a unique title and icon to identify it, a
brief paragraph describing the topic, the contents of the page (usually hypertext links to
Microsoft Word for Windows documents), and navigation buttons to return to the main
page or go to other topic pages. To access archive documents, the user would select a
hypertext link from a topic page, which would start the Word application and then open
the Word document. The user could then either read the document on-line or print a
copy. They could also save a copy of the document or template to their local hard disk.
Please see Appendices A and B for examples of the main page and a topic page.

The site was designed and implemented in 8 hours over a weekend using Microsoft
Notepad, Adobe Photoshop, and ClickArt Art Parts.

The underlying directory structure of the SQA document archive was also changed. The
files were rearranged to match the organization of the web site. Subdirectories for the
HTML files were also created. Since all the HTML files and all the SQA archive
documents resided on the same logical network drive, relative paths were used for all
hypertext links. All pages and all links were tested using all browsers. Key development
team members were also given early access to the site to get their feedback.

INTERNAL WEB SITE INTRODUCED

A special edition of the SQA newsletter was e-mailed to all development team members,
project managers, and executives announcing the web site. The newsletter described the
purpose of the web site, how to access it, how to install and configure a web browser, and
what additions were being planned for the future. The web site was also used in a QACS
presentation to executive management. E-mail and memos from QACS now contained
the path to the web site and brief instructions how to use it.

Executive management and key development team members that saw presentations, or
were given demos, seemed enthusiastic about the site. However, most development team
members did not receive presentations or demos due to lack of QACS resources and
higher priority projects. Most were expected to learn about the site through either the
newsletter or e-mail. Though it should have come as no surprise, QACS only received
about 10 comments from users over the first month, and continued to receive calls and e-
mailed requests for documents or paths to templates. When told that they could get all
the documents through the web site, many callers said they did not want to have to use
another application just to open a file.




At this point it became clear that the QACS web site would not be flooded by users, and
that there were some fundamental obstacles that would have to be overcome before the
development community would start using it.

OBSTACLES UNCOVERED

Few development team members were in any position to try out the SQA web site
immediately. Most did not have web browser software installed on their systems at the
time the web site was introduced, and most had not accessed the World Wide Web
before. Many also claimed to not have the time or the disk space to install the browser
application. They also felt they rarely needed anything from the SQA document archive.
To most, installing a web browser seemed like a lot of work with little benefit.

Those that did install the browser software often did not read the instructions in the

- newsletter on how to configure it to recognize Word documents. While some web
browsers will prompt the user for an application when an unknown file type (.doc) is
encountered, the early version of our Mosaic product did not. It treated the unknown file
type as a text file. For users accessing Word documents without first configuring their
browser, the result was a screen full of garbage characters. This often left users with the
impression that the web site did not work and gave them little reason to check back at the
site for news and updates.

Another problem with the early version of our web browser was that users had to
manually clear their disk cache or request a page reload in order to see updated web site
information. Web page information is often stored on the local disk to improve
performance when users return to a page they have already visited. Pages that are
revisited will be recreated from the information in cache rather than reloading the page
from the network. Unfortunately, this gave users the impression that the contents of the
web site never changed since they were always viewing the cached version of the page
and never seeing the updated one.

Many of these problems could have been anticipated and solved before the web site was
introduced. Surveys could have been conducted to determine SQA archive use, web use,
browser familiarity, and site content preferences. Training could have been provided on
internet applications, browser configuration, and site use. Usability testing could have
been performed to confirm the appropriateness of the site content, organization, and
presentation. QACS assumed some risk in quickly creating and releasing its web site, and
initial use of the site suffered for it.

OBSTACLES OVERCOME

Three basic problems needed to be solved. First, people needed to be convinced that they
had a reason to visit the web site. Second, they needed to have web browsers installed.




Third, they needed to have their web browser configured correctly. These problems also
needed to be solved without any additional web maintenance resources.

Two changes were made to give people a reason to visit the web site. One was to
improve the content of the site so more people would want to use it. The development
community was solicited for ideas for additional content. The other was to force the
development community to use the site by no longer e-mailing or distributing printed
copies of some documents.

To improve the content of the site, the following topics were added:

QA Partner - Guidelines, "How To..." information, and training schedules for
automated testing.

Training - Class outlines, slides, and materials for QACS training classes.
Library - Software engineering books and articles available from QACS.

Quote of the Week - Wit and wisdom from software engineering's most respected
writers and practitioners.

Customer Satisfaction - Survey results, metrics, and action items for measuring
and improving customer satisfaction. This page was intended to be used by
Customer Service, Sales, Technical Support, and project managers.

Top 20 Customer List - Listing of the company's 20 most important customers.

How to Create a Home Page - Instructions, templates, and tools to help
departments and project teams create their own web pages.

Setup - Instructions for how to configure a web browser for Word, Excel, and
PowerPoint files, and add the SQA web site to the browser "hotlist."

The biggest change was adding the setup instructions. Before, the only instructions for
configuring browsers were in a newsletter. Now, every page featured a link to the setup
instructions page and the main page included a notice to new users to go to the setup
page and configure their browser. Even with this, the setup instructions tended to be
ignored. Eventually, the main page was replaced with a separate page featuring a large
stop sign and a wamning that documents would not be accessible until the browser was
correctly configured (Appendix C). A link could then be followed to either the setup
instructions, or to the regular main page. Users could also change the path to the QACS
web site saved in their "hotlist" and go straight to the main page without always having to
see the warning page.




In additional to soliciting development team members for ideas for content for the site,
they were also asked to supply their own content. Though only a few developers actually
provided content for the site, team members felt the site was more inclusive since they
were being asked to provide content.

Web site development tools were added to help other departments and development
teams create their own web sites. More web sites would mean more content and more
reasons to install a web browser and use the intranet. Development team members who
might not want to take the time to install a web browser just to access the QACS web site
might do it to access their team's web site or the web site of another development team.
And, once they had the browser installed, they might then visit the QACS site.

Finally, QACS stopped distributing printed or e-mailed copies of many documents. The

only way development team members could get the documents was by going to the web

site. Whenever a request came in for a document, e-mail was sent telling how to get it off |
the web site. There was some initial resistance to this, but over 2 or 3 months many

people did decide there was a reason to install a web browser and use the intranet.

All these changes helped to give development team members a reason to use the SQA
web site, install web browsers, and configure them correctly.

USAGE INCREASED AND CONTENT IMPROVED

Three months after its initial introduction, executive management increased their support
for the intranet and chartered the MIS team to create and maintain a dedicated web server
and help other departments create their own web sites. At this time, the QACS web site
was still the only internal web site for the company. It would be another 3 months before
any departments other than MIS created a web site.

Moving to a server meant that a number of changes had to be made to the web site. First,
all SQA documents needed to be moved to the ftp server and all HTML files moved to
the web server. All HTML files needed to be modified during the move to use fully
qualified paths to link to the SQA documents on the ftp server as relative paths would no
longer work. Also, write-access to the HTML files and SQA documents was now more
limited since only the QACS manager and one staff member had permission to write to
the ftp and web server directories. Before moving to the server, the entire QACS
department had write permission. All users throughout the company continued to have
read-only permission.

Moving to the server also allowed some new features to be added to the web site,
including:



Newsgroups - QACS created internal newsgroups for QA Partner and
Development Process Issues and Ideas. Eventually, development teams would
create another 20 newsgroups on technical topics.

Access Counter - The "hit counter" showed for the first time how many visitors
the site was getting. After 3 months, the site was only receiving about 40 hits a
month. After 6 months, the site was up to 200, and after 9 months it was up to
400.

Surveys - Web site surveys were added to find out what people liked and didn't
like, what they found most useful, and what else they would like to see. The
survey comments led to a number of user interface changes, including changing
the background color from gold to white, rearranging the icons on the main page
to eliminate some scrolling, and adding drop shadows to the icons to make the
interface less plain.

Please see Appendices D and E for examples of the updated main page and a topic page.

The release of Microsoft Windows 95 also further eliminated some installation problems.
Many development teams changed to this operating system, which comes bundled with a
web browser application (Internet Explorer). New employees receiving new PCs would
already have the web browser installed. This browser would also prompt for an
application when it encountered an unknown file type, and not display a screen of
garbage characters. (Survey results showed that, 9 months after introducing the web site,
our Mosaic product had been replaced almost completely by either Netscape Navigator
or Microsoft Internet Explorer.) Microsoft Intermet Assistants for Word, Excel, and
PowerPoint (which convert existing documents into web pages) made it easier for other
departments and development teams to create web sites, which increased intranet use in
general, including use of the SQA web site.

About a month after the web server was established, the MIS team created a top-level
"Information Navigator" page from which users could follow links to other web sites on
the intranet. Eventually, this page would include links to web sites for Technical Support
and a dozen development teams in addition to the QACS web site. The MIS team further
encouraged the development community to use internal web sites for document
distribution by instituting a maximum size limit on e-mail enclosures. Though the initial
impact of this was to encourage development teams to compress their e-mail enclosures,
it no doubt eventually helped convince some development teams to create their own web
sites.

Nine months after its initial introduction, the SQA web site was being used as it was
intended.




BENEFITS REALIZED

Over the course of 9 months, QACS changed the way documents were distributed within
the company. Though it is not lanown how much money was saved by using electronic
distribution for all SQA documents, QACS saved $800.00 per month when it stopped
printing and distributing copies of 1 monthly report. (It is also possible that these savings
were lost due to increased local printing of the same documents.)

All satellite offices now used the QACS web site to access company standards and
templates. The content of the standards and templates also improved. Many changes were
made to standards and templates as comments were received from new document users.
Changes made to documents were also instantly available on the web site, and were
immediately announced on the "What's New" page of the web site. The "Standard
Operating Procedures" topic page was also modified to show which standards had been
newly modified, or were currently having changes reviewed and approved.

On those occasions when development team members called to ask for a specific
standard or template, it was usually because a standard did not exist that they expected to
find on the web site. This led to the creation of additional needed standards and
templates. It also prompted some development teams to create their own standard
operating procedures for processes specific to their development team. Procedures
developed by other departments, such as Software Publishing, that were related to
development team activities were also added (or linked) to the QACS web site as needed.

The QACS web site also led to improvements in the company's external web site. More
development team members now visited the company's external home page and were
able to provide marketing with corrections for wrong or out-of-date product information.
This also led to the creation of a content review process to assure that development team
members, particularly SQA engineers, reviewed all external home page content for
correctness before marketing could publish the content on the World Wide Web.

CONCLUSIONS

An internal SQA web site can improve your ability to distribute standards, templates, and
tools within the company, improve the content of standards, and also encourage other
departments and development teams to document their standard practices. Creating an
internal web site can be done quickly, inexpensively, and without a lot of technical
knowledge. However, you should not expect to see improvements immediately. You can
reduce the amount of time necessary to establish your web site and increase the
likelihood that your web site will be used successfully by planning your web site
introduction and marketing as carefully as you plan your web site content.



Appendix A

WALL

Quality Assurance Central Services

Welcome to the Quality Assurance ('entral Services home page. From here. you can access
templates. tools. procedures. and technical bulletins to help make software development and testing
more efficient and effective. You can also subscribe to our monthly newsletter. Quality Times.
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Appendix B

Templates and Examples

The following templates and examples hayve been developed for company usc to assure consistency
and completeness for standard development and testing tasks and deliverables.

Templates
Test Plan

Test Cases
Test Summan,
5QA Plan

SQA Summan

Software Development Plan

TCRelease Notes
Beta Test Plan

Post Project Review Report

Project Definiion

TMP Customer Service Nouticaton

PTF Customer Service Notification

Examples
Test Plan
Trace Matrix
Test Resuits

Test Summan:

Return to main menu.

[ What's New Templates Tools Technical Bulletins ; Standards Newsletters Gallery ; Goimne Places }




Appendix C

You must have your browser configured to read Word files to access the information on the
Quality Assurance Central Services Home Page. If you do not bave your browser configured for
this, or do not know if it is, please read these instructions.

If you bave already configured your browser to access Word files, you can continue straight into
the QACS Home Page. You will also want to update your hotlist or bookmark for the new Home
Page location.

You can always set up your browser at a later time if you would like to check out the Home Page
first. To find the setup instructions. just select the Setup link at the bottom of any topic page, or the
read this first link from the main page.

If you bave any questions, or need help configuring your browser, contact Tim Farlev.
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Quality Assurance Central Services

Welcome to the Quality Assurance Central Services Home Page. From here, you can access our
Top 20 Customer list and monthly Customer Satisfaction Survey resuits. You caan also find

templates, tools, procedures, and technical bulletins to help make software development and testing
more efficient and effective. If you are new here, read this lirst.

Be sure to enter the Contest of Greatness!
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Appendix E

Templates and Examples

The following templates and examples have been developed for company use to assure consistency
and completeness for standard development and testing tasks and dcliverables.

Templates

Release Approval Fonn
The Release Approval Form is appended to the ( wng the Releuse Approval IForm SOP.

Localization Testinz Checklist
This was put together by Pat Hvland and is based on the checklist developed by Bob Sarver in
August, 1995. and recently send out again by Serge: Kalfov.

SoftCop Testing Checklist
This was developed in Bellingham (I don't know who did it) but 1t came to me through Pat
Hyland.

Test Plan - -

Based on the IEEE Standard for Test Documentation. Used to plan the testing effort. including
what will and won't be tested. the approach to be used. the software release critena. resource
requirements. and schedule. Test Plans are now required for release of software products. Sec
the Release Approval Form SOP for details.

Test Cases
Based on the IEEE Standard for Test Documentation. Used to detine the exact tests that will be
pertormed. Describes each action to be performed. and the expected results. Test Cases are now
required for rclease of software products. See the Release Approvai Form SOP for details.

Test Summarv
Based on the |EEE Standard for Test Documentation. Used to describe the results of testing, and
whether or not the requirements of the Test Plan were met during test execution.

SOA Plan
Based on the IEEE Standard for Software Quality Assurance Plans. Used to plan SQA tasks and
deliverables concemning reviews, metrics. release requirements. and testing.

SQA Summary
Based on the IEEE Standard for Test Documentation. Used to describe the results of the SQA
effort. and whether or not the requirements of the SOA Plan were met.

Software Development Plan
Used by Software Developers to plan software requirements. design. and implementation
activities. Iincludes risk assessment. resource assumptions. and schedule.

TC Release Notes
Used by Software Developers to document for PQA Engineers the content of Test Candidate
releases. Describes known problems. fixes. and other changes from the previous TC release.

Beta Test Plan
Used to plan for beta testing, including what the test will include. who will be involved. when the

Examples

PTF Documentation Exampies
Thereare two short examples of PTF documentation available. The fitst uses none of the optional
fields. The second uses some of them. Both have been shortened. and do not contain all the fixes
that were included in that PTF. See the PTF Documentation SOP for more details.

SQA Plan
Example SQA Plan for LAMBADA for the Intemet. {/nder Development!

Describes the plan for testing the example LAMBADA product.
Trace Matrix
An example of how to trace test cases to testable product requirements. Used to objectivelv track
functional test coverage. ’
Test Cases
Example Test Cases for LAMBADA for the Intemet. (/nder Development'
Test Results
An example of how test results can be recorded.
Test Summary
Describes the results of the LAMBADA testing effort. Shows how the summary is linked to the
specific Test Plan used for the testing effort.

Return to main page.

[ What's New | Quate | Customer Satisfaction  Standards ; Templates : Tools i QAP ' Training | Librarv
Newsietters 1 Gallerv | (Going Places | Setup ] ) ‘
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ABSTRACT

The SEI (Software Engineering Institute) approach is a disciplined and systematic way
to confront risk in software development. The Risk Management Paradigm, built on the
Software Risk Taxonomy as a foundation, consists of a continuous set of activities to
identify, communicate, and resolve software technical risks. This presentation is an
experience report, describing process-related experiences from five assessments
carried out at Xerox. We will also summarize the benchmarking feedback we have
acquired from other companies. While we will briefly describe the SRE (Software Risk
Evaluation) method itself, presenting the associated principles and logistics, the
emphasis will be on our own experiences and the customization opportunities. Two of
the key, inherent attributes of the SRE method are confidentiality and non-attribution,
consequently we will not reveal any facts about the actual, project-related results and
conclusions of the assessments.
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1. INTRODUCTION

Assessment and management of software risks are now recognized industry-wide as
critical project management activities. Most of the Xerox products are architecturally
embedded computer systems, and the software content of these products is rapidly
growing. Consequently, success or failure in the software domain will directly determine
the success of our products. The literature dealing with software risk addresses a range
of subjects (such as patients being over-radiated, missiles being misfired or baggage
shredded at the Denver Airport...). However, the primary issue for Xerox products is to
avoid the cancellation of a project. This involves gaining control of the product “QCD”
(Quality - Cost - Delivery) factors. Many Xerox products have a software content
exceeding 10,000 Function Points. 10,000 Function Points are roughly equivalent to
1,280 KLOC (Thousand Line Of Code) of “C” source code. According to Software
Productivity Research [1] the cancellation probability of projects of this size is at least
50%, and the average project delay is 100%. The recognition of these alarming trends
provides ample motivation to implement systematic methods to identify and to confront
risks.

2. WHAT IS RISK MANAGEMENT?

Risk management is a set of continuous activities to identify, plan, track and control
software risks. It is conducted in the context of normal program management (Fig. 1).

Program .ji
Management -
. - schedufes budgets ORGANIZING
documents control
identify\ fesource
problems allocation
status communicate
reports risks
CONTROLLING olan STAFFING
tasks

actions

decisions
changes

DIRECTING

Management |

Figure 1. Risk Management Paradigm

! Software’s Chronic Crisis, W.W. Gibbs, Scientific American, September 1994, pages 86 - 95.



Risk management activities, i.e. identifying and confronting risks should begin as soon
as possible. By integrating risk assessment early in project management, one can avoid
problems associated with calling for a risk assessment after a major project exposure
has been identified. A practical question is to determine when the risk evaluations
should actually take place. The spiral model of the software development process [2]
requires the identification and resolution of risks prior to starting a new development
phase. These are natural check-points, where we can decide if a formal assessment is
justified or not. In most instances however, programs are monitored and managed in a
waterfall fashion [3] at the senior management level. For these programs, SEI has
identified the following high leverage points, shown on Fig. 2:

High
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Low [— \
System High Modue | Coding . g
Business " |Integration,
Case Goals Regts. Level Design unt 'I?egstin Acceptance |
Definition Testing 9

Developmentlifecycle phases using the waterfall model

Figure 2. High Leverage Points for Risk Assessment
3. THE SRE APPROACH

Software Risk Evaluation (SRE) was developed at Carnegie Mellon University's
Software Engineering Institute (SEl). The scope of SRE is identification, analysis and
preliminary action planning for mitigation. The method is introduced in detail by Sisti
and Joseph in [4]. The SEI software risk taxonomy, described in the Appendix, provides
a consistent framework for risk management. The taxonomy is organized in three major
classes, Product Engineering, Development Environment, and Program Constraints. On
the next level of the taxonomy the elements of the classes are identified. Finally, at the

A Spiral Model of Software Development and Enhancement, by B. W. Boehm, IEEE Computer, May 1988.
? Software Engineering Economics, by B. W. Boehm, Prentice Hall, Inc., 1981, pages 35 - 38.
* Software Risk Evaluation Method, Version 1.0, by F. J. Sisti and S. Joseph, CMU/SEI-94-TR-19, October 1994




bottom level attributes are assigned to all the risk elements. SE| also developed a tool
called TBQ (Taxonomy-Based Questionnaire) to identify software risks in a program. A
sample segment of the TBQ follows:

A. Product Engineering
2. Design & Implementation
d. Performance

Starter question: [22] Are there any problems with performance?
Possible Cues: o  Throughput

m~  Scheduling aschyncronous events

m  Real-time responses

m  Impact of hardware/software partitioning
Starter question: [23] Has a performance analysis/simulation

been done?
Follow-up questions: (YES) (23.a) What is your level of confidence in

the results?

(YES) (23.b) Do you have a model to track
performance?

Structured peer-review interviews are carried out by an independent assessment team
using the TBQ questionnaire. The identified risks are recorded, and at the end of each
interview their impact and likelihood of occurrence are analyzed. Typically five or six
interviews are conducted during one week, depending on the size of the project. The
first day is for site orientation, program overview, and a training session for the
assessment team. Over the next few days, interviews and analysis sessions follow
alternately. Then, there are sessions on data consolidation, briefing preparation, and
data confirmation. At the conclusion of the SRE, the consolidated risks are presented to
project personnel and management. Later, the assessment team prepares a detailed
report on the risks and suggested mitigation strategies.

It should be noted, that while the SRE is treated as an SEI product and they offer both
training and complete assessments, their main goal is to empower customer
organizations to customize and internalize the process, and eventually carry out
assessments on a regular basis without SEI's help. The easiest way to receive
information on training programs is via Internet (customer-relations@sei.cmu.edu) or
the World-Wide Web (http://www.sei.cmu.edu).
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4. BENCHMARK BEFORE GETTING STARTED

Let's assume that you have already attended the training and already arranged a
briefing for your senior management by SEI. All the right buzzwords were said and the
right buttons pushed, still you have to go through a tough justification process. Again,
nobody will openly resist the idea of risk evaluation, but everybody will have concerns
about cost. The overall cost will be composed of the cost of sending people for off-site
training, retaining consultants for the assessment team, and the implicit cost component
caused by the fact that the interviewed people and the internal members of the
assessment team will be away from their regular activities for a given period.

Another valid issue is the scalability of the method. “This is great, but our project is too
small, we need more lightweight processes”, or “This sounds like a good idea, but our
project is much bigger, and this approach is too soft for us” are the typical concerns.
The most effective way to break this barrier is to inquire about other companies’
experiences.

Getting benchmark information is not, however, an easy task due to the nature of the
issues surrounding risks. Also, SElI as an organization and all individuals on the
assessment team are obligated to sign a confidentiality agreement. Usually, SEI is free
to use assessment data and conclusions for statistical or analytical purposes only if the
information is used without attribution.

All inquiries for benchmarking information have to be handled on a case-by-case basis.
If you are considering engaging the SEI for a risk evaluation, we suggest asking the
Manager of the Risk Program at SEl (Ron P. Higuera) for current references, and he
might be able to identify companies who agreed to provide information directly. At
Xerox we were able to conduct phone interviews with representatives of three such
companies. This information was presented to the first pilot program’s senior
management. All three companies, as well as Xerox customized the process and
carried out the SRE differently;, and we feel that even in its “coded” format this is
valuable information for people becoming acquainted with the method.

4.1 Company “A”:

At Company “A” the person who provided the data was a Senior Program Manager,
responsible for many critical programs. SE| was retained to execute two SREs. The first
one was a comprehensive risk review of a program valued at roughly $ 20M, covering
all aspects of the project, not only software development. The second one was an SRE
on a software project valued at $ 3M, consisting of a 300 KLOC mission-critical real-
time software system, developed for the United States Air Force. SEI was retained for
the SRE only, and was not asked to present a detailed risk mitigation. Company “A”
management was very pleased with the results, and the Senior Program Manager was
impressed with the power of the SEI/SRE interviewing method. In his opinion, the main
value of the assessments was the dramatic improvement in communication among




management and program personnel. The SRE report also played a key role in
determining program priorities. They used these two assessments and the formal SEI
training program to internalize the process. Some of their recommendations are as
follows:

The SRE should be carried out as early as possible, and continued rigorously with
follow-ups.

Even if the program is on track, or ahead of schedule, program personnel should
be asked to explain their success. The responses reflect on organizational
maturity and process capability.

The SEI process should be adhered to during the assessment. Substantial
customization should take place only after the results of the first assessment were
analyzed.

Gaining commitments from key people internally for the assessment team is
difficult, but necessary. A solution is to make clear to senior managers that while
today they are asked to provide a person for the assessment of another program,
tomorrow they might need competent people for an assessment of their own
program.

4.2 Company “B”:

At Company “B” a so-called Team Risk Assessment variant of the SRE was used. In
this case the team was defined as the development group and the customer. As a
result, the risk management plan was developed together with the customer. The
project size was approximately 100 KLOC, a Command and Control Real-time system,
developed for the United States Navy. The following conclusions were presented to us:

The peer-group interviewing approach proved to be an efficient way to discover
problems. It seemed to be more effective than the traditional approach where
individual risk managers are assigned to the program.

The interviews revealed new problems, and the team was able to identify risks
which had not surfaced earlier.

The experience improved their relationship with the customer. The risk factors
become immediately visible to the customer, and the collaboration on the
mitigation strategies proved effective.

SEl's role was strictly process technology transfer, and not the formal

administration of the SRE. The company developed its own risk mitigation plan,
but also provided information to SEI to “debug” the process.



4.3 Company “C”:

The assessment team members attended the formal SEI training and tried to customize
and streamline the process for their company.
SRE was executed on three projects:

The team started with a pilot project of approximately 30 KLOC. In this project,
SEl's only role was to help in the preparation.

The second project was a major program involving the US Government, the US
Air Force and various subcontractors. The system was very complex, consisting of
~500 KLOC software, mixed programming languages and operating systems,
Command & Control and Telecommunication applications with strict real-time
requirements. SEI participated in a mentoring and monitoring capacity.

The third project was similar to the second, introducing an added level of
complexity by adopting Object Oriented Technology. SEl's role was limited to
monitoring the process.

Company "C” representative shared the following details:

They were successful in streamlining the process and carry out assessments with
a smaller team.

Invariably, the interviews yielded additional risk factors not considered before.

They decided to call in domain experts only after they determined and prioritized
the risks. This provided a cost-saving opportunity.

They implemented a new practice to assign a formal Risk Review Board to every
major project to monitor the status of the identified risks.

5. XEROX EXPERIENCES

As of today five formal software risk evaluations were completed at Xerox. They ranged
from a mini-assessment to a major, SEl-led Software Risk Evaluation, including the
development of mitigation strategies. In the next few paragraphs we will present our
observations.

5.1. Software Risk Taxonomy and the TBQ

Apparently the role of the actual questions is much less than what our original
perception was, based on the SEIl training materials. The taxonomy proved to be




complete, the questions were customized on the fly. The interviews have their own
dynamics; the questions stimulate the process.

The other role of the taxonomy is to devise an interview strategy before the session.
This is necessary because usually there is not enough time to touch on all issues, so
the assessment team has to make sure that the most important questions, relevant to
the particular interview group, are asked first. It is a very useful practice to leave a 10
- 15 minute block of time for soliciting issues which were missed during the structured
questioning.

5.2. Structure and the Timetable of the Assessment Week

Our initial perception was that the bulk of the work will be to administer the interviews.
In reality, every interview was followed with a long evaluation session, where the
length and the thoroughness was fully justified. It is important to schedule the final
consolidation session for an afternoon, preferably in an “open-ended” fashion. The
assessment team has to have enough time to process and prioritize the results, and
depending on the issues and complexity, these activities take much longer than is
usually expected. Since the briefing session has to be “hard” scheduled, due to the
fact that all interview participants and managers have to be invited, it is not prudent to
jeopardize it by not leaving enough time for preparation. The time we allocated on the
morning of the last day was barely enough to review the presentation overhead slides
for the briefing, and provide immediate, preliminary feedback to program
management.

5.3. Use of computers

A strength of the SEI process is that issues are recorded on a flip-chart and on a
computer at the same time. This is different from the everyday practice where notes
are taken on a white-board or flip-chart, and transcribed later. The participants can
view and discuss the issues on flip-charts, and at the end of the interview session the
issues are available in electronic form as well. Worksheets are generated instantly to
facilitate the evaluation and prioritization. This activity requires the availability of
backup computers and printers, since technical problems are unavoidable.

5.4. Team building

The official SEI material refers to the first meeting of the assessment team members
as training, and in fact this meeting does have a training function even if all the team
members attended earlier formal training as well. But our feeling was that it played the
role of team-building, which was perhaps even more important than the informative
function. We also scheduled a team dinner at the end of the first day which helped to
build a good working relationship among participants. Since the assessment team
members spend time arguing about the issues, a constructive and friendly
environment is vital for efficient work. One minor caution about scheduling the team
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dinner: Always do it on the first night. Since time management becomes very difficult
after the interview sessions started due to delays and discussions during the
evaluation phase, it may not be possible to schedule a nice and relaxed dinner on
another evening.

5.5. Interview Dynamics and Interviewing Style

The leader who is asking questions must excerpt control over the meeting. The goal is
to uncover issues, not resolve them on the spot. The immediate objective is to get a
concise and clear definition of the problem, and document it on the flip-chart.
Unfortunately many participants are tempted to vent and go on tangents in response
to the assessment team’s clarifying questions. While it is important to provide detail if
the assessment team does not seem to grasp the issues, still the objective is that the
participants have to feel comfortable with the actual wording on the flip-chart, which
has to be as concise as possible.

Another delicate issue is that during the SRE we have dual goals, and it is not very
easy to satisfy them simultaneously. On one hand we are clearly trying to discover
future risks, problems affecting the achievement of the product QCD’s. This objective
would suggest that issues which can be classified as “water under the bridge”, i.e.
problems relevant to the past, but being currently worked at, or in fact fixed, should
not be documented on the flip-chart. On the other hand the SRE is a learning
experience for the division and, in fact, the company, so issues which have broad
value should be recorded as well with the appropriate qualification, so the team does
not spend time on finding mitigation strategies for resolved issues. The dual nature of
the goals has to be clearly communicated, so participants will not spend too much
time talking about past, already resolved, problems.

Beside flip-chart and computer, a third kind of recording is taking place as well. These
notes, called context recording, augment the brief and concise problem statements on
the flip-chart, so at the time of the team discussion and evaluation the context can be
read back for clarification purposes. Context recording was a new experience for us,
again, different from our everyday meeting practice. It proved to be very useful,
because many times even the person who originally raised the issue could not
remember what a particular flip-chart entry meant at the end of the session.

5.6. Team size

Management'’s original perception at the first SRE was that the planned assessment
team size (8 people) was excessive, and the team should consist of object oriented
software domain experts only. Nevertheless our own experience showed that both the
size and the structure of the team was right. The administrative functions, recording,
computer processing and prioritization are equally important to the domain specific
questioning. It was also beneficial to be able to create four two-person subteams and
pair up Xerox-SEI personnel to work parallel on impact area issues.




The size of the interview teams turned out to be not as critical as we assumed,
because the interview dynamics determined if the allocated interview time was really
enough or not. Our conclusion is that the key is to sense the dynamics of the group
and exercise more control if needed, and not limit the number of people in the
session.

5.7. Definition of Impact Areas

The granularity of the collected information corresponds to the granularity of the risk
taxonomy table. For sake of more efficient processing, the identified risk factors are
further classified and consolidated into user-defined, project-specific impact areas.
First, we solicited impact area definitions from the “customers” of the SRE, e.g.,
program management. These impact areas were used for the preliminary structuring
of the issues. After the completion of the interviews, we were able to discover further
relationships between the issues, leading to either new impact areas, or the
consolidation of existing ones. The structuring and presentation of the issues were
acknowledged as the most valuable features of the assessment, because program
management gained additional insight into areas where they believed risk factors
were already known. The somewhat weak point of the methodology is how to capture
and convey concisely the fact that a given problem belongs to more than one impact
area.

5.8. Calibrating Expectations

It must be clearly understood from the beginning, that the SRE is uncovering and
recording issues brought up by the project personnel. This means that if nobody
brings up a particular risk, than the SRE team will not be able to discover it. Also, the
SRE team has to make painstaking efforts not to distort the input from the interviewed
personnel. We think that this aspect of the SRE is definitely different from other
program review processes. The assessment interviews represent a morale boost to
the organization, and they might have a certain “therapeutic” effect. Participants
interpret it as a serious commitment from senior management to find and fix problems.
To derive this benefit, the confidentiality and non-attribution goals must to be
communicated and reinforced in every interview session.

6. SUMMARY

In summary, we can confidently conclude that the process knowledge transfer from
SEI| was successfully completed, and now we are able to carry out training on risk
assessment, as well as organize and lead SREs. Feedback from the completed SREs
shows that both management and project personnel were satisfied with the process
and the results. After piloting the activity on three major programs we were ready for
full customization and internalization. The subject of software risk management
becomes part of the official Engineering Excellence Training program, and program



managers across the corporation are encouraged to use the process. Our experience
shows that the process is easily scaleable by adjusting the number of interview
groups and the size of the assessment team, and the taxonomy is complete enough
for all the software projects we have to deal with. Also, we are working on a specially
customized version of the method by defining a mandated major phase gate review in

the product delivery process.




APPENDIX

A.
PRODUCT ENGINEERING

1. Requirements
a. Stability
b. Completeness
¢. Clarity
d. Validity
e. Feasibility
f. Precendented
g. Scale

2. Design and Implementation
a. Functionality
b. Difficulty
c. Interfaces
d. Performance
e. Testability
f. Hardware Constraints

g. Non-Development Software

3. Code and Unit Test
a. Feasibility
b. Testing

¢. Coding / Implementation

4. Integration and Test
a. Environment
b. Product
c. System

S. Engineering Specialties
a. Maintainability
b. Reliability
c. Safety
d. Security
e. Human Factors

COMPLETE SOFTWARE RISK TAXONOMY

DEVELOPMENT ENVIRONMENT

1.

B

Development Process
a. Formality

b. Suitability

c. Process Control

d. Familiarity

e. Product Control

2. Development System

a. Capacity

b. Suitability

c. Usability

d. Familiarity

e. Reliability

f. System Support
g. Deliverability

3. Management Process

a. Planning

b. Project Organization

¢. Management Experience
d. Program Interfaces

4. Management Methods

a. Monitoring

b. Personnel Management

¢. Quality Assurance

d. Configuration Management

5. Work Environment

a Quality Attitude
b. Cooperation

¢. Communication
d. Morale

C.
PROGRAM CONSTRAINTS

1. Resources
a. Staff
b. Budget
¢. Schedule
d. Facilities

2. Contract
a. Type of contract
b. Restrictions
¢. Dependencies

3. Program Interfaces
a. Customer
b. Associate Contractors
c. Subcontractors
d. Prime Contractor
e. Corporate Management
f. Vendors
g. Politics
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Abstract

The Capability Maturity Model for Software (CMM), developed by the Software
Engineering Institute, and the ISO 9001 standard, developed by the International
Standards Organization, are separate methods concerned with quality and process
management. In the Measurement Business Division of Tektronix, the CMM and ISO
9001 software process and quality initiatives were combined to achieve and retain ISO
9001 certification. An ISO 9001 framework is presented that utilizes the CMM to
facilitate and drive software process improvement. The experience of successfully
developing a software quality system and achieving notable software process and
product quality improvements at Tektronix is described along with an examination of
future improvement areas.
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2.1

INTRODUCTION

The Capability Maturity Model for Software (CMM), developed by the Software
Engineering Institute, and the ISO 9001 standard, developed by the International
Standards Organization, are separate methods that share a common concern with
quality and process management. A product instrumentation group within the
Measurement Business Division of Tektronix combined the CMM and ISO 9001
software process and quality initiatives to achieve and retain ISO 9001 certification.

ISO 9001 and the CMM were used to develop a software quality system that specifies
the organizational structure, policies, procedures, and processes used by the
organization. The development of the software quality system followed a simple
approach using the following steps:

e understand ISO 9001 and the CMM

* define the software quality system

* implement the software quality system

* use and improve the software quality system

The experience of developing the software quality system is described using the same
intuitive approach.

OVERVIEW

It is helpful to look at key aspects of ISO 9001, the CMM, and the Tektronix product
instrumentation group to understand the development of the software quality system.

ISO 9001

The ISO 9001 standard prescribes generic quality system requirements that are tailored
to the needs of an organization. The basic content of the ISO 9001 standard is captured
in the 20 clauses shown in Table 1. A full description can be found in the ISO 9001
standard 4 and guidelines such as ISO 9000-3 1°. The 20 clauses were used to develop
the framework for the software quality system.

1. Management responsibility 11. Control of inspection, measuring and
test equipment

2. Quality system 12. Inspection and test status

3. Contract review 13. Control of nonconforming product

4. Design control 14. Corrective and preventive action

5. Document and data control 15. Handling, storage, packaging,
preservation and delivery

6. Purchasing 16. Control of quality records

7. Control of customer—supplied product {17. Internal quality audits

8. Product identification and traceability | 18. Training

9. Process control 19. Servicing

10. Inspection and testing 20. Statistical techniques

Table 1. Clauses of the ISO 9001 Standard




Capability Maturity Model for Software

The CMM describes a series of five software process maturity levels ranging from ad
hoc and chaotic processes to mature, disciplined software processes. Each maturity level
has several key process areas (KPA) that indicate the areas an organization should focus
on to improve its software process. A full description of the CMM is given by Paulk ©.
Figure 1 shows the CMM maturity levels and key process areas. The key process areas
were used to develop much of the content (processes and procedures) of the software
quality system.

Process change management
Technology change management
Defect prevention

Software quality management
Quantitative process management

Peer reviews
Intergroup coordination
Software product engineering
Integrated software management
Training program
Organization process definition
~ Organization process focus

Software configuration management
Software quality assurance
Software subcontract management
Software project tracking and oversight
Software project planning
Requirements managemeat

Figure 1. The CMM Key Process Areas by Maturity Level



2.3

Instrumentation Group

Some key aspects and general characteristics of the Tektronix instrumentation group
include:

Project O
pe;

Program Manager

Organizational Structure: A matrix structure organizes the group into function-
al areas along one axis and projects along the other axis. Functional managers
are over each of the areas and program managers are over each of the projects.
The functional areas include software engineering, hardware (electrical) engi-
neering, marketing, and manufacturing among others. Figure 2 shows the ma-
trix organizational structure. The software engineering functional area consists
of software design engineers and a separate software quality group responsible
for software processes and software quality assurance activities.

+ + * #‘—f Functional Manager
SwW HW

Mktg Mfg

Eng Eng

Functional Team

Functional Leader

Figure 2. The Matrix Organizational Structure

Projects: Projects are product development efforts that are staffed by teams from
each of the functional areas. Each team is led by a functional leader. The func-
tional leaders and program manager form a project core team that meets periodi-
cally to manage and coordinate the project.

Software Teams: Software teams including software design engineers and soft-
ware quality assurance engineers range from 2 persons to more than 20 persons.

Instrumentation: The products developed are real-time embedded systems im-
plemented in SmallTalk, C++, C, and assembly. Product code size is in excess of
500,000 lines of code.

Management Directives: The development of the software quality system began
with a corporate directive to achieve ISO 9001 certification and a strong software
functional management commitment to improve the software process.

The organizational structure and management directives facilitated the development of
an organization process focus and an organization process definition, two key process
areas of CMM level 3.

DEFINING THE SOFTWARE QUALITY SYSTEM

The structure, content, and operation of the software quality system are explored next
by examining the conceptual software development model, the software quality system
framework, and the software quality system content including policies, procedures, and
processes.




3.1

Software Development Model

The conceptual operation of the software quality system is illustrated by the software
development model shown in Figure 4. The software policies, procedures, and
processes are defined in the software quality system (top box in Figure 4). Each software
project (the dashed box in Figure 4) creates a Software Project Plan and Software Quality
Plan that consciously tailor the procedures and processes of the software quality system
to the needs and constraints of the project. The Software Project Plan and Software
Quality Plan are the key documents that bind the project to the software quality system.

Once created, the plans are used to run and track the project software development
activities. As work progresses on a project, corrective actions are taken when deviations
from the plans occur, the plans are updated, and process improvements are identified.

Process improvement activities are funnelled to the software quality group for
disposition. Minor changes to the software quality system are handled directly by the
software quality group. Major changes are handled by ad hoc continuous improvement
projects, formed from interested members of the software group and usually chaired by
a member of the software quality group. Emphasis is placed on resolving the root cause
of software quality system deficiencies and problems.

The software development model is very similar to the model used by Raytheon 3.

Software Quality System:
Policies,
Procedures, &
Processes

ek ek e v e e b

Process Software Software
Improvement Project Quality
Activities Plan Plan

E ) &

Software Development
Activities

Process Improvements
Identified

]
1
]
]
1
]
1
L
[ ]
[ ]
1]
4 ¥ Kk
L]
L}
]
]
1
1
1
1
1
1
1
1

Figure 4. The Software Development Model
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3.2

Software Quality System Framework

The software quality system is organized into the three tiers. The tiers are defined below

and an example of the relationship between the tiers is shown in Figure 3.

1. Corporate Quality Manual: A quality manual translates ISO 9001 to meet both busi-
ness needs and certificate requirements. Each of the 20 clauses of the ISO 9001 stan-
dard has a corresponding section in the quality manual.

2. Corporate Policies: An extended set of corporate policies provide further definition
of the processes contained in the quality manual. The policies specify responsibili-

ties common to all functional areas.

3. Functional Area Policies, Procedures, and Processes: An extended set of functional
area policies, procedures, and processes describe responsibilities specific to each

functional area.

The basic quality system is established by the tier one quality manual and then
successively extended by the policies and procedures of tiers two and three. The

common element in each of the tiers is support of the ISO 9001 clauses.

For example, the design control clause of ISO 9001 requires design and development
planning. The planning requirement is expressed in the three tiers as follows:

Tier 1: All design and development activity shall be planned.

Tier 2: All functional areas shall use a common set of milestones and milestone
requirements for planning.

Tier 3: The software functional area shall also use software specific milestones and

milestone requirements for planning.

The ISO 9001 clauses form the software quality system framework for implementing the

CMM software processes.

Software
Policies,
Procedures, &
Processes

Clause 4
Software Policy,
& Procedures

¥

Clause 5
Software Processes
& Procedures

Clause 16
Software Processes
& Procedures

Corporate
) Corporate
Quality Pg)icics
Manual
Clause 4
Clause 4 Corporate Policy
Clause 5
Clause 11
Clause 11 Corporate Policy
Clause 14
Clause 14 Corporate Policy
Clause 16
Clause 18
Clause 18 Corporate Policy
Clause 20
Tier 1 Tier 2

Clause 20
Software Processes

Tier 3

Figure 3. The Three Tiers of the Software Quality System




3.3 Software Quality System Content

The software policies, procedures, and processes are found in tier three of the software
quality system. Table 2 lists the software processes along with supported ISO 9001
clauses and the related CMM key process areas. The table represents our road map for
satisfying ISO 9001 requirements and improving our software processes.

The table maps the primary relationships between the software quality system and the
key process areas based on our interpretation of ISO 9001. Paulk © gives a rigorous
contrasting of ISO 9001 and the CMM for comparison.

Eighteen of the twenty two policy and procedure documents are in use today. The four
remaining procedures are under development and the entire software quality system is
continuously maintained and improved.

ISO Tier 3 Software Policies, CMM Key Process Areas
9001 Procedures, & Processes
Clause
4 Software Development Policy Intergroup Coordination (3)

Software Product Engineering (3)
Organization Process Definition (3)
Organization Process Focus (3)
Software Quality Assurance (2)

4 Procedure for Software Project Plans Software Quality Management (4)
Procedure for Software Quality Plans Integrated Software Management (3)
Procedure for Software Project Tracking | Software Project Planning (2)

and Oversight Software Project Tracking and
Oversight (2)
4 Procedure for Software Requirements Requirements Management (2)
4 Procedure for Software Configuration Software Configuration Management(2)
Management

4 Procedure for System Requirements Organization Process Definition (3)
Procedure for System Architecture Software Product Engineering (3)
Procedure for User Interfaces
Procedure for Hardware/Software

Interfaces
Procedure for Software Designs
Software Coding Guide
Procedure for Software Testing
Procedure Software Archiving
Procedure for Software Project
Notebooks
5 Procedure for Document Control Software Configuration Management(2)
14 Procedure for Software Corrective Organization Process Definition (3)
Action
Procedure for Software Change Control
Procedure for Post Project Reviews
16 Procedure for Software Quality Records | Software Product Engineering (3)

18 Procedure for Software Training Training Program (3)

20 Procedure for Software Metrics Software Process Management (4)

Table 2. Tier 3 Software Policies, Procedures, and Processes




Notable aspects of the software quality system include software process tailoring and
software procedure and process definition.

Software Process Tailoring

The Software Development Policy provides milestones, milestone checklists, and basic
rules for tailoring the milestones and checklists to projects. Milestones mark the
completion of software lifecycle phases such as requirements, design, coding,
integration, and test. The milestone definitions are tailored for use in waterfall,
incremental delivery, and spiral lifecycle models among others. Checklists specify the
inputs, activities, and outputs for each phase and are also customized to the selected
software lifecycle model.

Each software project uses the tailoring rules to create a Software Project Plan and
Software Quality Plan suited for the project. Mandatory sections in both plans specify
the tailored process:

* Model Description: A description of the tailored process model is given for the
project, explaining why the model was chosen and how it will be used.

* Milestones: The milestones used to implement the tailored process model are
listed.

* Milestone Checklists: The planned inputs, activities, and outputs are given for
the milestone ending each phase.

* Policy Exceptions: Exceptions to milestone and checklist usage are given along
with rationale explaining the deviations.

Signatures by the software functional manager, program manager, and the project
functional leaders signify approval of the tailored plans.

Software Procedure and Process Definition

A common format and paradigm are used for defining the software procedures and
processes. The format consists of a document main body and supporting appendices for
process descriptions, guidelines, and checklists.

* Main Body: A terse one or two page main body links the document to the soft-
ware quality system, sites relevant compliance procedures, and lists responsibil-
ity and control.

e Process Description: A process diagram and written process description define
the software process for the engineering activity. The process description is writ-
ten in general terms and usually contains tailoring provisions. \

* Guideline: A guideline defines the recommended sections and content for docu-
ments such as a software requirements specifications and software design speci-
fications. On-line templates containing recommended sections and information-
al text are copied for use on projects. The informational text provides tailoring
and content guidance during document creation and is easily turned off or re-
moved after the document is complete.

* Checklists: Checklists are maintained that capture group wisdom about histori-
cally important work product attributes. The checklists are used to guide re-
viewers toward defects.

During the development of the software quality system, emphasis was placed on
achieving ISO 9001 compliance and establishing best practice software processes, while
keeping the costs of using the system to a minimum.




4.1

4.2

IMPLEMENTING THE SOFTWARE QUALITY SYSTEM

The implementation of the software quality system was handled in several phases.
First, the climate for organizational change was assessed and activities were identified
to facilitate the planned changes. Next, a base software quality system was planned and
established to achieve ISO 9001 certification. After certification, continuous software
improvement efforts were used to extend the software quality system and achieve
software process improvements.

Climate Assessment

Before implementation activities were started on the software quality system, two
important steps were taken. A software quality group was established and post project
reviews were held.

Software Quality Group

A software quality group was formed from an existing test group and given the charter
to develop software processes and perform standard software quality assurance
activities. The move initiated the software process improvement effort and set the
expectation for the development of a software quality system.

Post Project Reviews

Post project reviews were held on three previous projects to determine common
organizational problem areas that might be candidates for early software process
improvement efforts. The reviews were also held to identify software process
champions and early adopters (people willing and able to define, implement, and use
software process improvements). The process improvement areas and champions were
the key components to beginning the software process improvement effort. Successes
from the early process improvements fueled the momentum of process improvement
activities.

Base Software Quality System

The base software quality system was defined to have the minimum procedures and
processes necessary to achieve ISO 9001 certification. The system included the software
development policy, ISO 9001 related procedures, and a selected set of CMM related
procedures.

Plan

The software policies, procedures, and processes needed for the entire software quality
system were identified first. Then the minimum set was selected to achieve the base
software quality system. The selection included:

* Software Development Policy: The full policy was defined.

* ISO 9001 Related Procedures: All ISO 9001 related procedures were selected in-
cluding procedures for document control, quality records, corrective action, and
change control.

* CMM Related Procedures: The CMM related selection included procedures for
software project plans, software quality plans, software requirements, peer re-
views, and code guides.



4.3

Software Development Policy

The software development policy was written by the software quality group with input
from management and software functional leaders. Existing policies, in use more than
15 years, served as the primary source for creating the software development policy.
Changes were made to accommodate the new matrix organizational structure and
satisfy ISO 9001 requirements.

ISO 9001 Related Procedures

The ISO 9001 related procedures were also developed by the software quality group.
Emphasis was placed on satisfying the basic requirements of ISO 9001 without placing
undue burdens on software teams.

For example, project controlled document masters are maintained on line with a single
controlled copy maintained in a project notebook. Uncontrolled copies may be retrieved
by the project team from the on line master at any time. It is the responsibility of the
holder of an uncontrolled copy to verify the version number against the master
document list before use.

CMM Related Procedures

The CMM related procedures were developed by continuous improvement project (CIP)
teams. The CIP teams were initially formed from the champions and early adopters
identified in the post project reviews. As procedures were developed and successfully
deployed, other members of the software functional area as well as other functional
areas were encouraged to join the CIP teams. The use of CIP teams allowed a large
percentage of the organization to make direct contributions to the software quality
system.

The CMM related procedures not selected for development in the base system were
entered as defects against the system (since the procedures were referenced in the
software policy). Software project teams were instructed to continue the current practice
in process areas with missing procedures.

Deployment

As the software development policy and each of the procedures were developed,
training sessions were held and the procedures were deployed for use. The base
software quality system was piloted on a single project before being widely deployed
on other projects. Nine months were required to define, implement, and deploy the
software quality system and receive ISO 9001 certification.

Extended Software Quality System

The activities surrounding the extension of the software quality system included
attending software process self-assessment training, developing the remaining CMM
related procedures, and performing continuous improvement activities.

Self-Assessment Training

After the development and deployment of the base software quality system, training
sessions were held on accelerating change? and software engineering process
improvement self —assessments’. The accelerating change seminar provided a practical
guide for understanding and working with the human and organizational processes of
change. The self-assessment training provided a useful understanding of the CMM
self-assessment process and gave new insights into the organization. Both training




sessions and the subsequent self-assessment contributed to software process
knowledge and increased the momentum of software process improvement activities.

Extended Software Quality System

The remaining CMM related procedures were developed and deployed using CIP
teams similar to the development of the base software quality system. Software
procedures were selected for development based on the expected pay back to the
organization and were targeted for use on specific projects. Many times the champions
and early adopters that formed the CIP teams were also the first users of the procedures
on projects. Linking process improvement efforts to product development projects was
a significant factor in maintaining process improvement momentum.

Continuous Improvement

A change control procedure and online defect tracking tool were established to handle
problems and defects encountered by the software functional team in the daily use of
the software quality system. As the quality system is used and defects are encountered,
entries are made using the defect tracking tool. A change control board (consisting of
software functional leaders and management) meets periodically to determine the
disposition of the defects. Emphasis is placed on eliminating the root cause of the
defects.

Post project reviews continue to be used for identifying software process improvement
areas. The reviews are held at the end of a project by the software functional team with
participation from other functional teams. The reviews initially used an open format
targeted at expected problem areas, but have slowly changed to focus on the operation
of the software development policy and procedures.

USING THE SOFTWARE QUALITY SYSTEM

Results

The software quality system was successfully implemented and deployed and is now
under continuous improvement. Highlights of the development effort include:

* IS0 9001 Certification: The instrumentation group achieved ISO 9001 certifica-
tion in December 1993 and has successfully retained that certification.

* CMM Self-Assessment: A software process self-assessment was performed in
September 1994. Projects in the instrumentation group were assessed at CMM
level 2 with significant CMM level 3 behaviors. Subsequent use of the CMM
questionnaire on a yearly basis indicates continuous improvement by projects in
the organization towards CMM level 3.

* Organization Acceptance: The loss of non-adopters (people leaving because
they were unwilling to use the software quality system) was limited to less than
ten percent of the organization. This is accredited to actively soliciting input on
development of the quality system and instilling ownership of the quality sys-
tem within the organization.

* Projects: Six projects have used the software quality system during the two and
a half years since it was deployed. The projects have yielded products with high
customer acceptance and numerous industry awards.



* Software Quality Metrics: Key software metrics indicative of the product and
process quality include:

Defect Rate: 0.43 defects per normalized KLOC
Code Reuse: Exceeding 80 percent
Cost Accuracy: Within 12 percent of initial estimates on last 2 projects

Schedule Accuracy: Within 2 percent of initial estimates on last 4 projects
5.2 Future Improvements

Areas for future improvements in the software quality system include:

* Software Metrics Program: The natural progression in the continuous improve-
ment of the software quality system is the development of an organizational
software metrics program. Facilitating the collection analysis, and retention of
metrics can greatly reduce the overhead of manual efforts.

* System Engineering Emphasis: An experienced weakness of the CMM is in the
area of systems engineering. More emphasis needs to be placed on system re-
quirements definition and system architecture specification by examining techni-
cal resources outside of the CMM.

* University Affiliations: The establishment of university affiliations in process
areas requiring improvements is one means of facilitating process improvement.
The organization benefits by gaining access to world class technical expertise
and the university benefits by gaining research access to industry.
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Foreword

In the past 2 years of my involvement in testing the correctness of the SDK (Software Development Kit). I
bave devised a manner of testing software that will increase the quality of the Application Programming
Interfaces (API) that are involved. This manner of testing will incorporate Script Channeling techniques
into one tool that will be extendible and scaleable when required. Using this method, the time it takes to
introduce new test cases and regress previous test cases will be dramatically reduced resulting in higher
quality and reliability of the software component due to the completeness of the testing process.

During my past development and testing work done on the SDK, it became apparent that the parameters
that are passed through the APIs are finite in nature. There are finite number of data types but infinite
number of values of the data types. So by dividing the valid and invalid values for the data types that work
for the APIs and storing them into a Parameter Database, the result will be an extensive set of test cases
that exercises the APIs to its limits. By introducing scripts, parameters, execution order and execution
multiples in which APIs are processed are determined by the content of the scripts.

Since the shipment of the SDK, there bave been far fewer customers and support engineering groups
reporting problems than most other products. The skeleton of the methodology has provided a framework

to build on for extending other features of the methodology such as a definition language and source code
generation.

Ashley Khong Eng Wee




Abstract

The Script Channeller methodology is to treat all APIs as a medium of passing and returning values no
matter what the values are with respect to other APIs that depend on it. Once a call is made, the API must
respond with the parameter passed or return values through the standard parameter values and return
values of a function. Both the reaction and response of the API must be reasonable. In this paper, the
response is defined as the feedback delivered from the API after it is called; that is, the return values and
parameter values obtained from the API. The reaction is defined as the manner in which the API reacts to
the call and the parameters passed to the APIs; that is API does not cause general protection faults and
memory leaks during or after the call.

The API is treated as the smallest possible micro object in which values are passed through this medium
and channeled through the API. It must respond and react in a reasonable manner which will not cause
faults at a Macro Level where it is used. However, not all Micro Level testing can be achieved at this level
since other Micro Level object’s parameter may depend on outputs of other Micro Level parameters. With
this in mind, scripts can be written to handle the Micro Level objects. Scripts can be just one micro object
or a few micro objects to perform a task. A Script Manager will be used to handle several scripts and
coordinate the functionality performed by the scripts. Several Script Managers can be written to execute
the scripts in different ways. A Script Core is required to initialized Script Manager settings before use. A
Parameter Database will contain sets of ideal, boundary, failure, and stress values. The sets of values will
be alpha, numeric, ranges, bitmaps, objects, pointers, handles, and NULL which will range in length, size,
and limits of the content. The parameters may be stored in any form of database such as source code
structures, text file, SQL, or any database engine.

Scope of this paper
The following shows the component layering and structure of the Script Channeller. Figure 1 on page 7
shows you the layout of the methodology in a hierarchy format. The diagram shows how the layers are
related so that one level may manage the other level during execution. Each level may manage the other
level based on the reaction and response of the lower level.

e Micro objects

e APIs
e  Macro objects
e  Script

e  Script manager
e  Script core
e Parameter database
e Share code
e Ermor handling
o Initialization file

e Reporting
e Automated pass/fail reporting
e  Source code generator
e Problem location identifier
e Process logging
e Display window
o Cycles

e Micro cycles
e  Script cycles
e  Script manager cycles
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Audience

Although this paper describes and explains the Script Channeling methodology as a fully developed
application, the methodology may be applied in parts. That is, depending on the development phase and
development schedules, parts of the product or parts of this methodology can be used to fit within the
product datelines. This paper will be appropriate for engineering managers, software development
engineers, software test engineers who are concerned about the scaleability of the current test case of their
APIs.

Engineering managers
Engineering managers should read the entire document and pay attention to the process
of Script Channeling. Engineering managers will know what areas of their product are
critical sections and may plan to use the Script Channeller to test those components.
You may determine at what phase in the software cycle to deploy the application. You
may also provide specifications on the execution and process logs of the Script
Channeller application.

Software development engineers
You should read the entire paper to understand the methodology. Once the Script
Channeling methodology is clear, an application can be designed to suite your API set.
The application may be designed to exercise critical sections of your software
components. Keeping in mind that the usability and extendibility of the application
during the design phase. The application should be easily executed and the selection and
modification of the parameters in the Parameter Database should be maintainable.

Software test engineers
You should pay attention to the idea of the methodology and concentrate on the Script
Manager level, Parameter Database, process logging, and reporting sections. You will
ultimately be the ones using the application and will provide important feedback on the
implementation of the application and the problems with the APIs.
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Introduction

The Script Channeller methodology is a means of testing a set of APIs by using only one instance
of each API in the life of the executing script. If several calls to the APIs are required during the
script execution, the same API will be used but parameter values will change. This reduces the
programuming errors that may occur during normal software development. Since scripts are
written and proven to work for a particular task, the same script may be reused in future to
regress on the current problem. This means that the script may be stored and reused at a later
date by other script calls or for regression testing.

Because of the method of Script Channeling, only one micro object needs to be made available
while a vast amount of parameters may be passed to it. This will change the standard methods of
testing of producing numerous sample programs which are similar but perform different tasks.
Script Channeling will perform many different task with Scripts and Script Managers by
combining with the database of parameters to perform full functionality testing in one
application. This methodology of software testing will reduce the total time period required for
producing test applications, reduce maintenance of test applications, increase the broadness of
testing with the Parameter Database, increases the effectiveness of producing immediate results,
produces effective automation with scripts and Script Managers, and simplify the regression
process.

This document describes a technique that has already been demonstrated and proven. The Script
Channeller will provide engineers with the knowledge to achieve practical increments in
improvements in the software quality of their products.

Planning

The Script Channeller application that is to be developed using this methodology will not be a
conventional application were the user will expect predictable results from the execution of the
scripts. Since the data that is supplied to the scripts will be of a valid and invalid nature, the
outcome of the execution can produce erroneous results as well as valid results. Because of the
unpredictable values that are supplied to the APIs, the application may crash due to erroneous
values. These are the problems that the methodology intends to find which will result in a more
robust set of APIs. The whole purpose is to find the problems before the ISV finds them.

One feature that needs to be determined before the development of the Script Channeller is how
the scripts are going to be executed. There are a number of ways that the user may execute the
scripts depending on their technical background. The execution of the script may be through
commands that are written in an editable format. That is, once the user has written the
commands with the necessary parameter values, he may execute the scripts.

Another method of executing the script is by having a predefined set of scripts that read in values
from the Parameter Database. Once executed, the scripts will read in the values from the
Parameter Database and pass it over to the APIs.

The Parameter Database may be stored in different forms. It can be stored in a file, database,
structure, or user entry. The effectiveness of the testing will depend on the richness of the
Parameter Database and how extendible the Parameter Database is. For example, if I choose to
have the parameters stored in a file, it will be difficult to maintain the file on it own. It will be
advantageous to have an editor that modifies and organizes the file.




lll. Components

A.

Micro objects

1.

APls

The APIs are the Application Programming Interfaces that will be the lowest
level used in the Script Channeling methodology. The APIs to be used in this
layer are determined by the creator of the application that uses this
methodology. For example, if the developer of the Script Channeller
application decides to write an application that retrieves data from a database,
he will have connection APIs and retrieval APIs. All the APIs used in the
connection and retrieval will be in the micro object level. The APIs will exist in
a script that will contain cycles and logging. Some specialized scripts may
contain other code such as displaying a dialog box to validate a window handle.
In the Script Channeling methodology, the APIs resides in the Micro Level
because this level is the slave of a higher level, Macro Level, that drives the
Micro Level.

The advantage of using the micro objects is that since the objective of the
assurance is to make sure that the APIs work within a reasonable constraint,
only one statement of the API is written in the application and any problem
residing from the API can be immediately isolated to the file that contains all
the Micro Level APIs source code. Later on, I will discuss about the process
logging that will show the steps that have been taken to reach a particular APL

Macro objects

1.

Script

The script is a layer that encompasses the API. The script layer will handle the
calls from the Script Manager layer and directly call the APIs.

The parameters that are set by the Script Manager level will be passed to the
Script Level and executed by the APIs. These parameters can be of many
formns. A parameter could be a value, variable, file, text, definition, and so on.
When the parameters from the Script Manager are passed to the Script Level,
the Script Level will extract the information and execute the APIs according to
the extracted parameter information. For example, if a table is passed from the
Script Manager to the script, the script will need to obtain each row of the table
and pass each line of the table to the script until the end of the table has been
reached.

The script layer also provides the process logging of the Micro Level. The API
that is called will be logged in a log file. Together with the logged API, all the
parameter values that were used to execute the API will also be logged. After
the execution of the API, all the return values and return parameters will be
logged for determining the outcome of the executed APIL The user of the Script
Channeller application can determine the outcome of the execution by
observing the process logging problems.




The script layer also calls a display mechanism for writing the inputs and
outputs of the API to a screen dump or log file. This logging of API calls will
provide the user with the process of the API calls that are made when the Script
Manager executes the scripts.

Script manager

The Script Manager is a layer that holds the sequence of script calls. The
quantity, duration, parameters of the scripts are determined at the Script
Manager level.

The Script Manager level contains a sequence of scripts that may be executed
by the user of the Script Channeller application. The user may select any one of
the available Script Managers and execute it.

Script core

The Script Core is the foundation of the application in which the Script
Channeller is built. It contains the entry point into the program. It creates and
initializes the objects after the program has been launched. The Script Core
also handles the windows messages, windows control, creation of threads or
processes, initializing variables, and handling exiting,

Parameter database

Parameter database

The Parameter Database contains all the parameters of the all APIs at the
Micro objects level. The parameters could be of string, integer, real, floating
point, structure, and so on stored in a file, database, structure, or simply hard-
coded. The best form of parameter storage is to have the parameters directly
accessible through an editing tool such as a text editing program or a database
browser.

The Parameter Database holds all the parameter values of the APIs in a
database. For each API, it requires parameters of certain types and ranges. The
database will hold valid, boundary, fail, and stress values for the application to
call.

Share code

Error handling

The error handling will provide the user with a description of the problems that
have been encountered with the Script Channeller. Exceptions may be raised
from the Micro Object level to the Macro Object level so that the upper level
can handle the returns from the APIs called at the Micro Object level.
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Initialization file

The initialization file will contain all the initialization values for starting the
Script Channeller application.

Reporting

Process logging

The process logging is a display of all the APIs called at the Micro Object level
For each execution of the Script Manager, the APIs that are called by the script
which is in turn called by the Script Manager are written sequentially into a log
file. Each new call to an API and its input and output will be written to the log
file. The information of the APIs are appended to the end of the log file so that
the called APIs can be traced.

Other instrumentation can take place such as recursion count, cycle count, time
stamps, error code, and error strings.

Display window

The display window is the standard output of the Script Channeller application.
It will contain information similar to process logs.

Automated pass/fail reporting

For each API, a list of expected return parameters and range of values can be
listed in the Parameter Database. This list may be compared at run time with
the process logs to determine if the execution was successful or failed. A
summary of the process logs with pass/fail indicators can be added to the
report.

Source code generator

The program may be designed to generate source code of the APIs that were
called during the execution of the scripts. The code that is generated should be
in the API format of a statement. This source code generation will make it
simple for the engineer to add other statements and controls to the generated
code as source samples for development and debugging.

The source code generator statements are sequentially the same as the
processing logs except that the logs contains the inputs and outputs of the APIs
called.

Problem location identifier

During the course of executing the scripts, some APIs are bound to return
undesired values. This mechanism may be used to alert the user of a particular
API called during the execution of the scripts.
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Pause
A pause is temporary termination of execution of the scripts when a problem
occurs. The user can identify the process logged so far and determine the
problem before the rest of the scripts are executed as part of the Script
Manager.

Cycles

Micro cycles

The Micro Cycles is a term used to describe the process of determining the
reliability of an API when it is called numerous times. The cycles can be used
to determine if the API responded appropriately after a few calls. It can be used
to determine if the handle count is changing, memory is allocated, adverse
responses such a general protection fault, or validating returmed parameters and
values.

The input parameter values at this level will be constant and cannot be
changed. The input parameter values are passed from the Macro Level to the
Micro Level.

Script cycles

Script Cycles is a term which describes the cycles that are used to loop the
Micro Level with various input parameter values. The input parameter values
may be the same or the values may be different.

At the Micro Level, the same call to the API at that level may not be valid more
than once. The Macro Level should handle Micro level APIs that do permit and
do not permit more than one instance of the call and make sure that reverse
effect of the call is executed in the same quantity. That is if the same
parameters were used to create a thread, a new thread should be created each
time the API is called. However by doing this, the user must be aware that
creating numerous threads will cause processor resources to be used up and
slow system performance unless the threads are destroyed. If the purpose of
calling numerous APIs is desired, it can be monitored by other performance
monitoring tools available to determine system resources, CPU speed, memory
allocation, and so on. At times, some APIs may not permit a second instance of
an object once the first instance is created. That is, the first instance must be
released before the same API can be called again. In this case, all calls to the
API after the first call will be invalid and the API must respond within
reasonable expectations.

Script manager cycles

Script Manager Cycles are used to perform a specific task with a combination
of scripts. The task may be to allocate and de-allocate the memory. The purpose
is to fully perform the requirements of the task and clean up after the execution
so that after the termination of the task, the state of the program or machine
will be as if the task had not even run.
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The purpose of Script Manager cycles is to determine if there will be any
change in the state of the program or machine when a task is executed
numerous times.

IV. Deployment

A.

Users and User Interface

Depending on the Script Channeller user, the user interface of the may cater for high
end user or a low end user. If the user is unfamiliar with the software details and is
interested only with the pass or fail of a test case, the user interface may than be driven
by check boxes and push buttons. The Parameter Database may also contains expected
inputs and outputs of the APIs. It may also contain ranges of values in which the
parameters may operate. By adding expected values into the database, the Script
Manager may determine whether to automatically display pass or fail when the scripts
are run. If the user is more familiar with the software details, software definition
language may be used to mimic the Script Managers so that it may call on the scripts
with a selected Parameter Database.

Identifying problems

The problems of the executed scripts may be determined from the process log. This is
done by observation. An ideal process log will also contain the pass or fail execution of
the script which will immediately flag to the user an immanent problem with the APIs.

Factual Summary

A.

B.

C.

Speed
One draw back of this methodology is the speed compromise due to the large
amount of data passing between the Micro Level and the Macro Level. Since all
the APIs parameters and return values are logged into a process log and display
window, the speed of execution also depends on the speed of disk media and
video on which the Script Channeller is running.

Parameters

The disadvantage of the Parameter Database is the need to distinguish between
the valid and invalid parameters. You will need to work out the parameters that
work together with other scripts to perform a task and the expected return or
output from the APIs. This part will be time consuming but the advantage is
that once they have been worked out, the same scripts can be run over and over
through future revisions to determine any breakage in the underlying API code.
The main advantage is that since the expected return or output has already been
determined, any changes to the design or architecture of the API can be
validated with the scripts by rerunning them.

Logs
The logs may be used to determine what script was run and what Parameter
Database was used. At the same time, the point of the problem may be isolated
by observation of the logs. By observing the logs, the input and output of the
problem API may be determined and reported as a problem. The process of how

-103-




the problem arrived may also be determnined from the process log. This will
make it simple for problems to be isolated and fixed and there is always an
immediate reproduction which may be determined from the process logs.

Conclusions

After this methodology has been implemented and deployed in an assigned product or
component, there will be a dramatic improvement in the speed of regression of test cases. The
Software Test Engineer will find that any code changes can be verified simply by rerunning the
scripts to test for breakage or bugs; the process to trace the problem is made simple by reviewing
the process log file. The Software Development Engineer will find a reduce number of
applications that are required to be developed and maintained; only one application will be
written using the methodology while several scripts will perform testing of the APIs. The
Engineering Managers will find better coherence between test and development as problems
found with the product will immediately be traceable with process logs. Overall communication
should improve between team members as problem claims can be substantiated with scripts, logs
and problem reports.

With the introduction of scripts, parameter databases, process logs and so on to your application,
the Script Channeling methodology will benefit software engineering teams in the process of
developing and testing products and components to provide substantial increase in productivity,
clarity of trouble shooting, better reporting, diversity of test cases, reusable code and scripts, and
shorter turn around time in testing and development.
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Test & Evaluation Measurement
An Industry Update

PNWSQC
October 29, 1996 Portland, Oregon

Bill Hetzel
Saftware Quality Engineering

SRE

What is T&E?

The purpose of T&E is to validate (is this whatwhat we
want) and verify (is this correct) each of the software
project deliverables; identifying any defects in those
deliverables in a timely manner.

Activities whose primary purpose or aim
is evaluation and determination of fitness
for use.

SR

T&E Measurement Practices

Our ‘behaviors’ in measuring T&E 1

Simplified Messureme d Process Model

1. Understanding T&E
Measurement

What is T&E Measurement?

‘Quantified observations’ about any aspect
of T&E (product, process or project)

Use of these observations to understand and
manage T&E effectively

-+

“Easy to get ‘numbers’, what is hard is to be sure they are
right and understand their meaning”

Measuring T&E is Hard!

T&E is itself software measurement. Measuring
T&E is meta-measurement and that’s doubly hard

Significant process maturity and supporting
infrastructure is required

Most companies lack the pre-requisites
Testability Maturity is WEAK
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Better and Best Practices

[2. Distinguishing Good,

A Short Test (1)

True or False?

Brushing your teeth every day
is a good practice?

A Short Test (3)

True or False?
Brushing your teeth after every

bite is an even better practice?

Question:
What Happened??

What is Better/Best Practice?

Practice that usualiy produces
better or best results

Implies criteria
to define usage
to rank results and define “better”

A Short Test (2)

True or False?

Brushing your teeth after every
meal is a better practice?

Answer: The criteria changed!!

MORE (even of a good thing) is not
always BETTER

Good/better/best practice has no
meaning until you can agree upon the
ranking (measurement) criteria to use
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Learning about Practices

- Tons of information available
3. What is ‘Typical Cgoeslites bocks conferences somines
Industry Practice?

- Practice benchmarks/surveys
‘Measurements’ of the practice

SPRC Practices Study ‘Usage’ & ‘Value’ Scales
s .
F et A oty Gy ] Ussge
* Examine trends and impacts ¢ NOTUSED

1 INFREQUENT—some of the time
2 COMMON—most of the time
3 STANDARD—alithe time

Value
Software Measurement since 1991

0 UNIMPORTANT—a waste of time
Software Test & Evaluation since 1988 1 LIMITED—wouid be nice

2 SIGNIFICANT—recommended

3 CRITICAL—should be standard

Participants Most Measures are Little Used
- Survey respondents include Almost all the measurements surveyed
Conference attendees . are INFREQUENTLY USED or NOT USED at
Seminar attendees and selected SQE clients all by the majority of the participants
Others as opportunities or interest arises
+ Not a typical or random sample .
Experienced practitioners andmanagers T&E measurements, especially those
Larger software organizations : measuring benefits and effectiveness
Attending test and measurement events show particularly low usage

! Better than average practices

£33
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Almost All are Highly Valued

Many by over 90% of the participants

Nearly all by at least half of the participants

Usage is not low due to low value!

Test Mis-Management?

Effort spenton testing and reviews measured?

Not at all 5% o,
infrequently 5% } 7 1 A’
On most projects17%

All projects 1%

Test efficiency and effectiveness measured?

Not at all 4%% 8 4%
Infrequently 3I5%
On most projects10%
All projects 6%

Understanding Coverage

Porormtage using s or all of the tiwe

2 20 90 9 R 93 MU 9 %
Toit ebjectives inventoricd 21 35
i 24 28 32 45 42 32 U H ¥
13 14 18 13 27 28 23 13 19

Req T Y

Code coverage analyzed

Most Don’t!

Usage of “Core” Metrics

Schedule 62%
Defects (in testing) 58%
Defects (after release) 56%
Effort by Activity 41%
Size (LOC or FPs) 34%

Many are not yet collecting SEI’s core metrics

Fewer still really use and act on them effectively

Analyzing Effectiveness

Faults and defects analyzed

Cost of testing measured

Percentage using most or all of the time

24 125 2831 29 24 25 28

Cost of debugging separated 21 18 22 20 23 24 26 26 22

Effectiveness measured

15 18 14 16 15 23 19 25 16

Only a few do it well

Documenting Tests

Tests identified and named
Test procedures documented
Test summary reports

Percentage using most or all of the time

4 50 52 67 65 64 59 60 67

Many Don’t!
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Unit Testing Practice?

Prroeetape wsing mos of alf of the time
Unit Leved  System Level

Test procedures documented 24% 67%
Test summary reports 14% 60%
Defects tracked 21% 1%

“In most organizations there is no unit testing process...
unit testing is invisible to management or anyone else
on the team.”

State of the Practice (1)

T&E measurement practice is very immature
Most don’t track effort or time by activity or level
Most don’t measure or track their testware
Very few analyze the defects and failures missed
Very few track test coverage and what isn’t covered
Many don’t understand the patterns of defects found

Very few understand or analyze T &E effectiveness

Most are unable to manage the key issues

4. What is “Best” (or at
least Better) Practice?

Individual Variation

- BIG variations in usage

- Bottom quartile - almost no measures
« Top quartile - many of the measures

- Top decile - nearly all of the measures

State of the Practice (2)

“...test and evaluation practice
remains largely unsystematic,
unmeasured and unmanaged...”

“... big differences between better,
best and the rest...”

Make your Testware VISIBLE

Track your test assets, status, when
used or run and results

Measure static attributes and coverage

Work to understand the defects you
find and miss (and why)
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T&E Management Systems

* Maintain your tests in a yisible repository
* Track status and execution

Specss

Tests
Changes
Runs

Ruu Results

Coverage Analysis

*Make coverage measurement routine
¢ Examine and understand what you don’t cover
« Consider requirements, design and code coverage

LT g

% Procedure Coperage Achicoed

Defect Detection Effectiveness

Defects Found
DDE = Defects Present x 100%

DMP = Defects Missed Pct = 100% - DDE

* Measure each T&E stage or level

* May weight hy severity or impact

* Drops over time as defects are found

¢ Always an over-estimate for the ¢true DDE

Problem Analysis

Anomalies Issues
cm-a Open Closad )‘El Open
<D,
Y 4
€D)
Stress the end RESULTS

- Measure benefits and effectiveness

+ What gets missed - not just what is
found

- What doesn’t work - not just what
does

lPerceptions can and should be quantified ]

Defect Age

Lal ~

DDAge= X (Phase Found- Phase lntroduced)z/ # Defects
P

2
DFAge = Y (Phase Fixed- Phase Detected) / # Defects
Py

* Measures whether you are finding/fixing defects
sooner (a good goal for T&E)
* Age of 0 if found/fixed in the same “phase”

Ea3
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Use of Test Practices

“Bent” Prajetis

-
|
1
L

Company Averere & Gosl

Don’t Forget the Customer

How does the customer really feel?

Do your T&E measurements correlate
with measured customer satisfaction?

Rework
1165 Total Problems
1day 1% <1 week 5%
<2day 15% < 2weeks 1%
<3day % <1mos 08%
<3 mos 02%
This 7% required more fix time than the
other 93 % combined

“Measure” the rework on “big” defects
Use a plug factor for the little ones

%X

“Results” of Test Practices

o
Think DOLLARS and SENSE

Understand effort and cost
Relate benefits and results to effort
Try to get a handle on rework and waste

Make measures make business sense

£33

Rework Missed

OOPS

A measure of work effort ‘missed’

10 dyw

o TRE

t et 2 daryn)
OOPS,, = 4/12 = 33%
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OOPS Example Continued

1

"
NorPr Morirod TRE Opwrational
10 dwys|

-

Project OOPS Test OOPS

OOPS,, = 6/12 = 50% OOPS,,, = 22 =100%
oops" =530 = 1T% OOPS,,,= 2/10= 20%
OOPS;ys =11/42= 26% OOPS,, =4/12 = 33%

Defective Fix Rate Example

111 A - Inspection of all fixes mandated
g YA (Three-fold improvement
i’ i | in % of defective fixes)
A )
T Aal Yo

e T I I 2

Question: What caused the big improvement?
Hint: 1t was NOT because defects were found
during the inspections!!

Summary

+ T&E measurement is a key practice area

« Invest in infrastructure and tools - build
measures in as part of the work flow

+ Make T&E activities and results visible

* Focus on what is being missed and the
rework effort or waste

» Motivate truth and understanding

Focus on REALITY

Measures aren’t goals or status reports

Stay grounded in application to practice
and improved understanding

Most important goal is TRUST and
confidence of the project team

Measure Your Measures

Ongoing meta-measurement is crucial
*Who is (is not) using the measures
*How accurate (inaccurate) are they
*What decisions/actions are being taken?
sAre they valid?

TRUTH as the highest purpose

*Detect and root out dysfunction
*Emphasizereality and understanding

Vision

“All of us (practitioners and managers) really
USING good measurements as a part of all
our practices and key decisions”

« Building good measurements into our processes,
tools and technology

« Requiring good measurements before taking action
« Expecting good measurements as we act .
- Insisting on good measurements of our measurements

Measurement as a way of life!
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A Major Opportunity

« T&E is a major part of all software efforts
« Effective measurement is critical

* Many different aspects to consider

« Many approaches and strategies for success

Discussion
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Software Testing as Acceptance Sampling

Jarrett Rosenberg

Sun Microsystems
2550 Garcia Avenue, MPK17-307
Mountain View, CA 94043
Rosenberg@Eng.Sun.COM

The purpose of software testing is to accurately determine the reliability of the software
under test. As such, it is fundamentally a statistical problem, yet this aspect of it is often
ignored. This paper describes how an application of a statistical quality control method,
acceptance sampling, provides a way of answering the question “How much testing is
enough?”

Jarrett Rosenberg is a statistician and quality engineer at Sun Microsystems. He received
his doctorate from the University of California at Berkeley, and worked at Xerox and
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Software Testing as Acceptance Sampling

Jarrett Rosenberg

Sun Microsystems
2550 Garcia Avenue, MPK17-307
Mountain View, CA 94043
Rosenberg@Eng.Sun.COM

The purpose of software testing is to accurately determine the reliability of the software under test. As
such, it is fundamentally a statistical problem, yet this aspect of it is often ignored. This paper describes
how an application of a statistical quality control method, acceptance sampling, provides a way of
answering the question “How much testing is enough?”

1.0 Introduction

As software becomes ubiquitous, consumers are increasingly concerned about its quality and reliability.
Eventually there will be inescapable demands for an objective, rigorous certification of a given software’s
reliability. Yet, the central problem of software testing is this: there are far too many possible inputs and
execution paths for all of them (or even an appreciable proportion of them) to be tested. How then can one
be assured that a given program will execute correctly? Since the problem is a statistical one, the answer
must be statistical as well.

The use of statistical methods in ascertaining quality and reliability goes back many decades. and a variety
of techniques have been developed to guide the testing process. These techniques can be used either for
estimation (“How many remaining defects are there?”) or for prediction (“What is the probability of a
failure occurring by n hours?”). Furthermore, these estimates and predictions can be phrased in either
temporal or atemporal terms. The former asks about defect or failure rates over some period of time, while
the latter simply asks about “total” defects or failures; both perspectives are useful.

While temporal approaches to software reliability have always emphasized the statistical nature of
software testing atemporal approaches have typically ignored this aspect. focusing instead on metrics or
questions of code coverage. While these questions are important, they cannot provide quantitative answers
to basic questions of software testing such as:
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= How many defects are present?
= What is the likelihood of a failure occurring?

= How much testing is enough to reach a given level of confidence in a particular
reliability estimate or prediction?

These are statistical questions, and there must be statistical methods for answering them. This paper
describes the statistical aspect of software testing and how it provides answers to these questions. The
unifying framework is that of stochastic testing, which has both temporal and atemporal reliability

methods) this paper will focus on the primary atemporal one, acceptance sampling. Before we start,
however, some terms must be defined.

2.0 Software Testing

Following IEEE [1983], we say that programming errors introduce software defects or faults, which are
code that is syntactically, semantically, or pragmatically incorrect, and which may under some conditions
cause failures: performance of the software that deviates from its intended behavior.

A test is an execution of the software, producing a result that is compared to the correct result (generated
by some official source, the oracle). If the obtained result agrees with that of the oracle, the test is

successful or passed. otherwise a failure has occurred. Generating an error condition can be a successful
result, of course.

Tests can be categorized along various dimensions:

1. The use of knowledge about the code being testing.
. The size and scope of the software being tested.
The kind of data flow coverage involved in the test.
Whether the testing is exhaustive or not.

The context in which the testing takes place.
Whether the code is modified or not.

oo Aa W N

While these dimensions are logically orthogonal, in practice we find that unit testing is more often
structural and deterministic, with more detailed coverage, and without use of an operational profile, while
system testing is more often the opposite in all these respects. There are, moreover, classes of defects
which can only be uncovered in system testing, such as timing and load problems.

Because it is impossible to test all inputs. most forms of testing turn out to be some variation of either
haphazard or stochastic testing. The former can give us little assurance about the reliability of the software,
while the latter provides a variety of methods for doing so.

3.0 Stochastic Testing

In stochastic testing, sequences of tests are executed by one or more identically configured machines
starting from some reproducible initial state. Testing is terminated after some pre-determined period of
time or number of failures has occurred, and statistical methods are used to provide essimates of defect and
failure rates. A critical requirement for the use of statistical methods is satisfying their assumption of valid
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sampling) the sample of tests must be an accurate representation of the entire population; in practice this
means that the sample must be drawn randomly. The first step in meeting this requirement therefore is the
specification of the sample frame, that is, the set of all possible tests. This is basically the problem of
specifying the input language.

3.1 Specifying the Test Inputs

The set of all possible test inputs can be described by a grammar, with the actual input used in a test
considered as a sample of the infinite set of sentences generated by that grammar (see Maurer [1990] for a
practical application of this basic principle). The alphabet of the grammar is the set of basic test inputs, and
the grammar’s productions describe how the basic inputs can be combined into appropriate sequences. In
addition, the grammar can be probabilistic, with frequency weights attached to the individual alphabetic
elements and the productions as desired, thus changing the distribution of sentences in the language. This
allows the sampling frame to be either “all logically possible inputs” or “all inputs conforming to a given
operational profile”. The determination of the sampling frame is then an explicit choice on the part of the
tester in specifying the grammar. and determines the domain of generalizability of the test results.

Stochastic testing thus involves generating a random sample of sentences from the input language by
means of the grammar and using them as test inputs. If the sentences are randomly sampled. then statistical
theory can produce the results we want. A critical question is thus “How do we know the input sentences
are a representative sample?” The answer is that (a) we know the alphabet (the set of basic inputs) and we
know (or can stipulate) its frequency distribution; (b) we know the set of production rules and we know (or
can stipulate) its frequency distribution; (c) we can use a randomization device to select sentences at
random from the language; (d) we can (in fact, must) use large samples. which will minimize any
remaining unknown biases in the sample.

This fact, that we can be assured that the input test sample is a random sample from the universe of tests
and thus satisfies the basic assumption of statistical methods, is what distinguishes stochastic testing from
merelylhaphazard testing, which can never assure us that the subset of tested inputs validly represents all
inputs.

3.2 Evaluating the Test Results

The problem of evaluating the result of a test is the greatest technical challenge in software test
engineering, especially for client/server and graphical user interface software The ideal is for the test
generator to also be the oracle and/or evaluator, but the ideal is far from being a reality.

From a theoretical perspective however, the important issue is whether or not the oracle can be assumed to
be always accurate (“infallible”). If not, then we must model the testing situation by including a probability
that the oracle misses a failure, or even that the oracle incorrectly reports a failure when there is none.
Fortunately, in stochastic testing “fallible oracle” models can be easily made by modifying the standard
models to incorporate this factor, as described below. To simplify the exposition, then, we can assume that
an oracle exists and that it is infallible.

1. A common misconception is that non-random distribution of defects in the code being tested invalidates the ran-
domness assumption of stochastic testing. In fact, it is the randomness of the sample that is critical. To take a con-
crete example, even if a basket of fruit has the bad pieces at the bottom and the good ones on top, a random sample
(which will include pieces from throughout the basket) will produce an accurate assessment.
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3.3 Estimating Defect and Failure Metrics

Once we have generated a random sample of tests, executed them, and evaluated the results, we require a
quantitative method for estimating and/or predicting the number of defects and/or failures. A number of
techniques have been developed over the past half-century for just this purpose. the principal temporal
method is reliability measurement, while the principal atemporal method is acceptance sampling.
Surprisingly. even though acceptance sampling was developed earlier, and is the method most directly
applicable to classical software testing methods. it is much less familiar to software test engineers than
reliability measurement methods.

4.0 Acceptance Sampling

Acceptance sampling was developed in the 1930's and "40's as a quality assurance method for the
supplying of product from producers to consumers.! Its goal is to provide a valid way of assessing the
quality level of a product lot by measuring the quality of a sample from that lot. In such an assessment,
there are two possible errors that can arise:

 alotwith an acceptable quality level can nevertheless be rejected (a Type 1 error,
the probability of which is called the producer’s risk, symbolized by o).

« a]ot with an unacceptable quality level can nevertheless be accepted (a Type I
error, the probability of which is called the consumer’s risk, symbolized by B).

The challenge of acceptance sampling is to determine the appropriate sample size to examine, given
predetermined levels of acceptable quality. acceptable consumer’s risk, and acceptable producer’s risk.

An acceptance sampling plan can be most concisely characterized by its operating characteristic (OC)
curvej an ideal OC curve is shown in Figure 1a. The ideal is that a lot with a quality level (defect rate) less
than the predetermined Acceptable Quality Level (AQL) will always be rejected, while one at orabove the
AQL will always be accepted; this reduces both the producer’s and consumer’s risk of an error to zero.

FIGURE1.  Operating Characteristic Curves: (a) The Ideal, (b) An Actual Plan (“n= 100, c= 0").
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1. The standard reference is Schilling (1982]; see also Duncan [1974].
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In the real world, there is always some degree of uncertainty due to the error inherent in sampling, and so a
typical OC curve will look more like Figure 1b. Here there is a small probability both of rejecting a good
lot and accepting a bad one, the typical values of 0.05 and 0.1 being used for these, respectively. The
degree to which an OC curve approaches the ideal shape for a given level of quality and producer’s and
consumer’s risk is dependent on two factors: the size of the sample examined, n, and the acceptance
number or number of defective items allowed in it, c. In the sampling plan depicted in Figure 1b (called an
“n =100, c = 10” plan),

o the AQL is 10% defects in the lot,

« the consumer’s risk (probability of accepting a lot with a higher percentage of
defects) is 0.1,

« the producer’s risk (probability of rejecting a lot with a lower percentage of
defects) is 0.05,

o the sample size is 100,

« the number of defective items allowed in the sample is 2 (i.e., if no more than 2
of the examined units are defective, the lot is accepted).

In operation, if a sample of 100 units is examined and one is found to be defective, we can conclude with
90% confidence that the lot has no more than 1% defective units in it, and so it is accepted. If three units in
the sample had been defective. we would have been 95% confident in believing that the lot had more than
1% defective units in it, and would have rejected it.

With this acceptance sampling plan there is a 95% chance of accepting a lot with 10% defective units in it,
but only a 20% chance of accepting a lot with 15% defective units in it. If we were to keep the sample size
the same and lower the acceptance number to, say, zero instead of two (an “n = 100, ¢ =0” plan), then there
would only be a 35% chance of accepting a lot with 1% defective units in it (not a good idea if we were
actually willing to accept that many defects, but very useful if the desired quality level were 0.1%).

Figure 2 shows the OC curves for several different plans. Note that the sample size, n, has the greatest
effect: boththe “n = 20, ¢ =2 and the “n = 100, ¢ = 10” plans aim for the same level of defects (c/n =
10%), but the plan with the larger sample size has a curve much closer to the ideal Note also how
increasing the sample size moves the

“c =0” plans closer to the ordinate.

FIGURE2.  Operating Characteristic Curves for Several Acceptance Sampling Plans.
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Over the past half-century a wide variety of acceptance sampling techniques have been developed,
including ones which incorporate errors in evaluating whether a unit is defective (this can be easily handled
by appropriate changes to the producer’s and consumer's risk levels). Of these many variations, the most
relevant to software testing is conformance sampling, where the number of defects allowed in the sample is
set to zero, and the emphasis is on reducing the consumer’s risk.

5.0 Software Testing as Acceptance Sampling

The relationship between stochastic software testing and acceptance sampling is more than just analogy:

the stochastic testing process in its atemporal aspect is an acceptance sampling procedure, where a random
sample of possible computations are examined for failures.

In the case of minor failures, where some non-zero level is acceptable, classical acceptance sampling is
directly applicable. For example if we assume typical producer’s and consumer’s risks of 0.05 and 0.1,
respectively, then a test of 1000 randomly chosen inputs that produces three failures leaves us 90%
confident that at most 0.8% of inputs will cause a failure. Testing SO00 cases with three failures leaves us
90% confident that 0.2% of inputs will cause a failure.

Of more importance is the case of critical failures, where the Acceptable Quality Level is 0%. A variation
of acceptance sampling called conformance sampling (see Schilling [1982]) has been developed to handle
just this case. In conformance sampling, the sample acceptance number is set to zero, and the emphasis is
on reducing the consumer’s risk (because we are not worried about accidentally rejecting a perfect lot).

The case of zero defects in the sample is a special one because it is like trying to prove a negative; we can
only specify a high level of confidence that the actual defect level is very low. The emphasis then is on
specifying an upper bound for it.

The simplest conformance sampling plan treats the tests as a series of Bernoulli (binary outcome) trials,
and thus typically uses the binomial distribution as a model. The sample size needed is determined by the
formula (Hahn [1974))

NeP) = tog(1- -1%6)/1og (1- %) m

where C is the percent confidence desired, and P is the acceptable percentage of defects. For example, to
be 99.9% confident that the actual defect rate (percent of inputs that cause a failure) is no greater than
0.01%, some 69,074 failure-free tests are needed. Conversely, after 69,074 failure-free tests, we can be
99.9% confident that the upper bound on the defect rate is 0.01%.

As can be seen, high confidence in high levels of quality requires large numbers of tests. Can the number
be reduced? No, but the testing time can. by partitioning the test set and running it on multiple machines in
parallel It is not even necessary that the test set be determined in advance and then allocated among
machines; as long as each machine independently samples randomly from the same sample space (using a
different seed, of course), the result is the same. The only drawback to this technique is that it relies even
more heavily than usual on the “statelessness™ assumption of software testing: that the correctness of a
computation is independent of the (legal) state of the machine. If a fault only triggers a failure after a
certain very long sequence of computations has occurred, then it will only be found on a machine that runs
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the full length of that sequence. However, given that such “phase of the moon” failures are always hard to
find, this is not a serious drawback for such a time-saving technique. Once again it can be seen that the
existence of arandom sampling mechanism is the key to stochastic testing.

We can see then, that acceptance sampling is a simple yet very powerful method for estimating atemporal
quality levels in software. As long as we have a method for generating a random sample of the input space,
we can use this method to produce quantitative estimates at whatever level of accuracy we desire.

6.0 The Use of Acceptance Sampling

The theoretical effectiveness of stochastic testing is not surprising given that it has been used for decades in
other domains. What remains to be seen is whether it can be practically applied to the domain of software,
to answer the question of “How much testing is enough?”

6.1 Some Objections to Acceptance Sampling

An obvious objection to stochastic testing in general is that it relies critically on the correct random
sampling of the space of possible inputs. In theory this is easy to specify, but in practice it is much harder:
the set of inputs may be hard to define, and the frequency distribution unknown. The answer to this is two-
fold.

First testers are already specifying inputs, often by automation) stochastic testing simply ensures the
validity of testing by being even more systematic and automated. The use of a grammar-driven generator is
neither a new nor difficult-to-implement idea, and is very powerful.

Second, testers are already specifying input distributions implicitly, and stochastic testing simply
encourages them to be even more explicit and flexible about it. A weighted grammar-driven generator
easily allows testing several different input distributions, and allows testers to switch between logical/
uniform and operational profiles very easily. In short. while stochastic testing, since it is based on
sampling, produces estimates that are only valid under the given sample model, exactly the same situation
occurs in any sort of reliability testing, where the reliability estimate is valid only under certain
assumptions, such as operating temperature. The use of statistical methods allows both a precise statement
of the generalizability of the results and a quantitative estimate of their precision Neither of these can ever
be provided by haphazard testing.

Another obvious objection to stochastic testing is that it requires the automated generation of large
numbers of test cases but simply assumes the presence of an oracle for evaluating the results, whereas in
practice such evaluation is often not trivial However, this is not a criticism of stochastic testing per se,
since it is true of all forms of software testing. Moreover, only stochastic testing provides a quantitative
method for incorporating the effect of a fallible oracle, by adjusting the parameters of the OC curve (see
Schilling [1982] for details).

A final objection to acceptance sampling in particular is that it appears to ignore the relationship between
faults and failures. by assuming that there is a 1-1 relationship between the two. Friedman and Voas [1995]
have discussed the notion of “fault size”, the number of failures that are due to a single fault, and have
created methods to estimate average and minimum fault size. For temporal estimates of software reliability,
especially reliability growth models, this may be useful because a large average fault size implies a more




rapid growth in reliability than that of a 1-1 model. However, for atemporal estimates of software
reliability, fault size is not relevant, since acceptance sampling is not a reliability growth method, but a one-
time conformance assessment it is only whether or not a failure occurs that is important.

6.2 The Practical Application of Acceptance Sampling

Even if we admit the theoretical advantages of acceptance sampling, there is still the question of how it
should be carried out in the process of developing a complex system. Before we consider that, it needs to
be emphasized that acceptance sampling by itself is not, and cannot be. sufficient for ensuring software
reliability. There are three reasons for this.

First purely functional testing (the usual application of stochastic testing) by definition ignores critical
paths and failure analysis, two of the comerstones of reliability engineering. Fault-tree analysis and Failure
Modes, Effects, and Criticality Analysis (FMECA)! must be done to ensure that critical components are
correct, and that the consequences of failure conditions are understood These are better done through
exhaustive structural testing. not to mention reviews and analysis of the design and its source code
implementation.

Second, experience has shown thatthe way to maximize system reliability is not just to minimize failure
rates but to provide some form of “fault-tolerance” (e.g , redundancy) for when failures do occur. Indeed,
good fault-tolerant design can even allow (relatively) higher failure rates than would be possible without
fault-tolerance. Thus it is usually more cost-effective, both for the customer and the software developer, to
expend resources on making the system fault-tolerant rather than spending thousands of hours testing for
the last defect.

Finally, and perhaps most important of all, quality cannot be simply tested into a product. no matter how
good the testing procedure.

Thus the best approach to developing reliable software entails the use of

« fault-tolerant design

o failure analysis

e structural testing (typically in conjunction with failure analysis)
e atemporal stochastic testing (acceptance sampling)

e temporal stochastic testing (reliability measurement)

Given that temporal stochastic testing (reliability measurement) provides more information than aternporal
stochastic testing, one might ask why acceptance sampling should be used at all. There are two reasons:

First acceptance sampling is both theoretically simpler, and easier in practice to carry out, than reliability
measurement. No assumptions need be made about failure rates, and only pass/fail information need be
collected. Differing execution rates are not a concem in parallel testing.

Second, because of its conceptual and practical simplicity, acceptance sampling is the most straightf orward
way of demonstrating reliability conformance: the customer need only stipulate the operational profile and
the number of tests to be passed.

1. See Chapter 13 of Ireson & Coombs [1988] for an introduction.
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The strength of acceptance sampling is thus its use as a final conformance assessment, rather than as a
developmental tool, since it does not allow for measurement of reliability growth.

We come thus to the basic question “How much testing is enough?”
For acceptance sampling. the answer is: when no more than ¢ failures are observed in a randomly selected
sample of n tests, given producer’s and consumer’s risks of B and a, respectively, and a predetermined

Acceptable Quality Level. The tester is free to set the quality parameters to whatever levels are desired, and
then will know precisely how well the software meets them.

7.0 References

Duncan, A. (1974), Quality Control and Industrial Statistics, Fourth Edition, Irwin, Homewood, IL.

Friedman, J., and J. Voas (1995), Software Assessment: Reliability, Safety, Testability, Wiley, New
York, NY.

Hahn, G. (1974), “Minimum Size Sampling Plans,” Journal of Quality Technology, 6, 3, 121-127.

IEEE (1983), IEEE Standard Glossary of Software Engineering Terminology, ANSUIEEE Std 729-
1983.

Ireson, W., and C. Coombs, eds. (1988), Handbook of Reliability Engineering and Management,
McGraw-Hill, New York, NY.

Maurer, P. (1990), “Generating Test Data with Enhanced Context-Free Grammars,” IEEE Software, 8,
4, 50-55.

Schilling, E. (1982), Acceptance Sampling in Quality Control, Dekker, New York, NY.

-124-




A New Approach to Managing

Project Requirements
and System Testing

Author:

Leslie Allen Little

c/o Aztek Engineering
2477 55th St. Suite 202
Boulder CO 80301

Keywords/Phrases: System Test, Requirements, Traceability, RDBMS, Hardware, Software

Biographical Sketch:

-125-



Aztek Engineering Managing Project Requirements and System Testing

Abstract

System verification of a product with respect to requirements was the primary motivating force for
creating and implementing RTC (Requirements & Test Case Database) at Aztek Engineering. RTC
primarily interrelates requirements with test cases. All hardware and software requirements for the
project are stored in the database and each requirement is linked to one or more test cases.

RCP (Requirements Change Proposal Process) which facilitates the need to manage and increase
awareness of requirements over time was implemented as a complement to RTC. Together, RCP and
RTC are the primary processes comprising RMP (Requirements Management Process).

Although the reasons for creating RMP included the need for a more automated tracking system,
increased system test productivity, verification of test coverage for all requirements, and consistent
management of requirements changes, RMP has resulted in a far broader set of changes. Prime
examples are the creation of a greater awareness of actual project requirements throughout the
development cvcles and the heightened awareness by both the management and marketing communities
to explicitly specifv requirements as part of the design process.

Like any process, RMP continues to be refined. These tools have progressed from a simple idea of
seeking a better way to manage and improve the efficiency of the system testing process into an integral
part of the overall product life cycle. RMP has greatly contributed to the overall success of the product.

8/12/96

-126-




Aztek Engineering Managing Project Requirements and System Testing

Introduction

In the fall of 1993, as part of a new product development, this author was faced with the monumental
task of organizing and actualizing a test department with limited resources for the purposes of testing a
telecommunications switch (essentially a Private Branch Exchange). The project was expected to
involve up to 40 personnel, introduce a unique packaging system with newly-designed electronics, and
create 150,000 to 200,000 non-commented source code lines.

After some initial research and given the limited staffing considerations for the system test department’,
it was quite apparent that a different approach to testing the system would be necessary to meet project
demands. The old school of creating system test documents, wading through documents, maintaining
these documents, etc., would not be sufficient. Given the author’s background in applications and
database development, creating a database of requirements and then linking those requirements to test
cases appeared to be the ideal solution. This approach was proposed to management and a preliminary
nod of approval was given.

The first task was understanding, as best as possible, what the requirements of the system would be. At
this early stage of RMP development, RTC was the only system being developed. A general set of
requirements, primarily from the system test perspective, were constructed for RTC. Once developed,
the database schema and structure were created. Lastly, the laborious task of transcribing the essential
elements of seven existing and rather lengthy requirements documents began. This process was made
difficult by the need to reduce some 200+ pages of existing requirements into a consistent, yet complete
and non-redundant, set of requirements in a format acceptable to database entry and manipulation.

In retrospect, a number of mistakes were made during this process, with the primary mistake being that
too many requirements, many of which were non-verifiable and ambiguous, were not sufficiently
reviewed and updated. In retrospect, these requirements should have been either corrected or removed.
This deficiency has led to a continual need to clean up old requirements. Another significant oversight
concerning the construction and use of the RTC was the lack of recognition for the need of a strong,
structured process to control requirement changes, i.e., the addition of RCP. Without such a process,
requirements creep’ begins to occur providing yet another source of requirement corruption. As a
result, RCP was created and is currently serving the needs of the project.

Requirements Management Process (RMP)

Managing requirements is a difficult task. Without sufficient tools to manage requirements, the
majority of all projects are doomed to failures and delays. The implementation of RMP at Aztek
Engineering has improved the quality of the project. The incidence of field failures is comparable to or
lower than other similar projects. The personal resources devoted to system test, relative to the size of
the project, is low comparative to this author’s knowledge of similar operations. In summary, Aztek is
able to produce more for less with higher quality.

A figurative view of RMP is presented in Figure | Requirements Management Process. RMP
consists of RCP, RTC, and the tools and reports that support these two processes. As shown,
interactions occur between processes (depicted by ovals) and resources (depicted by open-ended
rectangles). RTC provides outputs and receives inputs from the majority of the human resource
organizations within Aztek as does RCP. RCP and RTC interact directly with each other.

! The staffing would initially be 1 person full time; gradually growing to the current equivalent of 2 and 1/2 persons full time.

? Requirements creep refers to the gradual changing of requirements that takes place afler their initial review. This takes the form of an
ever expanding set of requirements as the development community adds their interpretation to the requirement, then system test asks for
corrections to the product based on their interpretation of the requirements, etc.

8/12/96
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Figure 1 Requirements Management Process

Requirements Change Proposal Process (RCP)

RCP essentially serves as a requirements change management system. Itis a separate process from
RTC, embodied with its own database and tool set. RCP is vaguely modeled on the inquiry cycle!"
where changes are enacted via a requirements discussion process. RCPs contributions to RMP are:

1. Provides a mechanism for discussing and reviewing the request by users to add, delete, and modify
requirements.

2. Provides a centralized and accessible repository for the discussions and decisions associated with
the requests to add, delete, and modify requirements.

3. Provides a gateway that requirements additions, deletions, and modifications must pass through
before becoming official. This gateway is crucial for a number of reasons of which consistency and
applicability are crucial.

Discussing and Reviewing Requirements

When you consider the needs of any given project with respect to requirements, there are the obvious
ones concerning creation, modification, and deletion of requirements both initially and over time.
Without expounding on the minute details of this process, requirement modifications, deletions, and
additions are created primarily in one of two ways--singularly or in related groups.

8/12/96 o
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Singular changes are usually due to events such as a test or development engineer reviewing
requirements and noticing that the wording of a requirement is not quite right, or that it implies
something it shouldn’t, etc. These change requests are simple, can be dealt with quickly and usually
involve a small audience for review purposes.

Related groups of requirement change proposals are usually associated with events such as new feature
development. These changes are usually much more involved and generally involve a larger group of
review members.

RCP provides a means for both types of requirement proposals to be entered into a database
electronically. Appropriate review personnel are sent proposal notifications (via email) and an expected
completion date. Discussions concerning the validity, applicability, clarity, etc. are generated
electronically amongst interested reviewers through the database. Eventually, each proposal is either
discarded or passed on to a formal review committee which essentially asks the question of whether the
proposed change affects the form, fit, or function of the existing product. If so, the extent of the impact
upon the existing system is examined and used to justify the need to reject, request further
modifications, or to accept the proposed requirement change(s). At this meeting, the requirements
controller reviews and possibly adds appropriate information that may be missing such as filter tags,
target markets, etc’. Additionally the controller makes sure that the requirement is a good” requirement,
Once completed, and if accepted, the proposal is approved and RTC is updated.

Repository for Requirements Proposal Requests

Another problem that RCP addresses is to dilute the effects of a project slowly loosing the movers and
shakers who understand the reasoning processes behind the project (sometimes referred to as brain
drain). Inmany projects, the original thought processes that make up the framework for decisions
which in tun define the requirements of the product are usually swept away with the engineers who
originally considered those thoughts. Over time, the engineers move on to other work and a new set of
engineers replace them. Not having the benefit of having toiled over the tortuous details of each
requirement and design decision, unless that information is stored somewhere, it essentially has been
lost. Even for those original designers that do stay, remembering or recalling the details that wentinto a
decision are sometime forgotten. As can be imagined, either of these cases can lead to subsequent
decisions that invalidate and directly conflict with prior requirement and design decisions.

RCP limits the extent of this problem by providing an on-line library of discussions and decisions
regarding requirements origination, modification and possible deletion. This contextual information is
invaluable when, two years after the requirements introduction, a new engineer attempts to understand
how and why a requirement originated.

RCP Implementation Details

The actualization of RCP involves the use of a RAZOR® database as the discussion medium. This
database provides a forum where all internal and external engineers, marketing personnel, management,
etc., have the means to propose, examine, discuss, and prepare requirement additions, deletions, and
modifications. A requirements controller monitors all proposals, facilitates the proposals movement
through the process and, in general, inspects all finalized proposal requests for completeness,
conformance with respect to requirements characterizations, duplication avoidance, etc.

* As part of the form that the change proposal request author completes, there are a number of fieldsthat directly map to RTC. Ifany of
these fields have not been completed, they are completed so as to allow easy entry into RTC once approved.

*# Making sure a requirement is a good requirements is covered in Defining Good Requirements.

8/12/96
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The use of RAZOR as the vehicle for discussion centers on its inherent capabilities to track state
changes, its commercial availability, ease of use, and low startup and maintenance costs. Possible
future revisions to the tools used to facilitate the RCP process would need to combine state change
capabilities, archiving, versioning, and threading of discussion paths (similar to the capabilities of a
news reader). Similar attempts to merge these types of capabilities have been discussed previously (213)
where the use of a graphical tool for facilitating the process, gIBIS, was quite interesting.

Defining Good Requirements

Defining good requirements is a difficult task. It presupposes that the person defining the requirement
understands what comprises a good requirement. Definitions of requirements abound in the literature
(451€] " The attributes commonly associated with a good requirement include the following:

Verifiable
Complete
Consistent
Traceable
Explicit
Concise

The requirements controller attempts to certify that each requirement change proposal meets these
common attributes. Having RTC at the controller’s disposal facilitates this task.

Verifiability is directly enhanced since all requirements necessarily are linked with test cases. When a
requirement is entered into RTC, a test case place holder must also be entered. Reports are generated
that detail all existing requirements that do not have test cases written.

Completeness and consistency are helped in that RTC supplies an easy search mechanism via an editor
search, an SQL search, the use of the reqs_filter relationships, etc. Additionally, easily viewing a
number of good requirements in RTC while constructing new ones is beneficial to the process.

Traceability is the act of being able to trace higher-level requirements to lower-level ones and is directly
covered through RTC.

Explicitness is not directly supported although being forced to link test cases directly to requirements
gives one second thoughts about the usefulness of a requirement if not explicit.

Conciseness, in general, is not supported through RTC.

All in all, RTC does not guarantee that good requirements will be used to populate the database. It
simply provides some tools to be used in increasing the likelihood that good requirements are added.
The processes that an organization uses and their insistence upon new requirements meeting the criteria
that has been established are the real reasons good or bad requirements make their way into a
requirements database - not the database itself.

Requirement and Test Case Database (RTC)

RTC has, as its primary users, the system test, documentation, and development organizations.
Management, marketing, and field engineers have primarily been receivers of information derived from
the database, not active users. Reasons for this are simple. RTC was primarily established with system
verification in mind, thus the documentation and system test organizations find it quite useful. Although
originally tailored to assist the system test department with tracking and venfying requirements, a
UNIX® shell script front end was developed to provide access to predefined reports and queries in an
attempt to assist other departmental users needs. In practice, however, users needs are broad and the
needs of the various departments are not met using these predefined reports. As aresult, system test
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personnel ended up performing numerous queries for other organizations and have created upwards of a
hundred SQL queries that are occasionally executed for differing user needs. Management, marketing
and field engineers generally are the recipients of particular reports that are used for determining status
such as testing progress and percentages, requirements completion percentages, etc. Other report types
include release notes for general releases, feature requirements, acceptance tests to be used by field
engineers and marketing teams, etc.

Although the RTC process has not been perfected, keeping all requirement and testing information
related to a project up-to-date and accurate can provide an enormous resource to all users of the system,
and as indicated, the user base can be quite diversified. The problem is that keeping the requirement
and testing information up to date is itself an enormous job. The remainder of the paper concentrates on
these and other aspects of RTC.

RTC Internals

What follows is the hardware/software platform for RTC and a discussion of the tables that comprise
the database.

Hardware/Software Platform for RTC

RTC was implemented using an Informix® RDMS engine (version 4.12. UE1) running on a Sparc®
10/40. RTC consists of

Informix relational database
UNIX shell and TCL scripts
Informix SQL query scripts
Informix forms for data entry
Informix ACE reports

Additionally, text files of the requirements and test case descriptions are retrieved from the database
nightly and placed on a shareable drive providing convenient access to end users via editors.

RTC Table Relationships

RTC currently consist of

five requirements related tables
six test case related tables

one join table to map the requirements stored in the database to the test cases stored in the same
database

numerous validation tables

In the past, there were two additional requirement related tables, the first was used to receive data
inputs via links to an external Microsoft® Project scheduling table® while the second was a historical
dumping ground of key requirements fields that served as a crude versioning tool°. Additionally, links
to the project problem tracking tool exist in one of the test case related tables. The project problem
tracking tool is also contained in an Informix database providing advantageous benefits when relating

* The links to scheduling table turned out to be more work than they were worth given the startup stage of the project during the time of it’s
usage. Duringthe more mature stages of a project, such links could provide useful updates to schedule dates that affect component
completion dates currently embedded in the database.

¢ This table is no longer a part of RTC since RCP serves as a more sophisticated collection of historical events that lead to changes in RTC.
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the two databases. Figure 2 High-Level Relationship Among RTC Tables gives a graphical view of
these relationships. Note that all requirement tables have a primary key which is common--the
requirement number while similarly, all test case tables have a primary key which is common--the test
case number. The jump table, reqs_tests, links the two sets of related tables allowing easy traversal
between any requirement table and any test case table.

Though difficult to perform, keeping tables simple, constructing meaningful relationships among tables
and following the rules of normalization lead to an efficient database design. These principals have
been used in constructing the RTC database. The following sections examine each of the tables that
comprise the database and their usage.

Description of reqs_tests Table

The reqs_tests table binds the requirements side of the RTC database to the test case side of the same
database.

Description of req_filtersTable

The req _filters table is a general purpose filtering table that contains filters based on any general
grouping that is useful to the end user. Typical characteristicjal grouping are by

Feature
Verification responsibility
Hardware/software separation’

The drawback to such a table is reliability over time. As more requirements are added and modified,
close inspection of each requirement with respect to all possible groupings becomes important. Thus the
more groupings, the greater the potential for inconsistent data sets. The requirements proposal process
as explained in the section, Requirements Change Proposal Process, attempts to avoid this pitfall by
having a requirements controller® who is involved in all requirement modifications.

Description of req_description Table

The req_description table is primarily concerned with the definition of the requirement description.
Other related fields contained in this table include an internal/external flag, a free-form specification
text field, and a free-form notes field.

The internal/external flag is used to distinguish between requirements that are externally viewable by
Aztek customers’ versus those requirements that are not externally publicized. For the most part, the
external requirements are usually top-level requirements while most of the internal requirements are
derived.

The specifications field is used to relate standards documents, internal documents, etc. to a given
requirement description while the notes field is used to record important considerations associated with
the requirement description such as origin, contextual information not contained in the requirement, etc.
To a large part, RCP has negated the need for this field.

7 It is sometimes useful to examnine all hardware or software requirements, not both. Upon entry of a requirement, each new requirement is
tagged as either software, hardware, or both.

8 Inreality, there are two controllers. The primary controller performs the day to day activities while the backup controller is there if called
upon. The backup controller keeps in touch with the activities of the primary but not nearly to the level of detail that the primary controller
participates.

® Externally viewable implies that the requirements are part of external documentation which the customer receives. Primarily this external
documentation is the high level external requirements specification for the product. In rare cases, extemnal requirements might also be
defined sales literature, etc.
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Figure 2 High-Level Relationship Among RTC Tables

Description of req_derivations Table
Requirements, as they are defined in RTC, are associated with two possible derivable states; either they
are top-level system requirements that are not derived from other requirements or they are derived
requirements. This table captures that information and 1s used to record requirement linkages,
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especially when identifying suspect'® requirements due to modification of existing requirements. Test
cases are linked to requirements and thus the test engineer can use the suspect requirements list to
determine suspect tests that require regression testing.

Description of req_components Table

All requirements are fulfilled by one or more components of the system. The component may be
documentation components, software components, hardware components such as circuit boards,
physical housing units, environmental packages, etc., or possibly some other component that is unique to
the project being examined.

Associated with the component are completion dates. It can be, and sometimes is, the case that two or
more components have differing beginning and completion dates for the same requirement. This is often
the case in software where capabilities are implemented in one component prior to complementary
capabilities in some other component. In these cases, the latest completion date of a component dictates
the completion of a requirement.

In practice, the completion dates for individual components with respect to their associated
requirements, has not been used. Given the startup nature of the project, the consistent churn with
respect to the values contained in these fields made their benefit less than their maintenance costs. As a
result, the completion date for a requirement has been maintained on a requirement basis in the
req_applicability table.

Description of req_applicability Table

All requirements have applicability traits--they are expected to be met in some finite time period and
they are applicable to some target market. A requirement can be applicable to only one target market or
to many target markets. The req applicability table captures these two important characteristics
concerning requirements.

Description of test_components Table

The test_components table is the test case equivalent to the req_components table for requirements.

Just as one or more components are responsible for the implementation of requirements, one or more
components are tested with each and every associated test in the test case portion of the RTC database.
Imagine a requirement that has three components slated for its fulfillment, each of the three fulfilling a
portion of the requirement that needs to be fulfilled as a whole. Now image four test cases slated to test
the requirement. The first three test component A, while the fourth test components A, B, and C. This
database structure permits the modeling of such an arrangement.

Description of test_equipment Table

Practically all tests require some amount of equipment, even though a large portion of that equipment
may be the system under test. The test_equipment table enables you to specify all equipment needed for
a given test. It proves it’s usefulness by later providing a simple ordering for system test personnel to
use when trying to minimize set-up time for testing.

Description of test_descriptions Table

The test_descriptions records, unlike the req_descriptions records contains only two fields; the test case
number and the description of the test case. Tests are always written in action/verify'' pairs. The

1 A suspect requirement is defined as a requirement whose previously tested validity has been called into question.

! An action/verify pair implies that the test case contains the actions that are needed in order to verify some requirement or partial
requirement. They typically are worded in the form “Do x, y, z and verify q, 1, s.”
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creation of multiple test cases i1s always preferable to the grouping of a large number of action/verify
pairs into one test case. The reasons for this are obvious. If one action/venify pair fails while the other
three action/verify tests pass, then how are the results recorded? They should be recorded as three
successes and one failure. Unless the they are split into separate test cases, this becomes a burden to

perform.
Description of test_markets Table

Test cases are sometimes applicable to specific target markets, particularly when the testcase type is
acceptance. In such cases, a test case may be applicable to only one target market. An example might
be that target market A wants to test requirement R in a particular manner while target market B wants
to test the same requirement R in a differing way. Both tests are valid and both test the same
requirement, yet they are different. The test_markets table provides the ability to designate test cases on
a per target basis and is very similar in principal to the market field in the req_applicability table.

Description of test_types Table

Test types refers to the somewhat artificial but useful practice of designating tests as being of differing
types. Common test types are unit, system, integration, regression and so forth. This is useful for
various user communities accessing and utilizing RTC. For example, development engineers, when
correcting problems for a component, can retrieve and review regression tests for that component that
are of the type unit in order to re-test the appropriate unit level tests. System test utilizes this capability
frequently when determining tests to execute again once change has occurred. A typical scenario might
be to query RTC for all system tests related to the administration of a particular feature. Such a query
would probably utilize the test_types, test_cases, reqs_tests, req_filters, and req_components tables.

Description of test_executions Table

All verification testing is recorded uniformly in the test_executions table. Thistable provides fields for
such things as the test case number tested, status of test, name of the tester, what platform it was
executed on, related problem ticket number, and a general free-form text area to record notes. All
reports concerning testing status are derived from this table. SQL queries can examine individual test
case status, the number of currently blocked'? test cases, etc.

Test Case Creation and Relations

When requirements are entered into RTC, a reminder test record 1s automatically created. This
reminder record simply states as its description that a test case needs to be constructed. This allows
queries to identify requirements that are deficient with respect to test case coverage while satisfying the
needs of referential integrity constraints. Once test cases are constructed, target markets are identified,
the test type is determined, etc. The actual execution of test cases is recorded in the test_executions
table which is a historical grouping of all test case executions. Reports can be created identifying
problem areas by component, outstanding failures, blockages, etc. A link to the problem tracking table
allows test cases to be linked to outstanding problem tickets and thus when tickets are resolved, the test
cases can be revisited.

RTC Advantages

There are a number of advantages for using RTC versus the traditional paper-based requirements
systems. At a mimmum, RTC

12 Blocked test cases are defined as test cases that cannot be tested due to some external blockage, for example, an outstanding problem
ticket that prohibits a test case from being executed.
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Increases a svstem test engineer’s productivity

Provides a means to measure test coverage

Indicates suspect requirements and test cases given changes to the product

Easily assigns responsibility for requirements fulfillment to components, and thus their rightful
owners

All requirements and test cases pertaining to a functional component are easily identifiable

Heightened awareness of requirements by all participants concerned with requirements
fulfillment

Provides a convenient manner of viewing related yet distinct requirements

Supports multiple target markets for requirements

Provides on-line access to system test personnel, development engineers, product management,
and marketing personnel throughout the product life cycle

Enhances the ability to determine regression test strategies and to employ them

Each of the above, are significant in their own right. More importantly, RTC has proved to be a

significant aid in performing, reporting and venfying test coverage, and thus providing management
with a measured degree of confidence that the product 1s ready to be released.

For developers, RTC allows reasonably easy access to related requirements. For marketing
professionals, RTC has the capability to provide all existing and upcoming requirements, when they
were fulfilled and when they are expected to be. Marketing professionals won’t be caught making wild
promises if they keep abreast of the product’s development.

For product managers, RTC provides quick reporting of current status of the project. Requirements can
be examined for fulfillment and test reports are used to build confidence in the product-or to point out
trouble spots before it’s too late.

Future Enhancements for RTC

The next internal release of RTC is expected for the second quarter of 1997. That release will
incorporate a number of the items listed in the following paragraphs. A lot of work is necessary to make
this prototype into a product that applies to a broader range of applications and simplifies its use.

Intertwining Requirements Documents with RTC

The seamless merging of paper requirements documents written in Microsoft Word with actual
requirements descriptions in RTC are being explored. Customers generally prefer paper documents,
written in their native language that provide explanations and examples for each requirement. The
seamless integration of requirement documents with the actual underlying database of requirements will
resolve the continuing problems of keeping the documents and database synchronized, providing
contextual information associated with each requirement, allowing easy navigation between documents
and database, etc.

Microsoft’s Object Linking and Embedding offers the opportunity to physically link separate
applications with a minimum of effort. In this way, an Informix database (via ODBC drivers) could be
linked with a Microsoft Word document. Application interfaces can be written to support traversal from
one application to the other and provide a reasonably seamless integration of the two.

User Interface

User interfaces can enhance or detract from end user participation. RTC does not currently have a user-
friendly interface, it utilizes a character-based interface. This 1s one of the primary drawbacks of the
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system. As is the case in many organizations, sometimes the difference between what one would like to
do and what one can afford to do is quite apparent. This has been the case with RTC. The initial task to
create a means of entering and retrieving data was realized with a minimum amount of effort and
expense. The result is a functional system for data input and retrieval, limited by character-based
interfaces and the user’s ability to understand SQL query and reporting syntax. As can be imagined,
this 1s not the average user’s forte.

Plans are in progress to move from the current character-based Informix forms to a GUIL. A GUI based
interface is deemed critical to the product’s future. Informix’s NewEra and Microsoft’s Visual Basic
are currently under evaluation to determine which interface supplies the best application language given
the proposed requirements for RTC. A general purpose report writer will be incorporated to allow easy
access to queries and reports for all users of the system.

Binary Large Object Field Support

The initial version of RTC does not support BLOB (Binary Large Object) fields. The reasoning for this
1s that the use of Informix forms and ACE reports precluded their usage. Moving to the future, BLOB
fields, or their equivalent, should be supported. Irrespective of the more efficient use of space as a
result of using BLOBEs, the ability to truly intertwine requirements in a database with documents
describing those requirements could reap significant benefits. Imagine a table or picture that itself was
arequirement. The simplest way to represent this is by inserting the item into the database, not
rewording the requirement.

ODBC Connectivity

For a tool such as RTC to be of use to numerous organizations, it must support connectivity to a number
of databases. The next version of RTC is slated to support connectivity to multiple databases through
ODBC connectivity.

Versioning

A critical component of requirements tracking is to be able to determine the state of the system at any
given time. The versioning currently built into RCP doesn’t provide this capability. It does provide the
ability to trace all discussions, state changes, etc., to requirement change proposals, but it does not
easily provide the ability to restore RCP to a given point in time. Restoring RTC to a particular point in
time is also not trivial.

Providing a Tighter Coupling Between RTC and RCP

Though not investigated rigorously at this time, there could be arguments made both for and against the
combining of the RTC and RCP processes into one set of integrated tools. There are both similarities
and differences in their capabilities, areas of responsibility, and function. This will need to be
evaluated. Future considerations with respect to how to achieve the tighter coupling are under review.

User-Defined Attribute Fields

RTC consists of a number of tables, each with a number of fields. The fields are pre-defined as are
their relationships. Not every organization that utilizes RTC’s capabilities will find the fields, as
currently named, useful. Odds are, not all the relationships as they currently exist will probably be
useful to all organizations. What is needed, is a simple way of allowing the administrator of the system
to define the relationships, field names, etc. upon installation. Future releases of the product will
incorporate such goals.
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User Definable Permission Controls

Permissions controls are another feature that would add great value to the system. Given the potentially
wide audience that can have access to RTC, keeping certain users out of sensitive areas is sometimes
necessary.

Related Work

Early attempts to carry out an RTC type system was that of Arts”). Arts was developed as a
bookkeeping program that operated on a database consisting of system requirements and their attributes,
much like RTC. It provided upward and downward traceability in a hierarchical structure as well as
database management operations on all of the contained attributes. Other similar examples are
Requirements Tracer and RqT[S].

A more current project, TOOR®), is a rather impressive system links requirements to design documents,
specifications, code and other artifacts through user-definable relations. It however, doesn’t address the
test linkage aspects of RTC.

As for the RCP process and what is known in the literature as the early requirements phase, a
considerable number of attempts at structuring and automating requirements espousal and collection
have taken place. A set of document based memorandum macros referred to as RADIX [6] is one such
attempt while the Requirements Language Processor [5] describes another. RETH is an interesting
attempt to provide what is described as semiformal hypertext representations of requirements[w]. Itis
an interesting idea that attempts to blend the formal versus informal approaches that currently exist.

None of the current literature, however, appears to adequately address the issues that RTC attempts to
resolve, namely the interrelation of requirements and test cases to facilitate the design, development and
system test processes in a production environment.

Conclusions

Although much progress has been made in the area of requirements management with the introduction
of RMP, more advances are needed. Many times the germination of an idea is the simple part while
actualization is hard. RMP and its component parts, RCP and RTC, follow this model nicely. In its
present form, RMP has proved most useful to the system test, documentation, and development
communities. It has the potential to become far more pervasive in these important areas and to extend
its usefulness from occasional use to active and regular usage in the areas of development, project
management, and marketing disciplines.
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Abstract

The Goddard Space Flight Center's (GSFC) Software
Assurance Technology Center (SATC) has developed an
early life cycle tool for assessing requirements that are
specified in natural language. This paper describes the
development and experimental use of the Automated
Requirements Measurement (ARM) tool. The ARM tool
searches the requirements document for terms the SATC
has identified as quality indicators. Reports produced by
the tool are used to identify specification statements and
structural areas of the requirements document that need to
be improved.

1. Introduction

The Software Assurance Technology Center (SATC) is part
of the Office of Mission Assurance of the Goddard Space
Flight Center (GSFC). The SATC’s mission is to assist
National Aeronautics and Space Administration (NASA)
projects to improve the quality of software that they acquire
or develop. The SATC'’s efforts are currently focused on
the development and use of metric methodologies and tools
that identify and assess risks associated with software
performance and scheduled delivery. It is generally
accepted that the earlier in the life cycle that potential risks
are identified the easier it is to eliminate or manage the risk
inducing conditions [1].

Despite the significant advantages attributed to the use of
formal specification languages, their use has not become
common practice. Because requirements that the acquirer
expects the developer to contractually satisfy must be
understood by both parties, specifications are most often
written in natural language. The use of natural language to
prescribe complex, dynamic systems has at least three
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severe problems: ambiguity, inaccuracy and inconsistency
[11]. Many words and phrases have dual meanings which
can be altered by the context in which they are used. For
example, Webster’s New World Dictionary identifies three
variations in meaning for the word “align”, seventeen for
“measure”, and four for the word “model”. Weak sentence
structure can also produce ambiguous statements. “Twenty
seconds prior to engine shutdown anomalies shall be
ignored.” could result in at least three different
implementations. Using words such as “large”, “rapid”,
and “many” produces inaccurate requirement specifications.
Even though the words “error”, “fault”, and “failure” have
been precisely defined by the Institute of Electrical and
Electronics Engineers (IEEE) [5] they are frequently used
incorrectly. Defining a large, multi-dimensional capability
within the limitaMons imposed by the two dimensional
structure of a document can obscure the relationships
between individual groups of requirements.

The importance of correctly documenting requirements has
caused the software industry to produce a significant
number of aids [3] to the creation and management of the
requirements specification documents and individual
specifications statements. Very few of these aids assist in
evaluating the quality of the requirements document or the
individual specification statements. This situation has
motivated the SATC to develop a tool to provide metrics
that NASA project managers can use to assess the quality of
their requirements specification documents and to identify
risks that poorly specified requirements will introduce into
their project. It must be emphasized that the tool does not
attempt to assess the correctness of the requirements
specified. It assesses the structure of the requirements
document and individual specification statements and the
vocabulary used to state the requirements.
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2. Background

The SATC study was initiated by compiling a list of quality
artributes that requirements specifications are expected to
exhibit [6] [11]. The next step was to list of those aspects
of a requirements specification that can be objectively and
quantitatively measured. The two lists were analyzed to
identify relationships between what can be measured and
the desired quality attributes. This analysis resulted in the
identification of categories and individual items that are
primitive indicators of the specification’s quality and can
be detected and counted by using the document’s text file.

Concurrent with development and analysis of the attribute
and indicator lists, forty-six requirement specifications
were acquired from a broad cross section of NASA
projects. These documents were converted into ASCII text
files. These files were used to develop a database
containing the words and phrases used in the set of
document and the number of times that they occurred. This
database of basic words was used to refine the list of
primitive indicators.

Using the refined list of primitive indicators, an initial
version of the Automated Requirements Measurement
(ARM) software was developed for scanning the
specification files. ARM was used to subject each
specification file to a full text scan for occurrences of each
of the quality primitives. The occurrence of primitives
within each file were totaled and reported individually and
by category. Correlation between all totals were examined
for significant relationships. Files that exhibited anomalous
data and off-norm counts were examined to determine the
source of these aberrations. A tentative assessments of each
requirements document’s quality was made based on this
analysis and examinations. The source documents are
currently being independently reviewed to provide a basis
of comparison with the conclusions arrived at using the
ARM’s reports.

While the source documents are being independently
reviewed, the prototype ARM software is being used to aid
selected NASA projects to strengthen their requirement
specifications. The results of the engineering assessments
and feedback from the selected NASA projects will be used
to improve ARM’s assessment processes and its user
interface.

3. Specification Quality Attributes
Desirable characteristics for requirements specifications are
identified [2] [6] as:

e Complete e Consistent

e Correct e  Modifiable

e Ranked e Traceable

e Unambiguous e  Understandable
e  Verifiable

As a practical matter, it is generally accepted that
requirements specifications should also be Validatable and
Testable. These eleven characteristics are not independent.
For example, McCall’s quality model [7] identifies
tractability, completeness, and consistency as being factors
which contribute to correctness. Also, the ISO 9126
software quality model [7] gives stability, modifiability
(changeability), and testability as factors contributing to
maintainability. A specification, obviously, cannot be
correct if it is incomplete or inconsistent. It would also be
difficult to validate a requirement specification that could
not be understood.

Most, if not all, of these quality attributes are subjective. A
conclusive assessment of a requirements specification’s
appropriateness requires review and analysis by technical
and operational experts in the domain addressed by the
requirements. Several quality attributes, however, can be
linked to primitive indicators that provide some evidence
that the desired attributes are present or absent. These
primitives are alluded to in the attribute definitions below.

3.1. Complete

A complete requirements specification must precisely
define all the real world situations that will be encountered
and the capability’s responses to them [11]. It must not
include situations that will not be encountered or
unnecessary capability features. Since it is difficult to
anticipate all real world situations, it is much easier to
detect incompleteness than determine completeness. Use of
the place holder “TBD” (to be determined) is undeniable
evidence that the requirements specification is incomplete.
The phrases “as a minimum” and “not limited to”,
depending on their context, may be more subtle indicators
of incompleteness

3.2. Consistent

A consistent specification is one where there is no conflict
between individual requirement statements that define the
behavior of essential capabilities; and specified behavioral
properties and constraints do not have an adverse impact on
that behavior [11]. Stated another way, capability functions
and performance level must be compatible and the required
quality features (reliability, safety, security, etc.) must not
negate the capability’s utility. For example, the only
aircraft that is tgtally safe is one that cannot be started,
contains no fuel or other liquids, and is securely tied down.
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3.3. Correct

For a requirements specification to be correct it must
accurately and precisely identify the individual conditions
and limitations of all situations that the desired capability
will encounter and it must also define the capability’s
proper response to those situations [11). In other words,
the specification must define the desired capability’s real
world operational environment, its interface to that
environment and its interaction with that environment. It is
the real world aspect of requirements that is the major
source of difficulty in achieving specification correctness.
The real world environment is not well known for new
applications and for mature applications the real world
keeps changing. The COBOL problem with the transition
from the year 1999 to the year 2000 is an example of the
real world moving beyond an application’s specified
requirements.

3.4. Modifiable

In order for requirements specifications be modifiable,
related concerns must be grouped together and unrelated
concerns must be separated [6] [10]. This characteristic is
exhibited by a logical structuring of the requirements
document. As an example:

5. The XYZ system shall access the ABC, DEF, and GHI
databases. -
5.1. The XYZ system shall permit and restrict access
based on application type.

5.1.1. Engineering applications shall have read
access to all databases and write access to
the ABC and DEF databases.

5.1.2. Administrative applications shall have
read access to the DEF and GHI
databases and write access to the GHI
database.

3.5. Ranked

Ranking specification statements according to stability
and/or importance is established in the requirements
document’s organization and structure [6]. The larger and
more complex the problem addressed by the requirements
specification, the more difficult the task is to design a
document that aids rather than inhibits understanding.
Ranking specifications according to stability and/or
importance can conflict with structuring the document to be
modifiable. This conflict often arises when there are safety
and security requirements to be specified. Is it best to
address them in separate documents, sections, or as
subsections under the related functional requirements?

3.6 Testable

In order for a specification to be testable it must be stated in
such as manner that pass/fail or quantitative assessment
criteria can be derived from the specification itself and/or
referenced information (10]). “The system shall be user

friendly.”, can be subjectively interpreted and its
implementation will be difficult to test objectively. “The
system’s functions shall be activated and terminated by
menu selections.”, is a specification that the
implementation does or does not satisfy.

3.7 Traceable

Each statement of requirement must be uniquely identified
to achieve traceability [10]. Uniqueness is facilitated by
the use of a consistent and logical scheme for assigning
identification to each specification statement within the
requirements document. The example specification
statements in paragraph 3.4, above, demonstrate this type of
identification. A computer program can easily recognize
this type of identification by detecting sentences that begin
with strings of numbers separated and terminated with
periods. The structure of a requirements document can be
assess by relatively simple algorithms if each specification
is uniquely identified and expressed as a simple,
uncomplicated statement. For the example referred to
above there are specifications at three levels. There is one
requirement specified at level one, one at level two and
level at level three.

3.8. Unambiguous

A statement that specifies a requirement is unambiguous if
it can only be interpreted one way [10]. This perhaps, is the
most difficult attribute to achieve using natural language.
The use of weak phrases such as “as required” or poor
sentence structure, as demonstrated by the following
sentence, will open the specification statement to
misunderstandings. “Users attempting to access the ABC
database shall be reminded by a system message that must
be acknowledged and page headings on all reports that the
data is sensitive and access is limited by their system
privileges.”

3.9. Understandable

A requirements specification is understandable if the
meaning of each of its statements is easily grasped by all of
its readers [11]). This is the primary reason that most
specifications are expressed in natural language.

3.10. Validatable

In order to validate a requirements specification each of the
individuals and organizations having a vested interest in the
system solution must be substantiate that the requirements
are true as stated. able To validate a requirements
specification all the project participants, managers,
engineers and customer representatives, must be able to
understand, analyze and accept or approve it [11].

3.11. Verifiable

In order to be verifiable requirement specifications at one
level of abstraction must be consistent with those at another
level of abstraction [11].
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4. Specification Quality Indicators

Although most of the quality attributes of documented
requirements are subjective, there are aspects of the
documentation which can be measured and are indicators of
quality attributes. Size, which is a primitive used in many
quality metrics, can be directly measured. The size of an
individual specification statement can be measured by the
number of words it contains. The size of a requirements
document can be easily measured by the number of pages,
the number of paragraphs, lines of text, or the number of
individual specification statements it contains. The number
of unique subjects addressed by specification statements
within the requirements document can also be counted with
relative ease. This count is an indication of the scope of the
requirements encompassed by the document. The breadth
and hierarchical depth encompassed by the document’s
specification statements can be measured using the
document’s internal identification scheme. These measures
provide clues to the document’s organization and depth of
detail. The number of specification statements at each level
of the document’s structure can also be counted. These
counts provide an indication as to how the specification
statements are organized and the level of detail to which
requirements are specified. It is also possible to count the
occurrence of specific words and phrases that signal that
specification statements are weak or strong.

4.1. Categories
Nine categories of quality indicators for requirement
documents and specification statements were established
based on a representative set of NASA requirements
documents selected from the SATC’s library. Individual
indicators were identified by finding frequently used words,
phrases, and structures of the selected documents that were
related to quality attributes and could be easily identified
and counted by a computer program. These individual
indicators were grouped according to their indicative
characteristics. The resulting categories fall into two
classes. Those related to the examination of individual
specification statements and those related to the total
requirements document. The categories related to
individual specification statements are:

e Imperatives e Continuances

e Directives e Options

e  Weak Phrases

The categories of indicators related to the entire
requirements document are:
e Size .
e Readability .

Specification Depth
Text Structure

4.1.1. Imperatives

Imperatives are those words and phrases that command that
something must be provided. The ARM report lists the total
number of times each imperatives was detected in the
sequence that they are discussed below. This list presents

imperatives in descending order of their strength as a

forceful statement of a requirement. The NASA
requirements documents that were judged to be the most
explicit had the majority of their imperative counts
associated with the upper list items.

e  Shall is usually used to dictate the provision of a
functional capability.

e  Must or must not is most often used to establish
performance requirements or constraints.

e Is required to is often used as an imperative in
specifications statements written in the passive
voice.

e Are applicable is normally used to include, by
reference, standards or other documentation as an
addition to the requirements being specified.

® Responsible for is frequently used as an imperative
in requirements documents that are written for
systems whose architectures are predefined. As an
example, “The XYS function of the ABC subsystem
is responsible for responding to PDQ inputs.”

e Will is generally used to cite things that the
operational or development environment are to
provide to the capability being specified. For
example, “The building’s electrical system will
power the XYZ system”. In a few instances ‘“shall”
and “will” were used interchangeably within a
document that contained both requirements
specifications and descriptions of the operational
environment. In those documents, the boundaries
of the system being specified were not always
sharply defined.

e Should is not frequently used as an imperative in
requirement specification statements. However,
when is used, the specifications statement is always
found to be very weak. For example, “Within
reason, data files should have the same time span to
facilitate ease of use and data comparison.”

4.1.2. Continuances

Continuances are phrases such as those listed below that
follow an imperative and introduce the specification of
requirements at a lower level. The extent that continuances
were used was found to be an indication that requirements
were organized and structured. These characteristics
contribute to the tractability and maintenance of the
specified requirements. However, in some instances,
extensive use of continuances was found to indicate the
presence of very complex and detailed requirements
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specification statements. The continuances that the ARM
tool looks for are listed below in the order most frequently
found in NASA requirements documents.
e  below:
as follows:
following:
listed:
in particular:
support:

4.1.3. Directives

Directives is the category of words and phrases that point to
illustrative information within the requirements document.
The data and information pointed to by directives
strengthens the document’s specification statements and
makes them more understandable. A high ratio of the total
count for the Directives category to the documents total
lines of text appears to be an indicator of how precisely
requirements are specified. The directives that the ARM
tool counts are listed below in the order that they are most
often encountered in NASA requirements specifications.

o figure
e table
e for example
e note:
4.1.4. Options

Options is the category of words that give the developer
latitude in satisfying the specification statements that
contain them. This category of words loosen the
specification, reduces the acquirer’s control over the final
product, and establishes a basis for possible cost and
schedule risks. The words that the ARM tool identifies as
options are listed in the order that they are most frequently
used in NASA requirements documents.

e can

e  may

e  optionally

4.1.5. Weak Phrases

Weak Phrases is the category of clauses that are apt to
cause uncertainty and leave room for multiple
interpretations. Use of phrases such as “adequate” and “as
appropriate” indicate that what is required is either defined
elsewhere or, worse, that the requirement is open to
subjective interpretation. Phrases such as “but not limited
to” and “as a minimum” provide a basis for expanding a
requirement or adding future requirements. The total
number of weak phrases found in a document is an
indication of the extent that the specification is ambiguous
and incomplete. The weak phrases reported by the ARM
tool are:

e adequate e asa minimum

e as applicable e casy

e  as appropriate e Dbeableto

e be capable e butnot limited to
e capability of e  capability to

o effective e if practical

e normal e provide for

e timely

4.1.6. Size
Size is the category used by the ARM tool to report three
indicators of the size of the requirements specification
document. They are the total number of:

e lines of text

® imperatives

e subjects of specification statements

e paragraphs

The number of lines of text in a specification document is
accumulated as each string of text is read and processed by
the ARM program. The number of subjects used in the
specification document is a count of unique combinations
and permutations of words immediately preceding
imperatives in the source file. This count appears to be an
indication of the scope of the document. The ratio of
imperatives to subjects provides an indication of the level
of detail being specified. The ratio of lines of text to
imperatives provides an indication of how concise the
document is in specifying the requirements.

4.1.7. Text Structure

Text Structure is a category is used by the ARM tool to
report the number of statement identifiers found at each
hierarchical level of the requirements document. These
counts provide an indication of the document’s
organization, consistency, and level of detail. The most
detailed NASA documents were found to have statements
with a hierarchical structure extending to nine levels of
depth. High level requirements documents rarely had
numbered statements below a structural depth of four. The
text structure of documents judged to be well organized and
having a consistent level of detail were found to have a
pyramidal shape (few numbered statements at level 1 and
each lower level having more numbered statements than the
level above it). Documents that exhibited an hour-glass
shaped text structure (many numbered statements at high
levels, few at mid levels and many at lower levels) were
usually those that contain a large amount of introductory
and administrative  information. Diamond shaped
documents (a pyramid followed by decreasing statement
counts at levels below the pyramid) indicated that subjects
introduced at the higher levels were addressed at different
levels of detail.
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4.1.8. Specification Depth

Specification Depth is a category used by the ARM tool to
report the number of imperatives found at each of the
documents levels of text structure. These numbers also
include the count of lower level list items that are
introduced at a higher level by an imperative and followed
by a continuance. This data is significant because it reflects
the structure of the requirements statements as opposed to
that of the document’s text. Differences between the Text
Structure counts and the Specification Depth were found to
be an indication of the amount and location of text
describing the environment that was included in the
requirements document. The ratio of the total for
specification depth category to document’s total lines of
text appears to be an indication of how concise the
document is in specifying requirements.

4.1.9. Readability Statistics

Readability Statistics are a category of indicators that
measure how easily an adult can read and understand the
requirements document. Four readability statistics produced
by Microsoft Word are currently calculated and compared:

e Flesch Reading Ease index is based on the average
number of syllables per word and the average
number of words per sentence. Scores range from
0 to 100 with standard writing averaging 60 - 70.
The higher the score, the greater the number of
people who can readily understand the document.

e Flesch-Kincaid Grade Level index is also based on
the average number of syllables per word and the
average number of words per sentence. The score
in this case indicates a grade-school level. A score
of 8.0 for example, means that an eighth grader
would understand the document. Standard writing
averages seventh to eighth grade.

e Coleman-Liau Grade Level index uses word length
in characters and sentence length in words to
determine grade level.

e Bormuth Grade Level index also uses word length
in characters and sentence length in words to
determine a grade level.

Since most documents at NASA contain scientific terms
which tend to contain words of considerable length, the
readability scores are skewed. As shown in Table 1. below,
using the data from forty-six requirements documents, the
grade levels indicated by the Flesch-Kincaid, Coleman-Liau
and Bormuth have a high variance, and the mean for
Coleman-Liau grade level is 27.6 with a maximum of
55.80. Alternative readability packages that allow for
adjustment of word length are being investigated.

Flesch- Coleman-
Flesch Kincaid Liau|Bormuth

Rdng Grd Lvl Grd Grd

Ez Lvl Lvl
mean 47.15 10.76 27.60 11.46
min 28.00 7.80 17.10 11.10
max 61.50 13.80 55.80 11.60
stdev 8.54 1.59 9.29 0.17

Table 1.

4.2. Quality Indicator/Attribute Relationships
Relationships between requirements specifications’ quality
attributes and categories of indicators measured by the
ARM tool are shown below in Figure 1.

INDICATORS OF QUALITY ATTRIBUTES
Quality Attributes
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w | o
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Categoriesof | £ | § £ NI AR
R . 2lalolciB|s|l=|2l2|l=]E
Quality Indicators| & | 2| o | S i L || S| E|E5|=|&E
IHEEHE IR
olo|lo|=Ele|=|EiDD]”]™
~ld]|ea|flwn |||l
1. Imperatives X X XiIX|X|X]|X
2. Continuances | X XIX|IXIXIX]|X]X]X
3. Directives X X X X|X|X]X

4. Qptions X X XIX]X
S. Weak Phrases | X X X X|X|X]X
6. Size X X X|IX]|X| X
7. Text Structure | X | X XX X X X
8. Spec. Depth XX X X X X
9. Readability X X|IX[X]IX]|X]|X
Figure 1.
5. RISK

Webster’'s New World Dictionary defines risk as the
possibility of loss or injury, and the degree of probability of
such a loss. As the first tangible representation of the
needed capability, the requirements specification
establishes the basis for all of the project’s engineering,
management and assurance functions. If its quality is poor,
it can give rise to risks associated with the project’s
products and its resources.

5.1. Product Risks

Inadequacies in the requirements specification document
introduces the possibility that the product’s design will
contain deficiencies that will be propagated as
implementation faults. The possibility of these faults
increases the probability that one or more of the products
characteristics will be unsatisfactory.

5.1.1. Acceptance Risk
An Acceptance Risk is the probability that the product will
not satisfy its acceptance criteria. A deficiency in any of
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the requirements specification’s quality attributes may
introduce a risk that the product will not be acceptable.

5.1.2. Availability Risk

An Availability Risk is the probability that the product will
not be present or functional at a time when it is needed. A
deficiency in any of the requirements specification’s quality
attributes may introduce a risk that the product will not be
delivered on time or its functionality can not be maintained
in the operational environment.

5.1.3. Performance Risk

A Performance Risk is the probability that the product will
not be capable of performing properly in the operational
environment. A performance risk will arise if the
requirements specification is difficult to understand or
inadequately specifies the functional capabilities that are to
be provided.

5.1.4. Reliability Risk

A Reliability Risk is the probability that the product will fail
in the operational environment. A deficiency in any of the
requirements specification’s quality attributes can introduce
a risk that the product will not achieve the level of
reliability need to successfully perform its mission.

5.1.5. Reproducibility Risk

A Reproducibility Risk is the probability that the product
can not be reproduced for replacement of the original
product or for distribution to additional sites. If the
requirements specification is poorly written and functions
are inadequately prescribed there will be a risk that the
product or components of the product cannot be replicated
when replacement is necessary.

5.1.6. Supportability Risk

A Supportability Risk is the probability that the product can
not be adequately maintained or logistically provided for in
the operational environment. A deficiency in any of the
requirements specification’s quality attributes can introduce
a risk that the resources needed to operate and maintain the
product will not be provided and/or the product itself does
facilitate maintenance.

5.1.7. [Utility Risk

A Utility Risk is the probability that the product will less
useful than demanded by the operational environment. A
risk that the delivered capability will not provide the user
with the full range of necessary functionality will arise if the
requirements specification is difficult to understand or the
functions that are to be provided are inadequately specified.

5.2. Resource Risks

The estimate of resources needed to provide a capability,
including the time allocated for its acquisition, are based of
the specification of the requirements that the capability is to

satisfy. If the requirements are improperly specified the
resource estimates will be incorrect.  Product risks
introduced by deficient requirements can result in delays
and rework that insroduce cost and schedule risks.

5.2.1. Cost Risk

A Cost Risk is the probability that the production or
acquisition of the product will exceed allocated resources.
available for that purpose. = Any deficiency in the
requirements specification, such as incompleteness or
ambiguity, that causes the development effort to be under
estimated or necessitates rework will introduce a risk that
costs will exceed available funding.

5.2.2. Schedule Risk

A Schedule Risk is the probability that the product will not
be delivered as scheduled. Any deficiency in the
requirements specification’s quality attributes can introduce
a risk that the established schedule is inadequate or that
product deficiencies will require unanticipated additional
time to correct.

5.3. Quality-Risk Relationships

Figure 2 shows the areas of project risk that are directly
impacted by the quality attributes of the requirements
specification.

RISK AREAS IMPACTED BY SPECIFICATION QUALITY
. 2. Resource
1. Product Risk Risk
>
1 >
AEIEINELE
Specification SIE|EIE]S € 2
. . al= E 53l sl > 3
Quality Attributes | o | = g|= = A R E
lz|&lele|a|3|S| 3
—=ld]lem <] S ]e= = o
— — — — — — — -~ -~
1. Complete XXX XX | XXX X
2. Consistent X X X]X]| X
3. Correct XX XXX X]|X|X X
4. Modifiable XX X]IXIX]X] XX X
5. Ranked XXX XIX| XXX X
6. Testable X| X X[ X]| X X X
7. Traceable X X} XX X
8. Unambiguaus X X XI XX XX X
9. Understandable | X XXX X] XX X
10. Validatable X X1 XX X
11. Verifiable X X | X| X|X X
Figure 2.

6. Specification Standards

Although many government and several professional
organizations have published documentation standards that
include standards for specifying requirements, none are
universally accepted or extensively enforced. NASA has
very explicit software documentation standards and style
guides, but it allows wide latitude in establishing project
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standards. In many instances, to minimize effort and reduce
costs, projects choose to accept the documentation
standards and procedures of the contractor selected to
provide the needed capability. Smaller projects, of which
there are many in-house in addition to contractual
acquisitions, are also frequently combine requirement and
design documents to conserve project resources. The
standards that are imposed seldom go beyond providing an
outline and a general description of the information to be
provided. In many cases no style requirements are
established. As a consequence of these circumstances,
requirements documents from various sources bear little
resemblance to one another.

The content outline of one of the IEEE’s eight specification
templates [6] and NASA’s standard data item description
(DID) for requirement specifications documents [8)] are
shown below and provide an example of the variance in
scope that exists between standards.

IEEE 83093

NASA-DID-P200

Software Requirement Specification

1. Introduction
1.1 Purpose
1.2 Scope
1.3 Definitions, acronyms, and abbreviations
1.4 References
1.5 Overview
2. Overall description
2.1 Product perspective
2.2 Product functions
2.3 User characteristics
2.4 Constraints
2.5 Assumptions and dependencies
3. Specific requirements
3.1 External interfaces
3.2 Functions
3.3 Performance requirements
3.4 Logical database requirements
3.5 Design constraints
3.6 Software system attributes
3.7 Organizing the specific requirements
3.8 Additional comments
Appendixes
Index

Requirements

1.0 Introduction
20 Related documentation
3.0 Requirements approach and tradeoffs
4.0 External interface requirements
5.0 Requirements specification
5.1Process and data requirements
5.2 Performance and quality
engineering requirements
5.3 Safety requirements
5.4 Security and privacy
requirements
5.5Implementation constraints
5.6 Site adaptation
5.7Design goals
6.0 Traceability to parent’s design
7.0 Partitioning for phased delivery
8.0 Abbreviations and acronyms
9.0 Glossary
10.0 Notes
11.0 Appendices

Several problems related to the structure and organization
of the source documents were frequently encountered when
attempting to automate the scanning of specification files.
The most troubling problem was the inconsistency in
paragraph and specification identification across documents
and within documents. The variations in identification
schemes most frequently encountered are shown below in
the order of their prevalence.
e Hierarchical Numbers - 1.2.3., 1.2.34..,
....1.2.34.5.6.7.8., etc.
o Lettered Hierarchical Numbers P1.2.3., Q1.2.3.4..,
..... S$1.2.3.4.5.6.7.8, etc.
e Integer Numbers - 1., 2.,3.,...10.; 1, 2, 3, 20, 21;
30; (1), 2], [3);[20]
e Letters A,B.,C.; a,b.,c.; a), b),c); (a),(b), ()

Because of these numbering inconsistencies the current
version of the Automated Requirement Measurement
(ARM) software is implemented using the following
scheme as the basis for recognizing paragraph and
specification identifications.

Each requirement specification statement is assumed to be
individually distinguished by one of the following
markings:
a. A simple number (i.e. a number without decimal.
For example: 1, 23, 104, etc.)
b. A hierarchical number (i.e. a number with
decimals to indicate levels of structure. For
example: 1.1.1, 23.4.5.6, etc.)
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c. A lettered hierarchical number (i.e. a hierarchical
number immediately preceded by a letter. followed
by a period. For example: L1.1.1, B23.4.5.6, etc.)

d. An integer number (i.e. a simple number. For
example: 1.,23., 104, etc.)

e. A letter designation (i.e. a single capital/lower-
case letter followed by a period. For example: A.,
P., b., x. etc.)

Another problem encountered when scanning requirement
specification files is distinguishing statements that prescribe
required system capabilities from those that describe the
operational environment. This problem has both structural
and terminology aspects. In general three structural
separations of descriptive and prescriptive information are
usually used. The NASA documentation standards call for
information to be presented in two distinct documents. The
targeted operational environment is to be described within
the NASA Concept Document, NASA-DID-P100 [8] while
the standard shown above, NASA-DID-P200, is to contain
prescriptive specifications. Other standards [2] [6] allocate
descriptive and prescriptive information to separate parts of
the same document. In several NASA contractor provided
requirements documents the two categories of information
were interlaced within the same sections of the document.

In some instances the ability to distinguish between
statements prescribing requirements and those describing
environmental features was further complicated by authors
using the imperatives ‘“shall”, will>, and *“should”
interchangeably.

7. Results

The graphs presented in this section are based on data
collected by the ARM processor. The assessments
accompanying the graphical presentations are based on an
examination of the source documents in light of the data
used to create the graphs.

7.1. Document Size And Imperatives

The relationship between document size, measured by total
number of imperatives and total lines of text found in each
specification document is depicted by Figure 3., below.

Imperatives Versus Lines of Text
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Figure 3.

The ratio of lines of text to imperatives for each
specification document is shown in Figure 4. Most
documents have ten lines of text, or less, for each
imperative. When inspected, the documents with ratios that
exceed one-to-one, appeared to have been created using a
requirements analysis methodology or tool. The low ratios
resulted of the fact that the documents exclusively
addressed software requirements and many single statement
contains multiple imperatives connected by *“and” or “or”.
Those specification documents with ratios above ten lines
of text per imperative appear to have been developed based
on an ad-hoc documentation standards with scopes that
includes the description of the operational environment as
well a the prescription of system requirements
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Figure 4.

The document with the highest ratio of text to imperatives
also included descriptions of the project and requirements
for the development environment. This extreme data point
was removed in Figure 4a. to improve the visibility of the
remaining data points.
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Ratio of Text Per Imperative
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7.2. Document Size And Structure

The relationship between document size and the
document’s depth of text structure shown by Figure 5. This
data is based on detection and automatic analysis of
paragraph numbering and statement identifiers.

In general, the smaller documents have a greater percent of
their statements numbered. Inspection of these documents
indicates that they were probably developed using
Computer Aided Software Engineering (CASE) tools.
They are very hierarchical in structure. High level
statements have been repetitively decomposed into
subordinate statements. Every level of text is hierarchically
identified and each statement containing an imperative has
been given an additional unique sequential number.

Identified Statements Versus Lines of
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Figure 5.

Figure 6. shows the ratio of numbered statements to the
number of imperatives within each specification document.
Most of the documents containing less than 100 imperatives
have a relatively high ratio. Inspection of these documents
revealed that they were developed using a documentation
format that was too detailed for the scope of the capability
being specified. A significant number of the sections in
these documents addressed administrative and general
information rather than requirements specifications. In
general, documents with more than 100 imperatives seem to

have a ratio of numbered statements to imperatives close to
one. This implies that these document’s specification
statements have a high degree of traceability.
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7.3. Imperatives And Subjects

The relationship between the number of imperatives and the
unique number of subjects of imperative statements is
shown by Figure 7. Closer examination of these documents
found that the real ratio between subjects and imperatives is
actually lower than shown in Figure 8. In many instances
the same subject was stated in different terms, apparently to
introduce variety and hold the readers interest. The ARM
software is not capable of recognizing different phrases as
the same subject and counts each distinct combination of
words immediately preceding the imperative as a unique
subject. The larger documents were found to be much
greater in scope and to addressed subjects at a higher level
of capability. In these higher level specifications, multiple
statements were used to define and bound each major
functional capability
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Figure 8. shows the ratio of imperatives to subjects versus
lines of text. Within a limited amount of variation, it
appears that even in those documents containing many
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imperatives per subject, each imperative is supported with a
nominal number of text lines
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7.4. Weak Phrases

Figure 9. shows the number of weak phrases versus the
number of imperatives found in NASA requirements
documents. This representation implies a somewhat linear
relationship between these to indicators for large
documents.
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Figure 10. Presents the ratio of weak phrases to imperatives
versus the number of imperatives contained in the
document. In most of these documents it appears that one
to ten percent of the individual specification statements
contain weak phrases. Weak phrases were found in thirty to
sixty percent of the individual specification statements in
many of the smaller documents. These are same documents
that were well structured as a result of using CASE tools.
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8. Conclusions

Three initial general conclusions have arisen from the
subject study, First, it is possible to gain insights into the
quality of a requirements specification document through
the use of data gathered by automated processing of the
specification file. Second, the effectiveness of expressing
requirements specifications with natural language can be
greatly improved through relatively simple and readily
available methods. Lastly, specifications developed using a
proven methodology with the aid of an appropriate
requirements definition tool are better structured, more
consistently numbered, and crisper than those developed
solely based on a documentation standard. Use of a CASE
tool, however, is not a substitute for sound engineering
analysis.

8.1. Management Recommendations

Based on the current results of the SATC study it is
recommended that project managers ensure that
requirements specification and style standards are
established at the outset of the project and that all project
participants are trained in the use of those standards. It is
also recommended that the technical nature and intended
use of the requirements document be emphasized to
encourage straightforward writing styles and simple
sentence structures to specify each requirement. Technical
documents are not required to be interesting, however, it is
necessary for them to effectively communicate with the
reader..

8.2. Technical Recommendations

Requirements analysis an development of specifications
should occur prior to writing the requirements document,
not as a by-product of the documentation activity.
Requirement specifications should be developed using a
methodology that is appropriate to the nature of the project
and its products. CASE tools should be used if they
support the project’s development methodology and the
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technology being addressed by the project. Specification
writers should be taught how to write simple direct
statements. If conditional clauses are needed, they should
be placed at the front of the sentence. Subjects,
imperative/verb combinations, and objects of the verb
should occur in that order. This will prevent interesting,
but confusing statements, such as: “The Romans, the
Greeks shall defeat if better prepared they be.”

9. Future Work

Three types of enhancements are planned for the ARM
software. The enhancement of immediate priority is to
improve the ARM tool’s user interface and to provide
flexibility to tailor its reports to the user’s areas of interest.
This will facilitate enlisting additional projects to participate
in the SATC study, add their requirements documents to the
SATC database and provide user feedback.

The second ARM tool enhancement activity will take place in
parallel with the improvement of its user interface and report
generator. The results of the engineering review of the
requirements specifications in the SATC database will be
used to refine ARM’s search and counting schemes. This
will improve the validity of data produced and heighten user
confidence in the conclusions that can be inferred from its
reports

Lastly, once the ARM’s search and counting schemes have
been enhanced, words and phrases will be identified that can
be used as indicators that the following types of requirements
have been addressed within the requirements document.

e Acceptance Testing e Data Handling
e Design Standards e Integrity
e Maintainability e Reliability

e Reusability Timing and Sizing
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1 Introduction

In 1989, UPS introduced its first electronic handheld data collector -- the Delivery Information
Acquisition Device (DIAD) -- into the domestic US delivery operation to replace the acquisition
of package information by a paper delivery record. Since that time, two additional distinct
hardware platforms have been introduced, and all three platforms are in service today.
Furthermore, the role and mission of the DIAD has rapidly evolved from a simple data collector
to an integral component in a global real-time tracking and dispatching network, enabling UPS to
offer a broad range of innovative information services. As a result, the legacy DIAD application
software has had several major releases in 18 countries in 5 different languages. However, the
competitive and time-to-market pressures in conjunction with the radical evolution in functionality
had put great strain on the original software architecture. The DIAD application had to be re-




engineered to allow further global service expansion, reduce time-to-market, and increase product
quality.

Software re-engineering is a process which improves one’s understanding of software and
prepares and improves the software itself for increased maintainability, reusability, and evolution
[1]. However, while much has been written about the software re-engineering process, little has
been written about the SQA process of re-engineered products. It has been our experience that
the success of this re-engineering initiative has been tied to not only re-engineering the software
product, but the associated development and SQA process as well.

2 The Legacy Development Process

The DIAD software development lifecycle strictly adhered to the classic waterfall model. One of
the known dangers of this model is that it is often difficult in the beginning for the customer to
state all requirements explicitly [2]. However, compared to Digital Equipment Corp’s re-
engineering effort [3], few problems exist in the product requirements definition process.
Disparate business functions propose DIAD functionality and features to a central cross-
functional steering committee which reviews the relative cost/benefit and approves funding. The
sponsoring function then works closely with the DIAD software development staff in the
actualization of the business requirements and user specifications. Because all UPS employees
have an innate knowledge of UPS operations and the business case for any new functionality is
clearly communicated, there is minimal misinterpretation of requirements or specifications by the
sponsoring business function or the development engineers. Requirements are clearly defined and
unambiguous. The only hindrance was that the domestic product requirements definition process
was independent of the international product requirements definition process and vice-versa. As
such, the product team was separated into domestic and intemational project teams to ensure that
our internal customer’s needs were being met.

The bottleneck in the lifecycle was therefore not “requirements churn” [3] but the high degree of
coupling of the legacy DIAD application. All the requirements from dissimilar business functions
and the associated specifications for an entire product release had to be codified before
development could begin because of the high degree of interrelatedness of product components
and the subsequent likelihood that defects would be introduced and/or rework required if
requirements staggered in through the development cycle. Over time, business functions were
required to define requirements earlier and earlier for products that would appear later and later.
This too is a known detriment of the waterfall model but in this case the customer’s need for
patience was more product inherent than process inherent.

Furthermore, the split of the product team into domestic and intermational project teams
exacerbated the strain on the legacy DIAD application. Because of the strict and independent
time-to-market requirements in a rapidly expanding market, the single DIAD application becarne
several distinct applications from several distinct source bases that were now separately and
independently maintained. As such, a defect discovered and fixed in one source base had to
potentially be replicated in several other source bases. Moreover, that defect would then have to
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be certified as fixed by the product test group several times -- one for each source base across
three distinct hardware platforms. '

Ironically, while the DIAD was introduced to replace a manual recording process, the back end
legacy product test process was strictly manual itself. Initially, test plans were developed and
maintained using standard word processing applications; and manually executed by test
technicians. However the same competitive and time-to-market pressures in conjunction with the
radical evolution in functionality that had put great strain on the original software architecture put
an even greater strain on the manual testing process. The number and scope of test plans
exploded. People from many countries were brought in to assist the testing of the product in their
native language. As such, product testing was taking more and more of the development
lifecycle. Because of these pressures, full regression tests could no longer be done. However, this
revised strategy has proven effective since the DIAD application while strained is a field proven
software product.

3 Defining A Comprehensive SQA Strategy

Re-engineering is the fundamental rethinking and radical redesign of business processes to achieve
dramatic improvements in critical measures of performance, such as cost, quality, service, and
speed. It requires inductive thinking to first recognize powerful solutions and then seek the
problems it might solve [4]. In rethinking and redesigning our business process to support rapid
global expansion and recognizing powerful solutions for the future, it became clear that we
needed to:

1. Migrate from a provincial to a global requirements definition process.

2. Combine and reconcile the existing domestic and interational functionality.

3. Migrate from maintaining several source bases to a single source base.

4. Migrate from the strict serialization of the waterfall model to the parallelism of a concurrent
engineering model to increase engineering productivity by enabling small cross-functional
development teams to work concurrently on the DIAD product.

5. Enable software test to be performed concurrently with product software development to find
problems early in the development cycle instead of waiting for product/acceptance
certification.

6. Enable UPS to introduce new handheld products without radically changing software.

The implications of meeting these objectives were intimidating. Originally envisioned as a simple
application rewrite, the handheld re-engineering effort had also become:

e A monumental consolidation and reconciliation of requirements, specifications, and test plans
of radically different application functionality, operating languages, and data collection
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requirements. What were once clear and unambiguous requirements were now not only
ambiguous but conflicting.

e A configuration management challenge in that we now had to account for platform, language,
common functionality, region-specific functionality, country-specific functionality, and
configuration differences.

e An organizational challenge to merge mature independent project teams into a single cohesive
product group with a common vision and strategy

The primary objective of the handheld re-engineering effort was to be able to rapidly respond to
changing market conditions. To that end, the re-engineering effort had to encompass software
architecture, configuration management, test automation, documentation, organization, and the
development process -- a comprehensive and sustainable SQA strategy. Digital’s re-engineering
effort [3] was designed to ensure customer satisfaction and business readiness by migrating from a
technology-centered view of product development to a customer-centric view because of mature
development process but an immature requirements definition process. Conversely, we had to
migrate from a customer-driven release-centric view of product development to a technology-
driven product-centric view because of a mature requirements definition process but an immature
development process and software architecture. While Herculean in scope, only a comprehensive
approach would ensure long term success -- any deficiency in any one area would render the
product line unsustainable. The following describes the pillars of this comprehensive SQA
strategy.

4 Software Architecture

The highly coupled monolithic architecture of the DIAD application was the primary impediment
to migrating to a concurrent development paradigm. To allow multiple development teams to
work concurrently on the same software base would require a sweeping rewrite of the existing
software - merging multiple source bases into one would yield minimal benefit because of the
extensive component interdependencies. An analysis of the installed base defined the business
boundary conditions of the DIAD software re-engineering effort -- while there was some degree
of overlap in a majority of the DIAD functionality, each region and/or country had unique
product, service, and data collection requirements due to legal, regulatory, cultural, pecuniary,
addressing, and customer needs. It was therefore impractical if not impossible to develop,
support, and maintain a single “kitchen sink” application that could be fielded anywhere on the
planet. Instead, an intensive investigation of all fielded DIAD products yielded a “plug and play”
Application Modularization Framework that would allow different products to be generated from
a single source base for a specific region, country, state/province, operating center, or even a
single UPS Service Provider. To that end, DIAD functionality was re-classified and re-
implemented as either an Application, Service Module, Service, or Panel:

. An Application is a distinct thread of execution for a specific intended purpose. Using a

Windows analogy, Microsoft Word and Excel are separate applications that are co-
resident, interoperate, and yet independent of each other. Similarly, separate and distinct
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functionality that were once cemented together in the monolithic legacy implementation
could now be co-resident, interoperate, and yet stand alone. It was now conceptually
possible to add separate and distinct functionality without “polluting” the original
implementation.

o A Service Module is a distinct independent linkable context of an Application. An
Application can have zero or more Service Modules. Service Modules are incorporated
or deliberately not incorporated into an Application at product build ime but announce
themselves to the Application at initialization time. This allows us to introduce and
remove Service Modules without changing an Application. If incorporated, Service
Modules can be enabled or disabled by an external downloadable configuration or
initialization logic, or user entry. This capability allows us to deploy functionality ahead of
its actual introduction in the marketplace and/or remove functionality at run time if
requisite data 1s not available

A Service Module “owns” its constituent Services and Panels (see below). If the Service
Module is incorporated into the Application, the constituting Services and Panels are
automatically incorporated as well, whether the Service Module is enabled or disabled.
Conversely, if the Service Module is not incorporated, neither are its Services and Panels.
This feature allows us to optimize our utilization of DIAD memory. But most important,
this organizational paradigm facilitates the componentization of our source base. We can
now manage cohesive Service Modules rather than snippets of functionality spread over
separate source bases.

. A Service is a distinct independent linkable context of a Service Module. A Service
Module may have zero or more Services. Like a Service Module, it can be incorporated
or removed, enabled or disabled. However, where Service Modules are disabled at
configuration or initialization time, Services can be disabled and enabled at run time by the
Service Module. This capability allows us the flexibility to enable or disable functionality
based on user entry or Application state while still supporting a component organizational
paradigm.

° A Panel is the logical input/output mechanism for an Application, Service Module,
Service, or even other Panels. Panels encompass none, some, or all parts of the physical
DIAD screen. Panels define menus, fields, scrollable regions, valid keys, navigation rules,
validation rules, and action functions. An Application, Service Module, Service, and/or
Panel can have zero or more Panels defined.

A series of enabling technologies made this architectural re-engineering possible. We introduced
a platform independent hardware abstraction layer to facilitate porting to all handheld platforms, a
commercial preemptive multitasking OS to facilitate decoupling and scalability, a system-wide
event driven paradigm, an event-driven commercial user interface, string externalization, a
pseudo-relational database, a re-entrant and restartable filesystem, a scaleable heap, and a host of
other services. Furthermore, The Applications, Service modules, Services, Panels, fields, user
interface, database, and OS execution behavior are all defined in a series of rule tables which are
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easily expressed, modified, and maintained. While an in-depth discussion of each of these
initiatives are beyond the scope of this paper, they are mentioned to demonstrate the totality of
the architectural re-engineering effort and the extent of the infrastructure required to support the
plug and play Applicanon Modularization Framework

5 Configuration Management

As libraries of reusable software components continue to grow, the issue of retrieving
components from software component repositories has captured the attention of the software
reuse community. In order for the approach to be useful, the repository must contain enough
components to support development needs, a pre-defined structure to categorize and place these
components, and a retrieval mechanism to utilize them. Typically, structures required for retrieval
are often static and unable to adapt to dynamic development requirements because of the fluid
nature of changing technology, project dynamics, and customer needs. Once the structures are
created, they are set in stone[5]. This is what happened to the legacy DIAD source base.
Because of the separation of the product team into multiple project teams and the time-to-market
requirements, the source base was replicated in several distinct and separately managed version
control environments. Furthermore, the managed component was the constituent source file --
not the logical abstraction to which that source file contributed. As such, each product version
label was applied to each source module within its version control environment.

In contrast, the Application Modularization Framework enabled multiple products to be generated
from a pool of independently managed components that are largely release independent. By
developing a series of value-added extensions to our version control system, we developed our
“bill of materials” DIAD Software Configuration Management System (SCMS). Our DIAD
SCMS allows us to generate different combinations of Applications, Service Modules, Services,
and Panels from a true component base derived from a single source base. This mechanism is
similar to a parts list or bill of materials used to generate a hard manufactured good. The major
elements of the SCMS are the software version control system, component organization, product
environment configuration, product component configuration, workspace management, and
product generation.

There are 6 different component categorizations:

e Platform Dependent components are those logical entities which bind the hardware
abstraction layer to the target hardware platform. There are a set for each handheld platform.
These components are completely application independent and are typically managed and
released independent of any planned product.

e System Infrastructure components are both platform and application independent. Operating
System, Event Management, and User Interface services fall in this component category.

e Application infrastructure components are very similar to System Infrastructure components
in that they are platform and application independent however they are application centric.

-158-



“Middleware” such as data, Panel, Service, Service Module, and Application management and
support services are categorized as such.

e Application components are common to all applications while Application Dependent
components (e.g. address management) are specific to a region, country, operating center, or
user. However both encompass the elements of the Application Modularization Framework --
Applications, Service Modules, Services, and Panels.

e Language Dependent components are the externalized string index and text files associated
with an Application or Application Dependent component. This is a key distinction. To
support our plug and play mix and match strategy, applications no longer “own” language
files, components own them. Where in the monolithic legacy application a translation was
required for the entire application upon each release to create the language resource file, the
translation effort here is on a component basis where the language resource file is generated
automatically as a function of the product environment and component configurations.

The product environment configuration specifies the platform, tools, transformation rules,
country, and language for a given product. Before that product is generated, the product
environment configuration drives the selection of the Platform Dependent components,
precompiles all of the Language Dependent components associated with the Application and
Application Dependent components specified in the product component configuration, and defines
the transformation rules to generate the product. Finally it launches the product level make.

The product component organization defines the components and hence source, header, language,
configuration, and make files that define the generated product. The following is a sample portion
of a product component configuration file:

COMPI1_VER =19941003
COMP2_VER = 19960404
COMP3_VER =19930923
COMP4_VER = WIP

Note that instead of specifying source or application version labels, this product will be made up
of separately managed and released constituent components. A separate workspace associated
with this product configuration is created for each builder of the product so that updates may be
made to components which are Work In Process (WIP). The flexibility of this organization
allows a product builder to choose to incorporate released and/or beta (WIP) versions of
components to meet the development need. In conjunction with the Application Modularization
Framework, it is this capability that allows multiple concurrent teams to work in parallel and
allows us to target functionality for a region, country, operating center or single user.

The extensive flexibility of the Application Modularization Framework, the DIAD SCMS, and the

build, downloadable configuration, initialization, and run time configurabilty options provide the
capability to generate, manage, and deploy applications around the globe. However this flexibility
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comes at a severe price -- product certification. Herein lies the raison d’'étre behind our
comprehensive SQA strategy -- applying the legacy manual certification process to a re-
engineered yet unproved, untrusted, and immature software product will lead to disaster since the
legacy certification process will have an inherent bias towards the proven, trusted, and mature
legacy software product because of the same market pressures that spawned the re-engineering
effort in the first place. Furthermore, the combinatorial configuration options across multiple
languages and multiple hardware platforms rendered that already cumbersome process completely
inadequate. To make the handheld re-engineering effort a sustainable success, test automation
had to become an integral part of that same effort.

6 Test Automation

The DIAD is a hermetically sealed handheld data collector which has been ruggedized to
withstand extended temperature, shock, and vibration over a commercially available device. Its
external inputs are a matrix keyboard, an optical serial port, a signature pad, an integrated
barcode reader, and power (for recharging). Its external outputs are an 8x40 liquid crystal display
(LCD), the optical serial port, and speaker tone generation.

While similar in external I/O, the two DIAD product families - DIAD I and DIAD II are radically
different mechanically and electrically. Each have very different microprocessors, internal
peripherals, memory organization and distribution, power management, watchdog logic, glue
logic, firmware, key layout, number of keys, and key functions. However, with the architectural
re-engineering, the fundamental differences in platform are largely smoothed out by the hardware
abstraction layer, operating system, and file system -- the same generated application will run on
all three hardware platforms in both product families.

Because of the desire to provide rapid support for concurrent development and test, and since
there was general uniformity in I/Os and application behavior, a platform independent test
automation strategy was desirable. However, the generated applications had to be certified on
each hardware platform. In addition, that testing must be electrically and operationally non-
intrusive -- there should be no additional current drain when under test nor should the executing
application “know” it is under test. Furthermore, the test platform should be able to test anything
the DIAD can do in an unattended fashion -- closed-loop data collection and communication
activities. Nevertheless, the sharp electro-mechanical differences in the product families and the
hermetic design would make closing the loop very difficult. Furthermore there are no
commercially available shrinkwrap automated test tools for custom handheld data collectors. We
therefore needed a custom DIAD Automated Test Environment (ATE) to fulfill this strategy.

6.1 DIAD Automated Test Architecture

After clanfying the test automation platform requirements and issues, we formed an alliance with
a major embedded automated test vendor to create the DIAD ATE platform architecture as
shown in figure 1:
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DIAD Automated Test Architecture
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Figure 1 - DIAD Automated Test Architecture

The vendor’s Software Verification System (SVS) [6] host computer is the nucleus of the
architecture. It encompasses the script creation and execution environment that facilitates fully
closed loop unattended testing of the DIAD application. The host interfaces with a custom
designed embedded system, the Stimulation Processor (SP), which provides controlled,
programmable electronic input stimulation of the DIAD (e.g. key input, signature injection, etc.)
through a series of special connectors.

A microprocessor probe monitors all address, data, and control events generated by the processor
due to internal and external stimulus. These events are queued in the Buffer Box for retrieval by
the Event Capture and Processing Unit (EC/EP) -- a pair of boards that are resident in the host
computer. The EC/EP is a special purpose card set with its own CPU, large FIFO and
capture/buffering circuitry, I/O, and operating system. It also shares dual-ported memory with the
SVS host computer. Event capture encompasses accepting and buffering large bursts of data
from the DIAD’s microprocessor, filtering raw data and separating events from unwanted data,
and timestamping the filtered data and make it ready for processing. Desired events are processed
by the Event Processing card to transform them into representations that facilitate “closing the
loop.” For example, all I/O activity to the display controller is captured by the probe, filtered
through the EC, and transformed by the EP into the 8x40 text and attribute planes of the LCD.
The state of the display can now be verified against the expected output based on the external
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stimulus of the SP all under script control -- full visibility into screen contents and key activity --
and thus provides fully closed loop certification of all user activity. In addition, the SVS system
allows script visibility into all raw memory and I/O port read/write events regardless if the are
“preprocessed” by the EP.  Furthermore, the SP provides simultaneous stimulus (but not
monitoring) of the DIAD’s host computer to automate the uploading and downloading of DIAD
applications, configuration, and data fully under script control.

But as described at the beginning of this paper, the DIAD has evolved from a simple data
collector to a integral component in UPS’ real ime data communications network. To fully close
the loop, we need the ability to stimulate and verify the sending and receiving of messages as well.
Because of our vendor’s open architecture, we were able to customize the system to stimulate and
verify all DIAD communications activity under script control:

e Insertions and extractions into and out of the DIAD Vehicle Adaptor (DVA) -- our data radio
interface

e Visibility into data sent to the DVA by the DIAD (outbound messages)

e Injection of messages into the DV A destined for the DIAD (inbound messages)

Working closely with our vendor we were able to solve the conundrum of a platform independent
test automation on radically different platforms. The SP and EC/EP facilitate the normalization of
the sharp differences in the DIAD hardware platforms as the hardware abstraction layer did for
the DIAD application. While the SVS host-SP and SVS host-EC/EP interfaces are the same for
both DIAD product families, the SP and EC/EP functionality is DIAD product family specific as
is the microprocessor probe.

6.2 Automated Test Scripts

The SVS host provides a Windows 3.1-based interpretive script development and execution
environment. Low level scripts and SP and EP/EC script interface services are written in
swVLT™ or Software Verification Language. swVL is an extended ‘“C-like” interpretive
language/command set with library extensions. Scripts written in swVL and executed through the
SVS interpreter facilitate the issuance of keys, signatures, resets, uploads and downloads by the
SP; the execution of test cases, and the rules for comparing actual output provided by the EC/EP
against expected output.

However, we significantly extended the swVL execution environment by creating a more DIAD-
centric and script developer-friendly execution environment. The approach that was taken was to
use Visual Basic to create a script generation, edit, execute, and debug environment and to use
‘C’ instead of swVL for the majority of actual script parsing and execution. This option provided
us faster execution, more flexibility, and easier maintenance. The test scripts themselves are
written in DIAD Test Language (DTL) -- a simple yet powerful interpretive scripting dialect that
facilitates Ul certification, functional verification, data validation, load testing, resource
utilization, automated uploads and downloads, extensive logging, internationalization, platform
independence, script sequencing and re-use, et. al. While an in-depth discussion of DTL and the
extensive underlying support infrastructure is beyond the scope of this paper, it is important to
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note that this most visible and utilized component of our test platform represents the culmination
of our test automation strategy -- enable software test to be performed concurrently with product
software development to find problems early in the development cycle. The best times to give
active thought to verification and validation of the DIAD functional and architectural
requirements -- what criteria we will need to test these requirements -- is while compiling and
developing them [7].

The vendor platform in conjunction with our value-added components provided a mechanism for
automating the testing of DIAD I and II based applications. By accounting for product family
differences, the system has enabled engineers to generate re-usable test scripts to validate the
DIAD applications generated by the DIAD SCMS. This platform provides fully unattended,
automated, and non-intrusive closed loop testing of anyrhing the DIAD can do. However, even
100% complete application coverage and certification does not necessarily mean that the product
can be signed off as deployable. Because the application’s execution is on a resource constrained
battery operated handheld data collector we must also ensure that the application is well-behaved
in its execution environment.

6.3 Beyond Test Automation

Every time we add functionality we typically worsen our execution performance, power
consumption, and memory utilization. We have had on occasion to change application
functionality that had been proven 100% correct in the legacy certification process but had either
incurred excessive execution overhead, utilized improper power management, or had overutilized
memory. It was therefore imperative that we go well beyond simple application correctness in
our automated test strategy to also include resource utilization analysis -- CPU, memory, and
battery. Using the DIAD ATE platform’s capabilities, we are able to proactively monitor
execution performance, power consumption, and memory utilization on all facets of the DIAD
application independent of the functionality being certified.

Before, only an ethereal balance between functionality, execution performance, battery
consumption, and memory utilization existed in the DIAD application. Through understanding
usage models and our automated test platform we can now monitor, validate, propose, and
converge on new optimal solutions to encompass all four criteria in an iterative fashion before the
product is deployed.

Our automated test architecture and environment provides additional capability beyond its
primary mission and its usage goes beyond test automation personnel. Because the
microprocessor probe monitors all processor activity, it is possible for DIAD application
developers to perform full code coverage analysis by corroborating “hits” in the memory space of
the DIAD when scripts are executing against the locate map of the generated application before
software is released for test. Furthermore, the probe design allows for an in-circuit emulator to
be used instead of the target microprocessor. Therefore, if a script developer isolates a defect
during script execution, the DIAD developer can set hardware breakpoints and monitor
application execution to quickly isolate and fix the defect.
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The DIAD application conducts extensive logging of system activity to allow event reconstruction
in the case of catastrophic failure and to allow for the recovery of critical customer data.
However our automated environment now allows us to non-intrusively replay a user’s day from
those logged events. With this capability we can:

e Determine if defects found in the field are common to the released application, that particular
DIAD’s software configuration, out-of-spec usage, or a hardware failure

e Generate a global usage model of driver activity to assist in the determination of the optimal
balance of  functionality, execution performance, battery consumption, and memory
utilization.

e Certify new hardware configuration. Our vendors because of parts availability or reliability
goals have changed ICs, consolidated ICs into ASICs, and second-sourced major functional
components. Through our body of scripts and replayable days, we are able to field test a new
hardware configuration before it hits the field.

The DIAD Automated Test Platform and associated scripts facilitate the non-intrusive
certification of all DIAD application functionality --both UI and communications centric -- within
the context of a resource constrained handheld data collector in an unattended automated fashion.

7 Documentation

In the legacy release-centric paradigm, documentation of DIAD functionality went no further than
the functionality associated with a particular release. Therefore to determine the functionality
prior to N but also incorporated in N, one had to look up the functional specification for release
N-1, N-Zetc. The problem is exacerbated with the international releases. Functional
specifications for an international release were first developed in English and then sent to a team
of translators who would translate that specification into the language of the target market.

A massive consolidation and reconciliation of the functional behavior of radically different
application functionality, operating languages, and data collection needs was required. However
by moving from a release-centric view to a product-centric view what was once clear and
unambiguous was now not only ambiguous but conflicting. Our first attempt at consolidation and
reconciliation was the creation of a 400+ page DIAD Behavioral Specification (DBS) for just US
domestic functionality. developers. For a short time it helped but serious deficiencies became
quickly evident:

e There was no easy method to map the specified functionality to an Application Modularization
Framework classification or configurability options. Furthermore the encyclopedic extent and
linear organization of the specification made it difficult to use and maintain.

e Certain functionality was germane only to the domestic US -- how would we indicate that this

functionality was not to be translated for non-US applications, or translated for a subset of
international functionality?
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e How do we document the content of multiple releases across the planet that have widely
different functionality and operating languages? Even though products would be built from a
common component base, how could we maintain a country-specific release-centric view?
Moreover, how could we maintain a region-specific view that had multiple translations? How
do we perform the translations? How should the test scripts be organized?

The answer was to transform the DBS from an unwieldy, unmaintainable, and unsustainable paper
document to a manageable, maintainable, and sustainable electronic resource. The catalyst for
this transformation was the UPS Intranet and the World Wide Web. Now, the content of the old
DBS could mirror the inventory of Applications, Service Modules, Services, Panels, and the other
components created by the architectural re-engineering -- a product-centric release-independent
view. But more importantly, the organization of the new DBS could now reflect the release-
centric application generated by the DIAD SCMS from that inventory of components. By
employing HTML, RDBMS, and other technologies, we are able to tunnel through a document
with a region specific view, a language specific view, a country specific view, a platform specific
view, and a release specific view. We allow the user to see the deltas between release versions.
We are able to organize the common, common configurable, and country specific functionality
without polluting the other views. We can “exercise” the document as a user would “exercise”
the DIAD application -- thereby evaluating the human factors and functionality of the proposed
application organization before one line of code is written. We therefore also provide the context
and the environment in which translations can take place.

8 Organization

Before the re-engineering effort, an assignment to test the DIAD application was viewed as
potentially career limiting. There was little or no technical challenge, more time spent in manual
test execution then in developing test strategy, and no sense of ownership of the product since it
was the project teams that drove major design decisions - not the independent product test
group. After re-engineering, we changed the career development stereotype, created the technical
challenge, and through automation allowed the script developer to focus on test strategy, not test
execution. However, DIAD application, configuration management, test automation, and
documentation re-engineering does not necessarily imbue a shared sense of responsibility and
ownership.

To increase engineering productivity by enabling small cross-functional development teams to
work concurrently on the DIAD product, to enable software test to be performed concurrently
with product software development to find problems earlier in the development cycle, and to
create that shared sense of ownership and responsibility demanded that we not only merge the
domestic and intemational project teams but also to merge with the independent test group.
From that pool, small teams were assigned to tackle specific DIAD functionality -- typically two
application developers and two script developers with no assigned team lead. Task planning and
schedule development is performed by the team. Script developers could now re-order the work
of application developers to facilitate script development and execution, and vice-versa. Although
the primary focus of the team was to tackle a specific business problem, the application and script
developers were also to ensure the integrity of their individual product lines and product support
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infrastructure. These small teams are at once both product-centric and release-centric --
addressing the needs of the marketplace without straining the architecture and addressing the
needs of the architecture without shortcoming the marketplace.

9 The Re-Engineered Development Process

The conglomeration of these pillars of the comprehensive SQA strategy comes to fruition in the
re-engineered development process as shown in Figure 2:

Cross-Functional Task/Schedule Cross-Functional
Team Assignment Definition Team Released
|
Requirements ; ] éUpdate DIAD [ DIAD . ‘ EFuII Product(s) Component(s)
Definition ! i~ Behavioral Application Pintegration(s) +—> Regression |—> Release |-
Process Specification Development l Tests
DIAD ATE :

|'
Beta Release
of Component

Scnpt
Deve|opment]

Translation(s) ]
Ja
£y
Cross-Functional Task/Schedule
Team Assignment Definition
! {
; ‘ v
Requirements lUpdate DIAD I DIAD : ) Full Product(s)
Definition Behavioral | '~ Application Integration(s) | I~ Regression >
Process Specification Development Tests
& -
DIAD ATE
Script
Development Beta Release
of Component

[+
[+

[+

Figure 2 - Re-Engineered Development Process

No longer do the requirements from dissimilar business functions and the associated specifications
have to be codified for a particular release before development can begin. As figure 2 shows,
multiple concurrent tracks are now available -- the only limit to support a near random arrival rate
of business requirements is staffing. The already strong requirements definition phase is now
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enhanced to encompass both domestic and international analysis -- to define what target markets,
operating languages, platforms, et. al. the resultant features, products, and services will impact.

Once approved, a cross-functional team of DIAD application and ATE script developers are
assigned. Based on the scope of the requirements, potential Applications, Service Modules,
Services, and Panels are identified. Data collection needs are defined. An impact assessment on
the existing inventory of components and scripts is made. Configurability requirements are
assessed. The DBS is then updated on-line but the associated functionality is in an electronic WIP
quarantine -- it is not yet tied to any one release. Once the modularization framework, impact
assessment, desired configurability, and DBS entries are reviewed and approved, the
application/script design, development, and translation effort is defined and scheduled. Once
accepted, the DIAD SCMS is employed to create the workspace for the effort and manage the
affected component archives. The application, script, and translation development effort can then
begin.

Every effort is made by the cross functional team to schedule an appropriate number of early
integrations of DIAD and ATE functionality as a sanity check on the preceding phases, to perform
partial automated regression tests of the affected components, and to release functionality to the
entire product team to facilitate an in-house parallel beta test. The other development tracks may
or may not integrate the functionality into their workspace dependent on the orthogonality of the
efforts and/or the associated risk.

Once the functionality has been developed, reviewed, and certified under automated test, DIAD
application product(s) for the identified target markets, languages, and configuration are
generated via the SCMS. Each of these products go through the battery of automated tests to
certify the product -- acceptance, regression, execution performance, battery consumption,
memory utilization, et. al. Once passed, the constituent components but not the generated
applications are released and the SCMS component inventory updated. The associated DBS
entries are then moved out of quarantine but are still not associated with a particular release.

A product release encompasses the same certification effort as a component release except that
the product encompasses the entirety of completed constituent components for a particular target
market, language, and configuration at a desired time. Once released, the product’s component
configuration is archived in the SCMS and the DBS content is updated to allow navigation
through the various views.

10 Summary

It is important to note that the creation of this comprehensive SQA paradigm and the subsequent
sweeping re-engineering effort required intensive planning, capitalization, staffing, and foresight.
Certain elements, such as the handheld re-engineering effort, took longer than planned. UPS has
also had to support both the legacy product/process and the re-engineered product/process as it
transitioned from one paradigm to another. But because of the power of this new paradigm, a
great deal more flexibility and entrepeneurship is now permitted in the decision to define, develop,
release, and deploy DIAD based products and services. Instead of being driven by the serialized
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restricions of the legacy architecture and process, release decisions are driven by more
immediate customer satisfaction, volume development. and profit potential. The investment in
architecture, configuration management, test automation, documentation, organization and
development process has yielded a sustainable enterprise that will not only support our installed
base but expansion as well -- whether in new products and services, operating languages, or even
hardware platforms. UPS is now more nimble in its ability to rapidly respond to changing market
conditions worldwide.
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1.0 Abstract

This paper will endeavor to elaborate on the process and information flow and identify the
stakeholders and their roles during a software beta process. The software business community is
keenly aware of the need to do multiple pilot programs for a software product, before it is made
available to end-users. This stems from the fact that it is typically not practical to complete all
the multitudes of possible test combinations, in-house. These pilot programs are typically
labeled as alpha, beta or gamma releases, where the software is sent to a select few customers,
first in known environments and gradually eased into the unknown. (Clear definitions and
distinctions will be provided for each of these phases in the paper. For the sake of discussion in
the abstract, all the phases are collectively referred to as the beta process.) The intent during the
beta process is to understand the potential of the product - to identify the strengths and
weaknesses early enough - to create an opportunity to rectify the weaknesses and enhance the
strengths.

Before the beginning of the beta process, the product is usually a completely functional
product. The beta process helps the customers get early access to the software. It sets the stage
for customers to evaluate the product for its features and their own needs for its functionality in
their business. Conversely, the beta process provides an opportunity for the software producer to
test-market the product and gauge the reliability and usefulness of new features. For instance -
the demand for the product can be gauged by the number of customers willing to participate in
the beta program. The beta process has grown in its significance to influence critical business
decisions in the complex, growing and fiercely competitive software industry. Internal testing
and verification, once thought to be the key in producing quality software is simply not
sufficient. The growing inter-dependency of software packages from different vendors makes it
absolutely essential to test any software product in as many diverse environments as possible.
For a business to acquire all these diverse test platforms is not only unrealistic, but least to say,
simply not cost effective. The same goal can be achieved by carefully soliciting and selecting the
customers for the beta program.

The goals of a beta program can vary depending on the size of the company, the maturity
level of the software product, the demand for the product, the reputation of the product, the
market size, the demographic mix of the customer base, among other factors. The complex
software marketplace, with its ever-increasing competitive pressures lends another dimension to
the beta process. The feedback required of a beta program is usually very cross-functional, for
instance - Engineering wants to know if the defects are solved, Marketing wants to know if the
product is ready for release, Sales wants to know the demand for the product. This makes the
goal-setting process a very important stage in the beta cycle. Regardless, accurate and timely
information is the key to a successful beta program and subsequently, a successful beta program
is very essential for the success of a product. From the competitive angle, the timely and
accurate information during the beta program can create significant competitive advantage.
Facilitating and managing the data flow between the various cross-functional departments and
the beta customers becomes very important in shaping the future success of the product and the
business.

In establishing the need for a well managed beta process, the paper will set stage to

introduce an important concept in Automated Software Quality (ASQ) and the use of software
quality tools during the process. The discussion of both ASQ and the tools primarily focus on the
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need to address the serious lack of accurate and timely information flow during the beta process.
The goals of ASQ, in its purest form, is simply to automate the necessary quality processes, to
ensure consistent and standardized use, to help businesses achieve competitive advantage.
Quality processes have evolved over the years, but are usually time consuming or inconsistent
due to lack of tools. While the software industry, in its growth phase, primarily focused on
bringing technological advances to the mainstream customers, it neglected to address quality
issues. As the technology matures, more attention is now paid to these issues. ASQ allows
businesses to align their processes to their goals in achieving superior quality for their products.
The tools used during the beta process are - a defect tracking tool to help understand the
readiness of the product, a call tracking tool to capture, log, understand customer feedback and
PureVision, a remote run-tracking tool that captures all essential elements of the runs at the beta
customer site and automatically sends it back to the software developer.

Effective management of the information flow is very essential for the success of the
beta program. The feedback coming in from the beta customers has to be timely and reliable to
make decisions for projecting the future of the product and, hence, the business. Currently,
various personnel from various functional departments contact a beta customer for specific
information. Synergies are lost due to this random and arbitrary collection of data. More so, it is
often forgotten that by being in a beta program, customers are providing a valuable service and it
is very essential to be sensitive to their time constraints. A solution to these problems would
mean that the information should flow unobstructed and seamlessly from the customer to the
appropriate functional teams. This solution should also allow various teams to look at different
slices and combinations of data, to have access to the complete picture, rather than getting
pigeon-holed to a certain cross-section of data. This solution should be automatic without the
need to initiate any contact with the customer, other than signing them up in the beta program.

The paper will include results from the various experiments that have been done here at
Pure Software Inc. These experiments used the remote run tracking tool (PureVision) in the beta
programs of other products. The quality of feedback was immediately apparent, but the real
value was seen when PureVision, in combination with the other tools, was able to present the
incoming data in an easy and graphical manner. However, this paper is not about PureVision,
but about the beta process. The main theme is to understand the need to automate, the need to
exploit the information received during the beta process and gain competitive advantage.
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2.0 Scope

The word beta is frequently used in the software industry, however, it is always not used in the
same context. There is no single definition for this word and hence, it becomes quite necessary
to define it, and understand the context in which it is used in this paper. Prior to defining beta, it
is necessary to understand the software development process.

2.1 Designing, Development and Release of Software at Pure Software Inc.

. Development Release
Concept —_— Design d Q feedback Q b
Coding and testing
Externat Feedback
unng beta
Figure 1: The Software Release Process Life Cycle

Software products are created by converting an idea into a concept, where it is stated it in terms
of features and functionality that could be used by potential customers. The concept is then
debated and refined to understand the implications of the product in the market place, which
leads to the design phase. In the design phase, the requirements are separated in logical
components and the pieces are put together in the most efficient manner possible. At the
completion of the design phase, a functional specification document is written which helps the
software team understand all the logical strands that connect the different pieces. The software
team then proceeds to develop the software. Development of software is the process of writing
and testing the code to ensure that the end product complies to all the requirements specified
during design.

Testing of software, in its most elementary form, begins during the concept and design phases.
During these phases, the underlying ideas and the various methods of implementations may be
refined. However, software testing, as commonly known in the industry, begins only after a fair
amount of code is written. Blocks of code are written and tested in an incremental fashion,
before they are joined together to complete the software product. Figure 1 depicts the feedback
stages during development. The increasing thickness of the feedback arcs signify the increasing
complexity of the content in the feedback information and the increasing difficulty in
incorporating the feedback information into the software product. This process of coding and
testing is repeated until the software starts to resemble the desired end product. At this stage,
internal testing has usually outlived its usefulness. Most software products are required to work
in tandem with other software, in various hardware environments. Sometimes, they are required
to be tailored and optimized for various business situations. Given the demands of the
marketplace, in almost all cases, software products require external testing under a variety of
diverse conditions.
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2.2 Beta Testing at Pure Software Inc.

Alpha and beta testing of software products are the various stages of external testing. For the
scope of this paper, the following definitions are used

Table 1: Release Definitions

Release |
Alpha AH featute mtegratlon complete | Friends and Family -
e Test in'largely know environments. | include customers with
* * Some previously unknown functionality may be | long standing relationships,
inchuded. inclade partners where the
“All changes t code require commumcatxon o lf}tefdepf"ndeﬂ.(?}’. of product
project team and documentation of the changes | 1iR€s are important to
are required to be made in the bug tracking mutual customer base.
system .
Beta e Fully functional as specified in functional Full internal deployment.

Customers selected to
ensure: wide coverage of
unknown environments.

requirements document.
Test in real and unknown environments.
e Identify and target these environments based on

- earhier feedback. | All alpha test sites to be
fo. Inciude env1ronments that have evolved inthe | included to verify chanw:_s
fast moving software marketplace. ' 'made durmg aIpha '

All changes require peer code review.
Include all deployment functions to ensure
smooth delivery of software at release.

It is already quite apparent that the amount and the quality of feedback information during the
alpha and beta stages of product development is very important. Collecting feedback during the
alpha stage is not very difficult due to the nature of the targeted customer base. Not only that
they are friends and family and hence, have close relationships, but the targeted customer base
during alpha is also quite small. However, the scenario changes quite drastically as the product
enters beta. Feedback becomes more critical and at the same time it becomes increasingly
difficult to get it. The customer base gets to be quite diverse and it takes a fair amount of
proactive follow-ups to get the required information. Some of the important issues at this stage
that directly affect the quality of feedback and hence the effectiveness of the beta program are:
¢ identifying the customer base (can’t be too many, yet needs to be quite diverse)

e timeliness and content of feedback

e focus of feedback

e cost effectiveness of feedback received
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3.0 Introduction

3.1 Automated Software Quality

The underlying theme of this paper is about the use of automated tools that help in streamlining
these processes. The beta process is one among the various processes in a software industry that
is of vital importance to ensure the success of a product in the highly competitive marketplace,
but the general framework may be used to redefine/reengineer other processes, as well.

The purpose of beta testing is to get the product out to customers and get useful feedback that
could be incorporated in the product before release. In most cases, the customers are not very
well identified, the feedback is not solicited with any degree of focus and the beta testing process
usually becomes a very loosely connected series of events, sometimes even chaotic. Like any
process, beta testing involves interaction between people, procedures and tools. These tools are
referred to as the ASQ tool kit.

Figure 2 shows the interacting functional organizations and the automated tools used to

communicate and facilitate the process. The tools and the process will be described in more
detail in the next section.

Figure 2: Process Interactions and use of automated tools
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4.0 Beta process

4.1 Traditional Model

Based on either the state of the software or the need for release of the product, the product is sent
out to several beta sites. These beta sites are usually selected by

o the software engineers developing the software. Consequently, these sites are usually their
contacts, personal and professional. Not much thought is given to the usefulness of the
product in their environment. Feedback is quite limited as beta software is usually perceived
to be unstable and hence, there is a reluctance to use it in the intended environment.

e the product marketing manager or the person responsible for the financial accountability of
the product. The beta sites selected are usually existing customers from other related product
lines or potential customer contacts made at trade shows and other marketing events. Not
much thought is usually given to the technical viability or capability of the beta site.

Beta software is sent out, occasional follow-up is attempted and the beta feedback is completely
driven by the beta sites and the entire process ends up being very reactive in nature. This model
can suffer from the following problems:

e Insufficient feedback due to the lack of diversity in beta sites.

e Inability to send significant feedback due to lack of need for the product.

e Timeliness of the feedback.

e Deployment tasks are not involved until after the beta is “successfully” completed.

This chaotic process can best be described as “shot in the dark”. The feedback information is
either not adequate or not focused enough to make any decisions.

4.2 Streamlining the Traditional Model

4.2.1 Philosophy

The intent to streamline the beta process is

e to increase the usefulness of feedback information. For example: to be able to identify and
prioritize the problem areas in the product.

e to get the feedback information in a timely manner.

e to ensure incremental improvement in the quality of the product after every beta release.

¢ to be able to make informed decisions that affect product release.

e toensure product delivery organizations are well connected and ready to handle the release
of the product.

Feedback information is considered to be the key during the beta program. The product team and
the beta management personnel ensure all internal issues to be resolved before a product enters
the beta testing phase. The following sections describe the actual process that is used at Pure
Software Inc.
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4.2.2 The People

The beta programs are managed by the Beta Management team. The team consists of a Beta
Manager, who reports to the vice-president of World Wide Technical Support and 2 beta
administrators. The team is involved in project life cycle planning even before the product
reaches the beta stage. Access to the product team and the product well in advance of the beta
program helps the beta management personnel to get trained and pre-plan the profile of a beta
customer.

4.2.3 Process Description

Beta Plan for Purify

Goals:

* Ensure backward compatibility with Solaris 2.4 and below

* Bug Fixes, Solaris 2 5 support & PureDDTS Integration

* Ensure all internal functions are in place for product deployment.

Specific Testing Coverage Goals:

+ Verify bug fixes for customers with <previous product release> problems.

+ Test PureVision + Test Japanese Localization (Need feedback)
+ 3 DCE customers, Solaris threads + Sites that have Purify and PureDDTS.

Beta Schedule
Jan ‘96 Feb Mar Apr May Jun
|--26 | 1-7 | 17----1 [-ee-2emevl |--==-9---} . et 17-1 [-5-em-- 10- 20---1--28
Compile | | | | | | l Gamma | |
List Beta Beta-1 Beta-2 Beta-2a Beta-3 Beta-3a Gamma FCS FCS
Checklist Checklist Checklist

Overall Testing Coverage

Operating Systems:

+20 Customers on Solaris 2.5

+ 20 Customers on SunOS/ Solaris 2.4 and below (Ensure backward compatibility)

Number of Customers
Targeted 50

Have 15
Beta Tasks:
Pre Beta
Who | Bne What .
SR 1/29/96 Solicit Customer Sites
PR 1/29/96 Provide additional key sites
SL 1/29/96 Update 1argeted Problem Reports for this release.
AA 2/4/96 Send Tester profile. Receive environment. configuration from installed sites
AA 2/7/96 Create customer/environment matrix, Create and update beta site list
RW 2/7/96 Beta Checklist

Diring Beta
| SR Weekly Follow ups on defects, Beta Repori
RW 6/5/96 Gamma Checklist
AA 6/13/96 Send Beta Survey
AA 6/18/96 Survey results consolidated
SR 6/20/96 Final Beta Report
RW 6/20/96 FCS Checklist

Post Beta

AA 6/18/96 Thank you notes

AA 6/28/96 Upgrade notice to beta customers (includes all customers who have reported
bugs in the previous release) First Customer Shup (FCS)
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The beta plan contains the details of the necessary components that are required to ensure
comprehensive testing in unknown environments. The targeted customer base is explicitly stated
and the beta tasks are well defined. Responsible personnel for these beta tasks are identified and
the target completion dates of these beta tasks are specified. See Figure 3 for a sample beta plan.
The beta plan signals the start of the beta process and summarizes the steps that define the beta
process.

4.2.4 Customer Solicitation

The first task of the beta process is to find the right mix of beta customers. This task is very
important to ensure the success of the beta program. Beta customer sites are identified and
solicited to fill a particular need during the beta program. Table 2 lists the types of customers
and their purpose during the beta program.

Table 2: Beta Customers
Target Customers | Their plrpose during beta

Verification Customers Customers who have reported problems with the earlier relea es of the
' e ) product These customers provide feedback:on verification of the
defects that are fixed in the current release. .

New Customers ‘| Potential customers identified either by the sales team or potential
| customers with diverse operating environments. These customers
provide feedback on the stability of the product in new, diverse
environments.

Development Partners | Other software vendors who may sell to common customer base. If
the software products are used in the same environment, it is essential
1o test the interdependency between the products.

Loyal Customers/ Fans | Customers who absolutely have to have the product and have a dxstmct_
of the product . -~ | liking for the product. ‘These‘customers usually are the first ones to
' install the product and provide feedback. These customers also are the

‘| easiest to solicit, as they ask for the product. -

The solicitation letter contains an invitation to the beta program and includes a questionnaire

asking the prospective beta customers for the details on their environment configuration. An

environment profile is developed as the replies come in. This report helps cross reference the
beta sites with the coverage goals, as stated in the beta plan.

See Table 3 for the customer environment profile. This information is very useful in
understanding both the coverage of important factors and the need for focus in testing specific
environments.

Table 3: Beta Customer Environment Profile

EMail Operating Compilers Debugger
System :
Solaris 2.x | SunOS | SWx.0(2/3) |gcc/g| acc |/bin/| xbd | dde [ dbx | gdb :
(2/3/415) 4.1.x ++ cc ;
(1/2/3/4)
Customer 1 2 4 3 X X
Customer 2 2 4.1.3_U1, 3 X X X
4.1.4
Customer n 4 2 X X
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4.2.5 Beta Feedback

The customer environment profile helps in qualifying beta sites per beta release. It also helps in
targeting resources towards select customer sites for gathering feedback. Feedback obtained is
communicated to the product team by publishing a weekly beta report. Figure 4 shows a sample

weekly beta report.

Figure 4: Sample Beta Report
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The data presented in the beta report is gathered from reports generated by tools used by the
interacting organizations. See Figure 2 for data flow between organizations. The beta site
information is gathered from the remote run tracking tool (data from the customers), the defect
list information is collected from the defect tracking tool (database for the development team)
and the qualitative information about the runs are collected from the call tracking (data from the
support organization) where the customers calls or remote runs that result in abnormal exit are
logged.

4.2.6 Data flow

The defect tracking tool is used to log defects as found in internal testing and as reported by
customers using the previous version of the product. The defects are prioritized into must,
should, could and not categories. A product does not enter beta, until all the must defects are
resolved. Consequently, a product in beta is not released until all the must defects are resolved.

When the product enters beta, the remote run tracking mechanism provided by the remote run
tracking tool is enabled. This allows the product to collect and transmit data regarding each run
back to the product team. The beta team uses this information to record the following statistical
information

e # of customers, # of active customers
e # of runs, per customer
e # of crashes per site, per beta version

This information combined with the information collected during the solicitation process
provides a detailed insight on the usage of the product in beta.

The beta team then proceeds to interpret the data and infer qualitative information. Some of the
qualitative information that are useful during beta are:

e alarge percentage of beta sites active would indicate that the product has
high demand in the marketplace.

e testing coverage details can be inferred by cross-referencing the environment
grid of the active beta site and the run tracking data transmitted.

e the run tracking tool also returns all state information that occurred during a
run. If the run happened to terminate abnormally, the state information
would help in duplicating the error and resolving the issue.

e the state information also helps in categorizing the abnormal exits (defects).
This helps in prioritizing the defects depending on either the number of beta
sites reporting the error or the severity of the error.

e For a new product in beta, if the information provided indicates a high
demand, it would be worthwhile to pass the information to the sales and
marketing organization. If the product is sold during beta, identifying
demand may help in forecasting revenues.

The call tracking database logs all customer reports and errors reported by the run tracking tool.
These reports provide a great deal of insight in analyzing, debugging and resolving the defects.
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5.0 Results

Some of the experiments conducted during several beta programs, using the above outlined beta
process revealed some extraordinary gains. These are summarized in two main categories:

5.1 Timeliness

The turnaround time for customer feedback improved from an average of 1-3 days to a few
minutes. The remote run tracking tool transmitted the details of the beta site and the runs of the
product in beta as soon as the run was completed at the beta site. More importantly, it always
gave an accurate number of active sites using the beta product.

5.2 Cost Savings

To understand the effectiveness of the tools that help automate the beta process, an estimate of
the expenses incurred without these tools is presented.

Assumptions

e 400 beta sites

e 4 betareleases

e $2foreach follow-up via phone or fax
e 4 follow-ups for each beta

The total expenditure for just the follow-ups is $12,800. This does not take into account the
other hidden costs in the traditional approach, such as:

o feedback may not be timely.

e feedback received is not accurate or complete, resulting in the defect not getting resolved.
e no accurate count of beta sites, runs or crashes.

These hidden costs are bound to impact the quality and time to market of the product in beta.
The benefits of using these tools in the beta process are quite apparent. However, these tools are
not quite useful without a process in place. Collecting, interpreting and presenting the data plays
a very important role in making informed release decisions for the product in beta.
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6.0 Conclusion

Streamlining the beta process at Pure Software Inc., using the methodology discussed in this
paper, has proved to be very successful. The various organizations that participate in the beta
process have acknowledged the improvements. In the past, the technical support personnel used
to manage the beta process and the creation of a separate beta organization has taken away a lot
of unrelated tasks from them, leaving them focused in their customer support function. The
development team is left to focus on the technical details of the product, while the beta
management personnel receive and manage the feedback information during the beta period. The
testing team is not frustrated in its inability to test all possible combinations. Apart from that, this
new process has brought about a sense of ownership to different pieces of information that is
critical during the deployment process of a product. Various related databases are now
connected. Information flow and exchange has become more standardized.

The ultimate winner has been the customer. Beta announcements are usually made by sending an
electronic mail. The announcements originate from beta management personnel and the
customers have a single contact point for all beta related issues. The beta management personnel
act as the front line contact for beta customers. However, the expertise of other organizations is
used to ensure both quick and accurate responses. The benefit for the customer is a single point
of contact and clear communication. The schedule of the release process is communicated well
in advance and all the important milestones are highlighted. The beta customer is often
contacted by Pure Software when the run data shows any discrepancy. This is in contrast to the
customer making frantic calls to technical support. Customer relationships have improved
tremendously over the last year. One indicator has been the post-beta survey. The surveys being
returned have exceeded 20% of the total beta customer base and is increasing. The responses to
the questions in the survey has had a positive trend, not only for the beta program or the product,
but also for related areas such as documentation and technical support.

The primary reason for the success of this process is the use of automated tools. The various
tracking systems used in identifying, managing and interpreting the feedback information have
added immense value to the process. The defect tracking, call tracking and the run tracking tools
help facilitate the information flow between the organizations to be able to make well informed
decisions that are critical to the success of a product. The defect tracking and call tracking tools
helps in assessing the quality of the product prior to, during and after the beta period. The run
tracking tool is used only during the beta period and it helps in linking the data from other tools
and customers. From useful debug information that helps in fixing defects to valuable
information about the installed beta customer base, the run tracking tool provides the backbone
to the infrastructure developed by this new process. Finally, the process has fostered a great
environment for building cross-functional product teams. This process has a lot of hand-offs and
functional teams rely on each other for communicating related events. The automation has
achieved these critical events to seamlessly fit into the cogs of the day to day business events.
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Abstract

Many new companies find themselves in the same position our team was in.
They have been developing a good product but their success makes change
necessary. Success means more products need to be developed in less time.

This paper looks at the process of moving from an ad-hoc testing process to a
process to a defined process. In an ad-hoc process, there isn’t time to collect
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Summary

The initial process was an ad-hoc testing procedure. There was continuous
testing during the duration of the project. The test cycles were about two
weeks long.

The first improvement was written test procedures in the form of a Test Item
Specification (TIS). This resulted in being able to test the printer in a single
week leaving a week for the vendor to fix defects. It also made defect easier
to recreate. It has the long term advantage of being able to reuse some of the
tests.

The next improvement was up front planning. Up front planning came in
two steps. The first was test plans. Test plans allowed planning of resources.
Before tests were written, we could plan what areas would be tested, what
areas would not be tested and the risks involved. This allow management to
accept the risks or provide additional resources.

The other up front planning tool came later. That was the work break down
structure. The work breakdown structure (WBS) described each task, how
long it would take, the resources required, other tasks it depended on and
how to tell when it was completed. This detail of planning was important
with multiple overlapping projects. It allowed the essential tasks to be
completed on the first project. Then, the resources could be shifted to the
second project to complete the essential tasks. The resources could then be
moved back to the first project to give better coverage by completing
additional tasks on the first project.

The better planning allowed better use of personnel. This was also an
incremental improvement. First, test fixture operators were brought into run
tests. This freed engineers to do more planning and test design on following
projects. As the process became better defined and the test operators became
more experienced they could take on additional tasks. Several of the
operators became test technicians. These technicians became capable of
analyzing tests logs, test output, submit some defects and flag other defects
for the engineer to analyze. They also began modify some of the manual test
procedures under an engineers guidance.

There were mistakes made. One mistake was moving the writing and
maintenance of the interface specification out of the QA group. The QA
group spent more effort in getting enough detail to be testable and in keeping
the specification up to date. Fortunately, changes to the specification were
recorded in FAX’s until the specification was updated. FAX’s are a benefit of
working with an outside vendor.
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Introduction

This paper takes an chronological description of the process improvement.
This is done to highlight the fact the improvement was incremental and not a
single step.

This division of Tektronix produces color printers for the office, commercial
artist and engineering environment. Part of the print engines are developed
by other companies. The print engine is part of the system that puts marks
on paper. The team discussed in this paper tests the software that controls
the real time processes in the print engine.

Each version of software arrives in the from of firmware burned into PROM’s.
The software is refereed to as firmware because new software can’t be
shipped to the customer on a floppy if a problem is found after it’s released.

This paper focuses on the team testing the print engines from OEM vendors.
Their approach was somewhat different than the team testing internally
developed print engines. For example, the team testing the internal print
engine firmware could get access to sensors and could talk with the design
engineers but the specifications they got were less complete. A description of
the internal print engine firmware team’s approach can be found in “Mother2
and Moss: Automated Test Generation from Real-time Requirements” by Joe
Maybee in the 1993 proceedings of the Pacific Northwest Software Quality
Conference.

Ad-hoc Testing

The printers were doing well very well against the competition. This success
brought two problems. First, selling more printers made it too expensive to
send a technician to each customer to replace the PROM’s containing
firmware. Second, more products needed to be tested more quickly.

The process, at this time, was to push a print engine into an engineer’s
cubical. Testing would continue until a new firmware release was ready in
two weeks. Nine months later you have a brand new printer product. This
engineer wrote the interface specification, interfaced with the vendor and did
the testing. No time as allocated to write the tests before the printer arrived.
This meant all the tests was done ad-hoc.

Ad-hoc testing has a number of problems. One problem, it’s sometimes hard
to recreate failures. Without the testing sequence written down, it’s easy to
leave out a step that got you to that failure. A second problem is there is no
test procedure to build from for the next printer. A third problem is with no
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preplanning, you can’t optimize the testing strategy. This made for a very
long testing process.

Define a process

This long testing cycle was something that the manager very much wanted to
change. The question was how. There was never time to improve the
process. In fact, there wasn’t an organized process. Most of the team were
mechanical engineers responsible for evaluating potential print engines in
different technologies. @ There was only person with software testing
experience in the team. He was too busy testing to improve the process.

During a re-organization, the print engine team and system software QA
teams came under the same manager. He added half an engineer from the
QA team to the engine firmware team to speed up the testing process. The
engineers took the opportunity to design the tests before testing began.

The Test Item Specification (TIS) used in the software QA team was used.
This had three main sections what will be tested, a list of test cases and test
procedures. Each section could be reviewed before proceeding to the next.
This allowed corrections to the earlier sections of the TIS before time was
wasted on the more detailed later sections. Also, the earlier sections were
shorter making it easier to get the design engineers to spend time from their
schedule to do a review. The TIS format is shown in Appendix 1.

The first section of the TIS described what was going to be tested. In the
software QA team this section was reviewed by the design engineer who
wrote the code that would be tested. Since the design engineer for the engine
firmware was in a different company, the design engineer who was the
customer for the engine firmware reviewed this section and the other QA
engineer reviewed this section.

The second section of the TIS was a list of the test cases. The test cases
referenced requirements in the interface specification. The engine firmware
QA team was fortunate in having one of the best specifications. This was
partly because we were dealing with an external company. It was also do to
the fact that we wrote the specification. This specification meant designing
the test cases could go more quickly. It also meant we could tie the cases
back to requirements in the specification.

The third section of the TIS was the actual test procedures. The procedures
were optimized to team tests with like configurations together. For example,
detecting letter size paper, being able to feed the letter paper though the
printer and printing on letter size paper in the correct location could all be
tested with a single step. While, being able to detect the absence and
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presence of the second feeder was done in two different steps because all the
single feeder tests were teamed at the end of the procedure.

The first benefit was the testing could be done in a single week. This gave
the vendor a week to make changes before sending a new version. As the
code became more stable and had fewer failures, the test cycle was reduced to

two days.

A second benefit was isolation was easier. Each procedure step was self
contained and written down. This meant the failure could almost always be
duplicated by repeating the procedure. A few failures were timing related
and were hard to reproduce manually.

A third benefit came when we started the next project. We could re-use some
of the work we had done on the last project. Even though the new printer
was a different technology from a different company a large part of the areas
to be tested and test cases could be used as a starting point for the new

project.

The fourth benefit we hoped to get was freeing up more of the QA engineer’s
time by having test fixture operators run the tests. We exceeded our
expectations. We designed the test procedures for a test fixture operator with
a good attitude and minimal computer experience. However, we often found
people who were much more capable. As the test operators became more
experienced an became test technicians, the QA engineers were freed to work
on additional tasks. While we had hoped that would give the QA engineers a
chance to work on better tools, it often meant it gave the team a chance to do
more overlapping projects.

As the test operators became familiar with the tests could soon check the
output and log files. Anything that they weren’t sure of or that needed
investigation, they could flag for the engineer to look at. The next logical
step was for them to submit the defects they found.

Up Front Planning

On the first project, the test planning had been done by the software QA
team. This had one major problem. They did the test plan based on their
schedule. When they put together the test plan, the engine firmware QA
team had finished test design and was already testing.

Having the test plan done before test development began. Gave the chance to
get the necessary resources lined up ahead of time. The biggest benefit was
being able to show the need for a test operator. This would allow one of the
two QA engineers to start on the next project earlier. The advantage

-186-—



management saw was some of the work could be shifted to less skilled people.
An example of a test plan is in Appendix 2.

The test plan described what areas would and wouldn’t be tested. This listed
what tests would or wouldn’t be developed compared to the TIS which listed
individual test cases that would or wouldn’t be tested. (A test here is a test
procedure or a set of test cases. A test case is check which can either pass or
fail.) The test plan also included what equipment and personal was required
for the level of testing described. This allowed management to compare the
coverage against the cost.

An other important section was the risks section. This described what could
go wrong and how it would be dealt with. For example, the risk that an other
project schedule slide which would cause a conflict in resources would be
handled by putting the resources on the highest priority project and delaying
the other project.

The importance of up front planning is it allows holes in the process to be
identified early enough to solve. A section of the test plan lists personnel and
the training they will need. This identified the need for documentation for
the new test fixture operators to learn the process. This was a more effective
and complete method than having the lead test technician tell the new
operators everything they can think of when they arrive. Our test
technicians were a logical choice to do that documentation. Having
completed the testing on a project, they had the best idea what the new
operators needed to know. Also, the more tasks the QA engineers didn’t have
to do, the more they could concentrate on improving the process.

Tools Are Part of the Process

The TIS’s and test plans had eliminated enough problems that the effort to
port the tools from one project to the next became the biggest stumbling block
that management saw. The engineers saw the lack of test logs and the
scripts ability to handle unexpected events as a major problem.

The new test fixture is shown in figure 1. The fixture was easier to move to
new printers because the logic on the minimal image processor (MinIP) was
in an LCA instead of discrete logic on a wire wrapped board. Log files were
added to test fixture. The assembler like format was retained in the scripting
language. Branching, symbolic constants and macros were added.
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Figure 1 - Test Fixture

The ease of modifying will be a benefit on future projects. The additional
features in the scripting language made it easier to handle complex
conditions and errors. The tests were able to report failures to the log then
attempt to return the system to an expected state. This made it easier for the
test operators. For example, they didn’t need to run an other script to eject
paper from the printer.

When this tool was being developed, the engineers wanted to be more
aggressive and make bigger changes to the tool. Management wasn’t sold on
the benefits were worth the risk of that radical a change. At this point in the
team’s evolution, it would have been effective to present data quantifying the
benefits. There was now sufficient process and data to support a more
systematic approach. But out of habit, the team took the what they could
get. The incremental approach had severed them well up to now. They
Knew that they could add the MOSS tool after the test fixture was proven. As
it turns out the biggest reason for taking the more aggressive approach
wouldn’t have shown up in the data. The move aggressive approach would
have made the tools used by the internal engine firmware QA team and
external engine QA team more common. It wasn’t know at the start of the
project that the two teams would be combined by the end of the project.

The MOSS tool takes requirements in the form of a state table. Allows the
specification of the initial state, stimulus, response and the terminal state.
Being a real-time system, the specifications include timing information. For
example, a complex response may list several statuses and the time interval
for each. A complete description of the system can be found in “Mother2 and
Moss: Automated Test Generation from Real-time Requirements” by Joe
Maybee in the 1993 proceedings of the Pacific Northwest Software Quality
Conference.

Multiple Projects

About the time the test plan was completed for two new projects, the team
was moved from the engine group to the same group the internally developed
engine firmware was tested in. The new leader expected more formal
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processes instead of allowing it to happen. He wanted a work breakdown
structure document (WBS). The new leader wanted to use the WBS because of
it’s effectiveness in planning and because it gave him a way to learn how his
new team worked. The processes and tools developed by his two teams were
significantly different.

The first section of the WBS is the test taxonomy. This section describes the
different phase of the project and lists the tasks in those phases. The
remainder of the WBS describes each task, how long it would take, the
resources required, other tasks it depended on and how to tell when it was
completed. An example of the WBS can be found in Appendix 3.

The WBS proved its self most valuable when trying to make tradeoff between
two simultaneous projects. The most important tasks on the highest priority
project could be identified and people applied to them. The important tasks
on the other project could be worked on when resources freed up.

The people assigned to the tasks in the WBS estimated the time required.
Because the project schedules shifted in relationship to each other, the people
originally assigned to the tasks weren’t always available. When other people
were assigned to the tasks, the times had to be adjusted. For example when
an inexperienced engineer from an other group was assigned to a task that
was originally estimated for an experienced QA engineer, the task requires
more time. When one project was put on hold, the resources could be shifted
back to other projects. They could then pick up the WBS for the other project
and have a record of what tasks still needed to be done.

Better But Not Complete

A lot of progress has been made. Tests, scheduling and processes are now
documented. This allows tasks to be done by people with the best skill set for
that task. Test development and testing is taking less time. However,
improvement in the process is still occurring.

With test procedures documented, it required less of the QA engineer’s time
to develop tests for new project because they could leverage off of past
projects. However, QA engineers are in short supply and projects aren’t.
Could some of the tests be modified by the test technicians? Yes. On the
manual tests, the engineer could provide them with a list of things that
needed to change for the new project and review the tests when they were
complete for simple changes. On tests which required more changes,
additional direction was required during the work on the tests. However,
tests were now being developed by an engineer and a technician that had
required two or more engineers in the past.
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This freeing of the QA engineers by the Test Technicians, gave the QA
engineers to start using a more data driven approach. For example, the
metric which tests are finding the most bugs produced useful data. It pointed
out the functional tests find the most errors in early testing cycles while the
user based tests find more errors when the product becomes more stable.
This allowed the amount of functional testing to be reduced freeing test
fixture operators to work for an other team within the QA department.

Appendix 1 - TIS Format

This is an example of a TIS. Each section provides a short sample from the
TIS.

XXX
Engine Firmware
Test Item Specification

Printer Name

Test Suite (Test Set): Devices (Printer)
Author: XXX
Reviewers: XXX, XXX
Date of last revision: 28 August, 1996

For use during testing:

Tester's Name

Project ID

Engine ID

Code Version (PS/Eng) /

Date: Test Run / Results Entered /

Time to: Setup / Run / Evaluate / /

Checkpoints: Total / Run / Failed / /

TEST ITEM OVERVIEW

This introductory section makes it easier to identify which TIS covers which features.
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TEST CONDITIONS

The engine has a serial command and status protocol. Tests of the protocol include error
conditions.

The engine commands are tested except for the executive size, black legal request set,
black legal request reset, dummy print and dummy print reset. The excluded commands
aren't used by the image processor.

Error status and the status commands are tested.

NOT TESTED

Most of the aaa and bbb work is now being done in the image processor instead of the
engine. The images that must be created are being defined by the design team. These
features will be tested as it is being designed.

TEST CASES

Numbers of the form c# are case numbers. Numbers of the form p# are procedure step
numbers. Numbers of the form s# are references to sections in the EIS containing the
specified requirement being tested. [The EIS is an engineering specification that defines
the product electrically and mechanically. It also defines the interface between software
designed by Tektronix and software designed by the vendor.]

cl.(pl, s6.4.1,56.4.3.3.1) To check command protocol, the firmware version is requested.

c2.(pl, s6.4.1,6.4.3.3.1) To check command protocol, the firmware version is requested
with a parity error on the first byte.

Reference Command In Tray
c3.(p2, s6.4.2, s6.4.4) Letter Size letter paper
c4.{p2,s6.4.2,56.4.4) Letter Size A4 paper
¢5.(p2, s6.4.2, s6.4.4) A4 Size letter paper
¢6.(p2, s6.4.2, s6.4.4) A4 Size A4 paper

TEST RESOURCE REQUIREMENTS

The following equipment is required:

o 1 PC (AT or better) with a serial port

e 1 XXX printer with optional feeder and a MinIP
e 1 Each type of media tray

e 1eachcolor Empty toner cartridge

e 1l eachcolor Mostly empty toner cartridge

The person running this test needs to be familiar with DOS PC applications, and cabling
between PC and printer. A second person is needed to move the print on and off the
optional feeder unit. A QA engineer needs to run the tests the first time because some
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tests will require the runner to determine what is the correct response, and provide input
to the EIS.

TEST PROCEDURES & CHECKPOINTS

Place a V in each checkpoint the passes. Place an X in each checkpoint that fails and
indicate near the checkpoint the condition that failed. (This can be a status message,
description of the print or other indication.) Generally, passing checkpoints will be
indicated by a White background box saying "Match" while failed checkpoints will be
indicated by a Red background box saying "mismatch". If a mismatch occurs, note the
Ist 2 digits and the last 2 digits in the green background box that follows the Red
background mismatch box.

Note: Each procedure step is independent of other procedure steps. However, each
procedure step should be treated as a unit.

pl.(cl) Run the script version in min_ip.
No errors are reported.

The version number matches the version on the ROM.

Appendix 2 - Test Plan Format

This is an example of a test plan. Each section provides a short sample from
the TIS.

XXX (Phaser XXX):
Engine Firmware Testplan

Rick Clements

Test plan for release of
the XXX Project.
Based on IEEE/ANSI
Std 829-1983

This is a Configuration Management Item
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1. Test Plan Identifier
Project ZZZ
2. Introduction

This test plan covers the ZZZ project for the Phaser XXX. It doesn’t include
PostScript controller or network cards; they are covered in the XXX
PostScript Test Plan.

2.1 Objectives

This software test plan is intended to support the following objectives:

e Detail the activities required to prepare for and conduct the software
acceptance test.

e Describe the areas of functionality to be tested.

e Communicate the responsibilities, tasks and schedules to the concerned
parties.

e Define sources of information used to prepare this plan.

e Define the test tools and test environment needed to conduct the software
test.

e To define the human resources needed to conduct the software test.

2.2. Background

This section describes the major features and changes for the project. It also
lists the priorities from the test management document. This allows the QA
engineers to make tradeoffs based on what’s important on this project.

3. Test Items

The items to be tested are:

. List of TIS’s

4. Features To Be Tested

This section provides a brief overview of what printer features will be tested.
See section 6 for more information.

5. Features Not To Be Tested

This section provides a brief overview of what printer features will not be

tested. See section 6 for more details.

e The print engine itself (mechanical reliability, etc.) will not be specifically
tested. The OEM engines team and ORT test the engine.
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6 Approach

Each testing cycle will contain the following steps.

1. When the firmware is received, one copy of the firmware will be burned.
The Smoke Test TIS will be run to verify we have a good build. Time: 1 hr
target, 2 hr maximum

2. Additional copies of the firmware will be burned. The Low Level Engine
Firmware TIS, High Level Engine Firmware TIS, Engine Diagnostics TIS,
and Speed and Pipelining TIS will be run. Time: 2 days ramping down to
1 day.

3. The firmware is made available to be distributed to the design team and
solutions QA.

6.1. Tests

e The Smoke Test TIS verifies the firmware is ready for general testing.

e The Low Level Engine Firmware TIS covers the signals and timing.
These tests require the MinlIP, a logic analyzer and an oscilloscope.

o The High Level Engine Firmware TIS the interface commands and status.
These tests require the MinIP.

e The Speed and Pipelining TIS test the increased speed and error handling
in a pipelined environment. These tests require the MinIP.

o The Engine Diagnostics TIS test the engine’s ability to detect and indicate
service level information on various engine problems. These tests require
the MinIP.

6.2. Tools

The following test tools are used by OEM Engine Firmware QA:

e The MinIP is used send engine commands, read engine status, and
provide stimulus for timing and signals.

o Logic Analyzer and an oscilloscope are used to verify timing and signals.

7 Test Pass/Fail Criteria

Each test in the TIS passes if, and only if there are no classification 1, 2 or 3
defects discovered. (See table 1).
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Classification | Description

0 Dangerous - Cause injury to a person or damage to equipment!
{Example: not stopping moving parts when a cover is opened.)

1 Critical - Catastrophic and unrecoverable! (Example: system
crash or lost user data.)

2 Severe - Severely broken and no work around. (Example: can't
use major product function.)

3 Moderate - A defect that needs to be fixed but there is a work
around. (Example: user data must be modified to work.)

4 Minor - A defect that causes small impact. (Example: error
messages aren't very clear.)

S Enhancements, suggestions and informational notes.

Table 1 - Failure Classifications

8 Suspension Criteria and Resumption Requirements

The testing of a test item will be suspended if:
e there is no valid specification for the item
o the item fails in such a way that further testing will provide little or no

new information.

Testing will resume when the reason for suspension no longer applies. The
QA Smoke Test is designed to find such catastrophic errors before each

testing cycle begins.

9 Test Deliverables

OEM Engine Firmware QA will generate the following:

o Report per release that indicates the number of test checkpoints planned
and run for each test item, the number of bugs submitted, resolved, and
postponed, and the 5 worst bugs, according to the gut feel of the QA lead.
(Submitted bugs will be categorized by priority.)

e Defect reports will be submitted into the DDSs tracking system under the
project names XXX.engfw and XXX.mech. In each report, QA will attempt
to describe the user-visible symptom, the technical problem, and the
estimated customer impact. High priority defects will be summarized by
the OEM vender communications liaison then Faxed to the supplier to be

fixed.

10 Testing Tasks

This section lists the tasks required.
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11 Equipment Needs
This section shows the equipment needs.

12  Assumptions, Risks, and Contingencies

e Documentation - QA’s test preparation depends heavily on all the Section
6 of the XXX EIS. If it is finished late, the quality of our testing will
decrease.

e No Impact From Other Projects Rolling releases on YYY will cause testing
on XXX to be late or incomplete. This is further impacted because XXX
test development is now competing for resources with YYY.

Appendix 3 - WBS format

This is an example of a WBS. Each section provides a short sample from the
TIS.

XXX: Engine Firmware QA Work Breakdown Structure

Rick Clements, Lead XXX Engine Firmware QA Engineer

A concise description of Print Engine Firmware QA tasks for the
i XXX Project.

1.0 Introduction

This document is intended to specify Print Engine Firmware QA tasks for the
XXX project in sufficient detail to allow planning with a reasonable degree of
confidence.

This document outlines:
e Task Taxonomy - A listing of task groups in outline form.
e Detailed Task Specifications - A detailed description of the tasks, the

resources required for the task, entry and exit criteria and estimated time
to accomplish the task.
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This document is not placed under configuration management, it is under the
control of the Print Engines QA group.

2.0 Task Taxonomy

The outline below does not imply an order to the tasks.

1000 XXX QA project planning

1100 Engine Firmware QA Inception Documents
1101 Engine Firmware QA Plan
1110 Engine Firmware QA Work Breakdown Structure
1111 Preliminary Work Breakdown Structure
1112 Review Work Breakdown Structure
1113 Final Work Breakdown Structure

2000 Definition Phase

2100 Engine Firmware Requirements Specification
2101 Review existing requirements
2102 Analyze for missing requirements
2110 Modify requirements database
2111 Fixing existing requirements
2112 Create new requirements for next generation

3.0 Detailed Task Specifications

Task: 1101 Engine Firmware QA Plan

Task Definition: Describe the documents that go into the XXX
Engine Firmware QA schedule.

Deliverables: “XXX Engine Firmware QA Plan”.

Exit Criteria: Final version of document.

Resources Req’d: Purpose and names of documents.

Assumptions: None.

Estimated Effort: 1 week.

Constraints: None.

Assigned To: XXX
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Task:

Task Definition:

Deliverables:

Exit Criteria:

Resources Req'd:

Assumptions:

Estimated Effort:

Constraints:

Assigned To:

2101 Review Existing Requirements

Verify that the existing requirements are correct
for XXX.

List of requirements that need correction.

List of all requirements that need to be corrected.
Requirements.

None.

1 week.

None.

XXX
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SYNOPSYS:

Documenting Software Development Process Information
on the World Wide Web

Abstract

The world wide web (WWW) provides a flexible and easily accessible method for viewing software
development process information. The web allows information to be layered, provides a way to hyperlink
to related documentation, and allows readers to chart their own paths through the information. This paper
describes the advantages and the issues associated with putting process and quality information on the
WWW.
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Synopsys, Inc.
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Introduction

Synopsys, like many other companies, has moved from viewing the world wide web (WWW) as just an
advertising medium, to an essential corporate tool. We are developing an extensive intranet® as a way to
communicate information within the company. My department, Metrics and Processes, is on the forefront
of this movement. We have a web tree® for each of our software process improvement efforts. This paper
illustrates how to develop and publish software development process information on the WWW.

Why Choose the World Wide Web?

We have chosen web pages® as the mechanism to document and publish our software process improvement
projects for a number of reasons. At Synopsys we have a platform incompatibility problem caused by
engineers using UNIX workstations and managers using Macintosh machines. PCs are also becoming
prevalent as we startdeveloping and selling products on the PC. Documentation developed in an application
on one platform is difficult to access from the others. Any platform can run a web browser? and provide
users with easy access to the documentation from their desk top computer or terminal.

Anotherreason to use web pages is that the most recent version of the documentation is always readily and
instantly available. This is especially important since our process improvement efforts are evolutionary.
After we develop a web page for the high level concepts, we can start on the web pages for the next level
of detail and continuously add levels or layers of information. We can publicize the addition of each layer
and users can browse the new information when they are ready. With more traditional methods of
publishing, our group would need to wait until the document was finished and send out copies to our process
users. Not only does using web pages saves us money in terms of copy and mail expenses but presenting
the information in coherent sections can be less intimidating than a bound notebook. Instead of filing the
document on the shelf more people are likely to read parts of the documentation and to look things up in it.
The intranet also allows us to hyperlink® to related documentation. Instead of having to search for a
reference, a user can activate a hyperlink and the web browser will take them to the reference.

Documentation on the web can be used for both education and
reference. Readers can chart their own path through the
documentationtaking either a “breadth-first” by reading the top
level page for each subject, a “depth-first” approach by reading
all of the information for a particular subject, or going to a
particular section. There can be significant productivity gains
for both the reader and the web page publisher. Readers can
browse material at their own pace when it fits their schedule or
when they need to lookup a piece of information. Publishers
don’t have to answer the same questions from different people
but can provide the answers which can be referred to again and
again. A judicious addition of graphics jazzes up the
documentation and makes it fun to read.

a. intranet: a network that can only be accessed from within a company, as opposed to the internet which is

public.

b. web tree: a hierarchial group of web pages.

c. web page: a document that can be displayed by a web browser.

d. web browser: an application which allows you to view graphics, text, and HTML (hypertext markup lan-
guage) files and navigate hyperlinks.

e. hyperlink: a pointer to another web page or a section of a web page; the hyperlink gives address information
to the web browser.
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What Needs to be Done

The remainder of this paper lists and describes the steps necessary to develop and publish documentation
on the web. Two example projects are used to illustrate how we executed these steps. The steps are:

m Getting Started

m Designing a Web Structure

m Establishing Conventions

m Selecting an Authoring Tool
m Developing the Web Pages

m Conducting Usability Testing
® Marketing the Web Pages

Example Project - Software Testing Guidelines: This documentation provides guidelines and standardized
procedures for planning and conducting testing. It describes six different types of testing and the procedures
associated with each.

Example Project - Software Development Process Framework: The framework defines a process model that
is a cross between a waterfall and an iterative model!. There are phases which represent a time-based view
and activities which represent a function-based view. Activities are general names for the types of tasks
completed during the process. The activities occur in all phases to a certain degree. Each task may also have
best practices which are specific methods to perform a task. The framework defends a set of phases and
activities which can be tailored for a specific development effort.

Getting Started

“Users of multimedia computer documents don’t just look at information, they interact with it in novel ways
that have no precedence in paper document design.”2 Developers of web pages need to consider all of the
issues that are involved in publishing a hardcopy document and more. They need to understand graphics
and user interface issues so they can successfully guide the user through the documentation.

The first step is to have a clear idea of what you want to present. Are you documenting a known process?
Are you trying to change the way people do things? Who is your audience? Knowing the answers to these
questions, will enable you to structure your documentation appropriately for the WWW.,

Example - Software Testing Guidelines: The purpose of the testing guidelines is to educate the development
groups. Testing at Synopsys is ad hoc. The guidelines are intended to change behavior by providing the
information which will enable people to make choices about what kind and how much testing to do for a
particular project. The audience for the guidelines is all members of the development groups including:

m Research &Development engineers
m Application Engineers

m Technical Writers

® Marketing Managers

Example - Software Development Process Framework: Each development project is expected to have a
process, to document it, and to follow it. The framework changes the way people conduct projects by
formalizing the process. The Software Development Process Framework serves as a reference document
and facilitates the customization of a software development process for an individual project.
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Designing a Web Structure

Structuring web documentation involves several decisions. First, decide how to break the documentation
into web pages. Will the documentation be contained in a single web page with hyperlinks into specific
sections? Or will there be a separate web page for each topic?

Studies have shown that users get frustrated by too much scrolling.2 Web pages do not have page numbers,
so users they can feel lost when scrolling through a long web page. Users also find it frustrating to follow
several hyperlinks just to get to a web page that has only one or two paragraphs of information. Being too
deep in a document can also make users feel lost. Having too much information on one web page or having
too many web pages can frustrate the user. A balance between these extremes should be the goal. The
approach should be based on the content of the document. Each page should be able to stand alone as well
as fit into the document flow. Our guideline is that the user should not have to scroll more than five times
within a single web page.

Next, decide how to put the web page files into a physical directory structure. Aligning the physical file
directory structure with the web structure makes the web tree easier to maintain. For each layer of
information, there should be a separate directory. The disadvantages of a flat structure versus a deep
structure are similar to the web page structure itself. A flat tree puts too many files in one directory. A deep
tree creates too many directories.

Example - Software Testing Guidelines: The top level of the guidelines has web pages which discuss the
background and motivation of the project, give an explanation of the sections found in each testing
definition web page, define testing terminology in a glossary and provide references. Each type of testing
(and sub-types if applicable) has its own web page within its own directory. There are also web pages for
any tools that can be used for the testing. See figure 1 for a graphical view of the web structure of the testing
guidelines. (Note: index.html is the standard designation for the root or main page of the web tree.)

——| index.html
— J— A -_ — Y | types of testing
motivation explanatory glossary references l
notes sub-types
_— — tools

Figure 1: Software Testing Guidelines Web Swsructure
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Example - Software Development Process Framework:. The framework can be traversed from either the
activities or the phases. Both paths lead to the activities within phases and the tasks. The general phase
descriptions are kept in one directory. Each activity has its own directory with a sub-directory a separate
directory for each phase. There is a best practices directory within each phase under the activities with a
web page for each best practice. See figure 2 for a graphical view of the web structure of the framework.

index.html

I

phase descriptions

general activities

v
.
[
.

[

[
[
.

Hil

hyperlinks

activities within
phases

1l
111}
111}

best practices

== T T

Figure 2: Software Development Process Framework Web Structure

Establishing Conventions
m Page Layout
o Header
o Footer
m Content Layout

“When it comes to building web pages, your job as a designer is to aid the eye in recognizing salient features
or elements, and in locating the items of interest quickly and efﬁciently.”3 Standard layouts and conventions
ensure the web pages are consistent and make it easier for the reader to discern the main points of the
documentation and to navigate the web pages. The conventions can be put into templates to make web page
to guarantee consistency.

Page Layout

Like a published document, each web page should have a header and a footer. The header should contain
sufficient information to allow areader to hyperlink to it from somewhere else without becoming
disoriented or confused by being in a different location. Figure 3 illustrates the header for the Software
Testing Guidelines web pages. The header should contain:
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®m Any standard company banner information

m The title of the document or project

m The title of the section

® A section icon (optional)

m A table of contents (if the web page does not fit on the current screen)

_@ Software Testing Guidelines
Static Analysis Testing - Code Analysis
Overview 1.0 Introduction

1.1 Rationale
1.2 Timeframe

Activities 1.3 Planning
1.4 Developing
1.5 Executing

Inputs and Outputs 1.6 Prerequisites
1.7 Deliverables
1.8 Metrics

Additional Information 1.9 Tools and Techniques
1.10 Examples

Additional Information 1.11 Limitations
1.12 References
1.13 Recommendations for Future Work

Figure 3: Software Testing Guidelines Sample Header

The footer should contain publishing information about page and provide the reader a way to navigate to
other pages in the tree by hyperlinks. Figure 4 illustrates the footer of the Software Testing Guidelines. The
footer should contain:

m The title of the section
m Navigational buttons? to:
o The top of the document or web tree
# The previous section of the document
o The next section of the document
@ The author’s name and contact information, including an email address
m The date the documentation was last modified
m Copyright or company information

a. navigational button: a graphical element which contains a hyperlink.
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The navigational buttons for the previous and next sections denote a recommended reading order.
Occasionally, this order may seem arbitrary but it should be consistent and every page should be included.
(The recommended reading order is the order in which the pages would appear in a hardcopy document.)

Software Testing Guidelines

Static Analysis Testing - Code Analysis

TOP PREVIOUS NEXT Explanatory Notes | Glossary

Quality Improvement Core Team
last modified: March 21, 1996: ldent S‘ n []PS‘ S@
Leslie Dent: email: ldent@synopsys.com (415-694-4468) /

Figure 4: Software Testing Guidelines Sample Footer

Content Layout

Each web page should have a consistent “look and feel” in its content as well as its page layout. Suggestions
for achieving a consistent look and feel are given below. The suggestions were compiled after informal
usability testing of web trees and researching web style issues discussed in several style guides.?"""5

B Put a short hyperlinked table of contents at the top of any web page that extends beyond the current
screen. This lets readers know what to expect on the web page and allows them to activate a
hyperlink to jump to a particular section if they desire.

B Standardize section headings and use them liberally. Let the reader know what is discussed in each
section. This allows the reader to skim a document and determine which parts to read. Well
designed headings can grab the reader’s attention and contribute to a positive perception of the
document.

m Use horizontal rules to help mark sections. A simple horizontal rule breaks up a page into distinct
sections. Use the rules to set off the header and footer sections.

W A single paragraph should contain fewer than 8 lines. Too much text is intimidating. Information
divided into smaller pieces and the inclusion of white space makes it easier for the reader to absorb.
Bullets can also be used to break up the text when items are listed.

m Use meaningful hyperlink names. Give enough context to links so that the user doesn’t need to go to
the hyperlink to figure out what information is there. The user may choose not to go to the
hyperlink, so the text should be understandable whether or not the hyperlink is traversed.

m Test all hyperlinks that are put in the page. There is nothing more annoying than invoking a hyperlink
that is broken. Broken links are defects in a web page. They give the user an impression of poor
quality. There are tools which can automatically traverse a web tree and report any broken
hyperlinks. If the document referenced by the hyperlink doesn’t exist yet, make a page for it which
includes at least a header and states that it is under development.

m Include at least one graphic per page. Text-only pages are boring. Use a few appropriate graphics to
illustrate concepts or act as a visual cue for the page. Too many graphics can cause the web page to
take too long to load. A web page should load in less than 8 seconds.
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Selecting an Authoring Tool

Many people find it difficult to compose documents in “straight” HTML2. They often get distracted by
inserting the syntax and neglect the content. There are many alternatives to composing in HTML. Compose
the documents in ASCII and after they are finished insert the appropriate HTML commands. WYSIWYG
(What You See Is What You Get) HTML processors are available and shield the writer from the HTML
syntax. Documents can also be written using a standard word processors and then converted to HTML.
Many popular word processing programs have built-in HTML converters. Freeware conversion programs
are also available.

Graphics work best developed in another application and then converted to GIF® (or JPEG®) files. Many
freeware programs exist to convert postscript files to GIF files. Built-in word processing converters and
freeware conversion tools also convert graphics to GIF files.

When selecting a tool for authoring, consider the medium in which the web pages will be maintained. Will
the document be written in one tool, converted to HTML and maintained in HTML? Or well it be
maintained in the original source and be converted each time the source is changed?

Another issue is version control. Html files are ASCII files and thus can be managed under a standard
version control system such as RCS¢. Most configuration management tools also have add-on features to
control word processing documents.

Example - Software Testing Guidelines: The software testing guidelines were written as chapters in Adobe’s
FrameMaker. W e used a freeware version of webmaker to convert them to HTML . We weren’t completely
satisfied with the resulting HTML because the sections were too disjoint. After editing one chapter (web
page) to our liking, we wrote editing scripts to modify the other HTML files. We also added graphics from
a FrameMaker presentation by converting the graphics to GIF files using webmaker. The web pages will be
maintained in HTML and the revisions will be controlled by Atria’s ClearCase tool.

Example - Software Develop Process Framework: Some web pages were composed in straight HTML,
while others were written in ASCII and then converted to HTML. Templates were designed for each of the
layers of pages. The pages are stored in RCS.

Developing the Web Pages

Now you are ready to develop your pages. Be sure to take advantage of any writing style guides that have
been adopted by your Technical Publications department. Also utilize their editing services. Since the web
pages will be visible by your whole company, they should be polished.

Be careful to check how different web browsers or versions of the web browsers that are in use at your
company display the web pages. The web page may look fine in one browser but be unreadable in another
due to a syntax error or non-standard constructs. Tools such as weblint help perform syntax checking and
give wamings for non-standard constructs such as the center command.

Example - Software Testing Guidelines: Each chapter was put through a technical review. The whole
FrameMaker document was reviewed by an editor from the Technical Publications group. Weblint was run
on every page. See table 1 for an example of the content of one the testing guidelines web pages. Each
testing web page uses section headers in the left margin.

a. HTML (HyperText Markup Language): a language which provides formatting commands that are inter-
preted by the web browser.

b. GIF (Graphical Interchange Format): a commonly used compact file format for graphics.

c. JPEG (Joint Photographic Experts Group): a commonly used file format for storing photographs.

d. RCS (Revision Control System): a standard UNIX utility for controlling revisions of ASCII files.
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Overview

1.0 Introduction

Definition Code analysis is the use of external tools to automatically process source code
and return an list of real and potential errors.

Goal Catch code errors before the code is executed.
Audience Code analysis only applies to code and therefore will be most relevant to R&D
Basic Considerations The tools detect certain types of errors or adherence to standards.

Examples of tools are lint, call graph generators, code formatters and a variety
of complexity analysis/measurement tools.

1.1 Rationale

Benefits Lint locates real errors and potential problems and points the user to the
Consequences Code can often be compiled and run, even if it has errors in it which lint can
Cost Code analysis is very cheap to perform and is easily automated. Usually it

1.2 Timeframe

B Static code analysis should be done periodically during code development.
| ..

Activities
1.3 Planning

B Determine which code analysis tools will be used.

1.4 Developing
Ensure all Makefiles have necessary targets for the code analysis tools.
1.5 Executing

For each code file or module:

Table 1: Software Testing Guidelines Web Page Sample Contents

Example - Software Development Process Framework: Each page was reviewed by one or more team
members. Weblint was run on every page.
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Conducting Usability Testing

Web pages are essentially a user interface, so ease of use or usability tests should be conducted on them.
The testing can be as informal as asking users for their feedback or as formal as watching the users navigate
the documentation while trying to find specific information.

Example - Software Testing Guidelines: Experienced web users were asked for their feedback on a sample
web page. Their comments resulted in dividing the sub-sections into four major parts and displaying the
hyperlinked table of contents using the HTML table command.

Example - Software Development Process Framework: This was an early effort. After we put together a few
pages we did an informal usability test. We watched while people navigated the pages and asked them to
give us their feedback. The list of conventions discussed earlier was derived in part from this effort. The
items that stood out are listed below.

m Users would click any and every hyperlink.

m They got lost easily if there was no context information on the page.
m They didn’t like to scroll more than a few times.

m They loved icons and graphics.

Marketing the Web Pages

Now that you have a full set of web pages for your process improvement effort, publicize the web pages in
your organization and make everyone want to read them. At Synopsys, we have an intranet web page that
we can use to advertise new pages. We can also submit our pages so that they get listed in the appropriate
table of contents allowing someone looking for such information to find our web pages. For the official
intranet that is under development, we are planning to have contests related to the web pages including a
scavenger hunt with prizes as a way to encourage people to use the web pages.

Example - Software Testing Guidelines: A presentation focused on the content was made to the Research &
Development directors. The web pages were hyperlinked into related software process web pages.

Example - Software Development Process Framework: A presentation focused on the content was made to
the group managers. The web pages were hyperlinked into the groups department web page. Additional
input was solicited from the group.

Future Work

As our knowledge about the technology available when using the WWW increases, we will be exploring
some additions to our pages. The WWW supports multimedia. We have talked about recording well-
respected engineers discussing their best practices for software development and including the audio in the

pages.
Some groups have used the forms? capability to do on-line reviews of documents that are displayed in
HTML. Reviewers can fill out their comments for each section, push a button to activate the form and send
those comments to the document’s author. Other groups use the forms capability to solicit feedback about
a web page or project proposal.

We will also be adding a search capability for every web tree as soon as our intranet department purchases
a search engine. Sophisticated search capabilities act like indexes which require you to decide what words
should be entered in the search table. Simple word search capabilities which conduct word searches without
regard to context are also available.

a. forms: a method of sending data supplied by the user to a script which processes it.
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Conclusions

Software development process information delivered on web pages provides many ways for the users to
access the information. The user can chart their own path through the information or be guided by the
publisher. They can read it all at once or use it to look up specific information. High level information can
be made available immediately and the information can be layered to present a snapshot of the right amount
of detail without being overwhelming. References can be easily integrated by hyperlinks.
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Abstract

Cleanroom software engineering is a managerial and technical approach to software development
that emphasizes quality through design, measured through testing. This paper addresses some of
the challenges inherent in organization-wide adoption of Cleanroom software engineering. A short
section surveys pilot-project techniques that have been used to introduce Cleanroom at the project
level. The rest of the paper describes an organizational infrastructure that has been successfully
used in a large-scale (400 programmers) application to support aspects of Cleanroom software
engineering.
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1. Introduction

For many years, the Cleanroom approach was a well-kept secret. It was used primarily on smaller
projects — with impressive results, to be sure, but always with the concern about how to scale up
to the next level. As more and more projects begin to use the Cleanroom practices, the need to
address scale-up has become a serious concern. This paper will describe an organizational
infrastructure and other management techniques that have been applied successfully in a large-
scale application to initiate the use of Cleanroom.

The keynote phrase for the large-scale adoption of Cleanroom hinges on the idea of an
“expectation of quality.” Cleanroom represents a fundamental shift away from the notion that
errors are likely and frequent. With this cultural shift come important organizational and
managerial changes that will be described more fully in the following sections.

1.1 Overview

This paper is intended for the reader who has some familiarity with Cleanroom as applied on a
project level. We begin with a brief introduction that describes the goals and practices of
Cleanroom. Then, we look at practices for introducing and using Cleanroom in small-scale pilot
projects. The bulk of this paper presents organizational-change practices that are used in the next
stage: when large-scale Cleanroom adoption is underway in an organization. We conclude with
some observations about future directions and research.

The general topic of software process improvement is covered much more thoroughly elsewhere.
The most notable example is the Capability Maturity Model for software (Paulk et al., 1995). This
paper will focus more closely on some of the specific organizational structures needed to support
the Cleanroom approach. However, the other aspects of capability maturity, including estimation
and metrics, are also important to the success of any software process improvement effort. The
link between Cleanroom and the CMM is described by Amold (1995).

1.2 Cleanroom Principles

Cleanroom software engineering (Mills et al., 1987; Cobb & Mills, 1990; Dyer, 1992) is an
approach to software development that combines an engineering process with statistical quality
control. It takes its name from the clean rooms used in chip manufacture. There, a scrupulously
dust-free environment is maintained because it is much more expensive to remove defects from
the chips after fabrication than to prevent their introduction during the process.

Cleanroom has a track record of quality and productivity improvement in a wide variety of
settings (see, e.g., Linger, 1994). Cleanroom is based on two principles. A design principle is
motivated by the mathematics of functional verification. In Cleanroom, design teams strive to
produce systems that are error-free upon entry to testing. This is accomplished by replacing ad-
hoc developer testing with team reviews. Reviewers use the idea that a program defines a
mathematical function to argue the correctness of the design. At the same time reviewers evaluate
the design qualities of the software such as maintainability and reusability.

The testing principle directs Cleanroom teams to focus their efforts on certifying the reliability of
the software product, rather than trying to remove as many bugs as possible from the code. The
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testing techniques are guided by statistical (also called stochastic) testing based on expected
system usage. The Cleanroom testing approach also provides a framework for statistical process
control (Becker et al., 1996).

1.3 Cleanroom Practices

Mills defined a set of core practices to be used by teams that implement the Cleanroom principles.
These techniques are:

e Formal specification and design of intended behavior.
e Incremental development process model.

o Stepwise refinement of specifications to code.

e Correctness verification of developed code.

e Statistical certification of compiled software products.

Some of these techniques may be found in other formal methods of software engineering. For
example, incremental development can and is performed by many who do not use the Cleanroom
method. It is important to note, however, that each of the techniques was defined by Mills and his
colleagues to play an integral role in the successful development of high-quality software systems.

Although Mills originally proposed that all of the preceding practices be applied in every
Cleanroom project, recent experience has suggested that most successful Cleanroom projects pick
and choose from practices that are appropriate to their particular needs. Deck (1994) surveyed
several such projects. Hausler, et al., (1994) and Deck (1996) have both suggested that a phased
and tailored approach to technique selection is necessary. We will discuss technique selection in
more detail below.

2. Cleanroom Process Piloting

For most organizations, the path to wide-scale adoption of Cleanroom begins with a pilot project.
Ideally, the pilot project is chosen because it is particularly representative of projects in the
organization. More often, pilot projects begin because they contain “early adopters” in the
managerial or technical ranks, or because the members of that project are frustrated with the
status quo and want to achieve higher productivity and quality goals.

2.1 Goals of the Pilot
The goals of the pilot will include one or more of the following:

Evaluation of the Cleanroom process within the specific organization’s environment and domain.
For example, how does Cleanroom apply to the particular kinds of products that the organization
develops? Or, how must Cleanroom be tailored to use a specific skill set?

Selection of Cleanroom practices. Most projects will choose from among the Cleanroom
practices depending on their specific needs. In a pilot project, this selection must take into
account the eventual needs of the larger organization.
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Measurement of the pilot experience. What benefits were achieved through the pilot adoption of
Cleanroom? What were the costs of implementation? What is the return on investment?

An organization could go through a sequence of several pilot projects, with each focusing on
specific evaluation criteria. The work at the NASA Goddard Space Flight Center Software
Engineering Lab (Basili & Green, 1994) is an example of a highly controlled sequence of pilot
projects. There, each piloting step was part of a larger evaluation process based on the Goal-
Question-Metric paradigm.

2.2 Organizational Change and the Pilot Project

A pilot project must also demonstrate that the Cleanroom “culture change” challenges can be
addressed on a small scale prior to organization-wide rollout. There are three aspects to this
culture change: introducing a “non-error” attitude in development, breaking the cycle of ad hoc
developer testing, and defining the new role of testing.

Mills’ phrase, “non-error as part of the company culture,” neatly sums up the difference between
the Cleanroom philosophy and the management mind-set still prevalent in software engineering.
Cleanroom attempts to foster an environment in which software errors are treated as unlikely and
rare, and in which software perfection is often attained. The culture change has numerous
ramifications: bug counting, bug tracking, and bug hunting become less prominent activities
(though they do not vanish altogether, humans being fallible) while team review and systematic
reuse become more important. Thus the most important change that accompanies Cleanroom, and
the one that is most pervasive, is the need for the company culture—including its incentive
systems—to reflect the movement toward an expectation of quality.

The most challenging step in moving toward an expectation of quality is the replacement of ad
hoc developer testing with team verification-based review. Most software developers are trained
from their earliest experiences to create programs through a process of “iterative hacking.” An
initial design is created, and perhaps reviewed, but after that the programmer enters a private
world dominated by the compile-test-debug cycle. New tools make this cycle rapid, but they do
not necessarily improve the end product of it. That end product is unknown to other developers,
is almost always larger in size than originally planned, and is usually delivered later than expected.
Simply put, this process is not engineering. Programmers on Cleanroom teams are encouraged to
forego this hacking mode of development, instead putting forth a succession of improved designs
to be reviewed in small teams. While some projects have taken the step of trying to prevent
hacking (e.g. though limited access to the compiler or operating environment), in most cases it is
sufficient to ask programmers to try avoiding it for a single increment, after which they (typically)
do not revert to their old ways.

A pathology exists in many software development organizations today. This pathology is fostered
by the problem of bug-counting and its attendant incentives. Consider: if the purpose of testing is
to find bugs, then a good tester is one who finds lots of bugs. The result: if the testers don’t find
very many bugs in a software system, is that good or bad? In addition, if testers are rewarded for
finding lots of bugs, what is the incentive to the developers to reduce the bugs through
inspection? The Cleanroom principles tumn this around. The purpose of testing is primarily to
measure system quality, so the burden of finding bugs falls primarily on the developers’ team
reviews. This achieves the numerous benefits of team review (cross-pollination, the best ideas
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emerging, and so forth) and eliminates the adversarial relationship between development and
testing,

2.3 Phased Introduction

Any examination of the Cleanroom historical experience cannot fail to perceive that Cleanroom is
implemented in very different ways by each project that uses it. Some projects may combine
functional correctness verification with traditional partition testing. Other projects will use
inspections together with statistical testing.

Several papers have suggested how projects and organizations should go about selecting
Cleanroom practices that are appropriate to their needs. Deck (1996) describes a process for
using risk assessment techniques to choose those practices that mitigate the highest project risks
earliest. A project that perceives reliability to be its highest risk will select more rigorous
verification and testing techniques. On the other hand, a project that perceives time-to-market as
its highest risk might use inspections rather than full verification.

Hausler, et al., (1994) proposed that a project or organization go through three phases in its
adoption of Cleanroom With each phase, not only is rigor increased but so is the level of formal
process documentation.

In either case, it is clear that no one size fits every Cleanroom project. Furthermore, the track
record of Cleanroom is one of flexibility and adaptability rather than rigidity and orthodoxy.

2.4 Pilot Project Results

Pilot project results are numerous, and have been well-reported in the literature. Although few of
these studies can be considered controlled experiments, they form a pattern of success both in
terms of productivity and quality. Some projects (Linger & Mills, 1988; Selby et al., 1987; Green
et al., 1989) have adopted a “strict” definition of Cleanroom. Other projects (Hausler, 1992; Tann,
1993; Johansen & Karlsson, 1996) take a more liberal view of what Cleanroom “is.”

3. Organization-Wide Cleanroom Adoption

Many of the pilot projects may be fairly criticized as not representing large-scale projects because
they were limited in scope and/or size, not on a critical path of development, developed by “high
performance teams”, or other factors that might not scale-up (i.e. human factors). The underlying
issue is whether the quality aspects of Cleanroom hold when using it to develop large projects
(dozens to hundreds of developers) that are inherently complex due to size, scope, and the
involvement of many personnel. One of the focal points of this paper is the feasibility of using one
or more Cleanroom techniques to improve the quality of software systems. The information that
is provided is based on the experiences in the development of large projects that required many
teams.

Based on our experience with the use of Cleanroom, pilot studies are important for gathering
feedback on the practical application of a Cleanroom techniques such as incremental development.
However, there are limitations in transferring the technology and lessons learned from a pilot
study to large projects. For example, a pilot study may not be on a critical path in the overall
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development of a system. As a result, there is more flexibility in the use of a formal technique
because changes can be made without impacting the overall schedule of the system. This may not
be the case when applying a formal technique in a large-scale environment. Typically, there is little
room for schedule delays and changes may have major impacts on quality, resource utilization,
and performance.

In large project development, the organization may not have the resources for developing “high-
performance” teams that are typical of pilot studies. High-performance teams may be
characterized as teams that feel empowered, committed, and have a sense of purpose (Mears,
1994). On a smaller scale, it is feasible to allocate resources in order to develop one or more high-
performance teams. Typically, this is achieved in a pilot by allocating resources for training,
mentoring, and monitoring a small number of teams. The same type of support may not scale-up
when dealing with large projects because of geographic dispersion, distributed and parallel work,
and the sheer magnitude of support required by the diversity of skills, experiences, and
backgrounds of the organization’s human resources.

3.1 Formal Processes and Organizational Goals

An organizational process encompassing formal techniques such as Cleanroom is necessary for
achieving organizational goals (i.e. goals). Otherwise, the organization may experience a
bureaucratic, chaotic, or wishful thinking environment where goals or a formal process may be
lacking. What is needed to achieve the “Goal Attainment” state is a strong relationship between
selected processes and organizational goals (e.g., Cleanroom and quality). This is shown in Figure

Cleanroom + DREREE
Techniques S S Rk .
(Formal Process) Bureaucracy - -'Goal Attain ment .
"Going through | "Become a reality —
the motions -- ~‘'meansto reach goals"
lack of purpose" [ oo D
Chaos Wishful Thinking
"No control or "Goals but no means
out of control" of achieving them"
No Goals
No Process | -
: Organizational Goals

Figure 1. Organizational “States” Based on Goal Setting and Process Adherence
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1 where the goals of the organization become a reality through established organizational
processes.

Introducing Cleanroom does not just affect the development process but has major impacts on the
organization structure. As a result, we have to move beyond pilot studies and take a look at
organizational issues associated with large projects typical for the development of many software
systems. The organization must have the capability for team-based development thus placing
requirements on project management and the line organization. All the organizational issues that
are inherent to teamwork apply to the introduction of formal methods such as Cleanroom because

it is a team-based development process (Curtis, et al., 1994).

3.2 An Organizational Framework For Cleanroom Support

In a large study on the use of Cleanroom incremental development and teamwork, it was found
that an organizational framework must be in place for the effective use of Cleanroom. The study
was based on a large, multi-site telecommunications project involving approximately 500 people
(approximately 400 team members and 100 project and line managers). The project involved

Project Layer Organization Layer
(Project Management) — ~&—| (Line management) |
4 |

¥
Team Layer /'
»

| membera memberb |
member ¢ ... membern |

(Use of Cleanroom
Core Technigues)

The Organization's Infrastructure

Figure 2. An Organizational Framework for Cleanroom Support

development work on a legacy system with real-time system components. The project life-span
was two years during which it was incrementally developed with eight internal delivery points.
Each increment expanded the previous one and as a result the functionality of the system evolved.
A significant amount of the project effort was focused on integration/verification work. The
Cleanroom approach was selected for this project to meet its goals of time-to-market reduction

and quality improvement.

The study identified the need for a common organizational framework in order to promote a
quality culture. The framework that was used as a basis for defining roles and responsibilities of
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all parties involved is presented in Figure 2. The objective was to ensure that the organizational
framework was in place in order to provide a common process that would integrate Cleanroom
techniques into project development. The project, organization, and team components in the
framework with defined organizational boundaries had to be considered individually and as a
whole in order to support common goals. '

The Cleanroom team and its members is viewed as the software engineering component of the
framework. This component has been the focus of much of the Cleanroom research to-date and as
a result is perhaps the best understood in terms of formal processes and techniques. What hasn’t
been emphasized, however, is that team “buy-in” of Cleanroom techniques is crucial to the
success of the project in terms of meeting schedules and quality goals. When teams do not
understand the objectives of a Cleanroom technique, the implementation of the technique may
become added work with no improvements. For example, a team member may not understand the
team review process and its impact on quality. Then, the review becomes meaningless (no attempt
for semantic/syntactic understanding) and adds labor hours to the team’s efforts.

The Project component is shown to be connected to both the Organization and Cleanroom teams
suggesting two important concepts --the oversight role project management must play in the
effective use of Cleanroom and the need for an interface across organizational boundaries.
Project management must understand the relationship between Cleanroom process adherence and
its impact on quality. This means that the project must allocate sufficient resources and time to
support aspects of Cleanroom process adherence (e.g., team reviews).

The organization (i.e., line management) is an integral component of this framework as line
responsibilities include ongoing support of project and teams in terms of process improvement,
organizational maturity, and personnel development among other factors.

Both of these components must understand the benefits of using Cleanroom; otherwise, the
formal techniques of Cleanroom are paid lip service but are not fully supported by the
organization. This lack of support trickles down throughout the organization.

3.3 The Organization Infrastructure

What was used as the basis for obtaining “buy-in” by all parties is the infrastructure of Figure 2.
This provided a foundation upon which Cleanroom techniques were supported to attain quality
goals. An infrastructure that has been proposed by Janzon et al. (1996) and used in the study is a
combination of four organization improvement (OI) concepts that fit together in a synergistic
fashion. Each OI concept is addressing a different aspect of the infrastructure that is typical for
complex software projects. These OI concepts are important because Cleanroom provides a
means for performing development activities but does not address organizational aspects of team-
based development. The OI concepts are:

Organizational soft skills - Management and teams need to be trained in effective group
dynamics including decision-making, communication, participation, and problem-solving, among
others.

Team process model - Teams need a common framework (i.e. team methods, roles, and
responsibilities) in order to work together as high-performance teams. In the study, teams were
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Figure 3. The Organizational Improvement (OI) Concepts

provided an assignment process in which team activities were performed in a predefined order
(Becker et al., 1996)).

Commitment discipline - To achieve high-performance teams that work effectively with
management, work allocation must be based on commitments in order to ensure responsibility and
accountability. Both management and teams must be able to make commitments to produce
deliverables as agreed upon in terms of quality, cost, and time and to adhere to organizational
processes.

Process Adherence - 1t is meaningless to introduce Cleanroom -- or any type of formal process
without an organizational commitment to its use. Thus, it is crucial that the organization selects

what formal processes are to be followed by the teams (i.e. one or more Cleanroom techniques)
based on its organizational goals and abilities. These types of process agreements must be made

visible to all parties in the organization and then process adherence is an organizational issue not
only the responsibility of the teams.

Figure 3 is descriptive of how each OI concept supports the common goals of the organization.

3.3.1 Organizational Soft Skills

The soft skills training is important in ensuring that management and teams work together as
effectively as possible. Management soft skills include coaching team members on the use of
formal methods in order to use Cleanroom techniques and supporting technology in a team
environment. Project management soft skills include motivation and commitment to the successful
completion of the project; whereas, line management soft skills include long-term mentoring of
individuals in the organization. This dual focus of project-specific and long-term organizational
development ensures that resources are available to satisfy existing and future requirements.
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There are team-related soft skills that are required for all participants within the whole
organization. These skills typically include conflict resolution, consensus-building, goal-setting,
and others. To effectively apply Cleanroom, it is important that team members are able to
problem-solve as individuals and work together to find feasible solutions. Soft skill training
includes effective communication, for example, so that team members are able to give and receive
review comments on their work in order to hold effective Cleanroom reviews.

3.3.2 Team Process Model

A Team Assignment Model was used in the study by approximately 400 developers as the
underlying, organizational process necessary for attaining quality goals. The objective of this
model would be full support of the Cleanroom development techniques. Figure 4 is an illustration
of Cleanroom development support using the model. However, the Cleanroom techniques that
were initially supported included incremental development and team reviews. This “phased
approach” allows for a more controlled environment of introducing Cleanroom as a team-based
method. Continued efforts have initiated the introduction of formal specification into the team
assignment lifecycle. The implementation of the Team Assignment Model played an important role
in:

e Stabilizing teams, projects, and organizations because roles and responsibilities were well-
defined.

o Establishing a communication network for effective top-down, bottom-up, and cross-
functional information flow.

e Empowering teams, project and line managers and the organization as a whole to meet quality,
performance, and productivity goals.

" NEGOTIATION ) [Negotiated
e -~ [Team Plan

e

Verifiably Correct Black Box Specifications,
State Box and Clear Box Designs, and Code

Future Improvements
of Cleanroom Activities

Conclusior
Repart

Figure 4. The Team Assignment Model
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A team assignment is performed in three phases: initiation, execution, and conclusion. These
phases are referred to as the Team Assignment Model. They are defined as:

Initiation - The purpose of the initiation phase is to start work on an assignment. The team
assignment activities are launched at a “kick-off” meeting at which time the team receives its
assignment. The team members analyze the requirements of the assignment, define common plans
and goals, and establish work methods and team routines for assignment execution. Based on the
outcome of this activity, the team may need to negotiate with management the terms of
assignment execution due to a lack of resources, time, expertise, or other factors. It is during this
initiation phase that internal and external commitments to the team plan are made.

Execution - The purpose of the execution phase is to begin work according to the Team
Assignment Plan and the process agreed upon, following the schedule of tasks, and using
resources effectively in order to achieve the goals. The work is actively controlled by tracking and
assessing task completion. Renegotiation on the Team Assignment Plan may be initiated when
management or teams deviate significantly from the agreed upon plan.

Conclusion : The purpose of the conclusion phase is to compile experiences of the team effort and
communicate them to management for future improvement. The assignment is brought to closure
by documenting team experiences and improvements regarding the effectiveness of technical,
process, and quality aspects of activities that were performed. The conclusion phase provides an
effective means for communication between teams and management which is necessary for
ongoing performance evaluation and improvement.

3.3.3 Commitment Discipline

The commitment discipline provides a foundation for ensuring purpose and accountability
throughout the organizational structure. The underlying concept is that teams have control over
their work assignment by developing a team assignment plan that is mutually agreed upon by
management and teams. The team is responsible for providing input on the team’s capabilities of
meeting deadlines, producing the functionality and maintaining high-quality given their team
resources. This decision-making ability also means that teams are responsible for their input,
execution, and completion of the assignment as defined by the Team Assignment Model. This a
very different approach than management giving teams no decision-making power or flexibility in
completing team assignments. This concept of teamwork is necessary for developing an
organizational commitment culture from bottom-up.

In the study, one aspect of the commitment discipline was demonstrated by the negotiation
process that is part of the Team Assignment Model Teams had an opportunity to negotiate their
team assignment plans with management in terms of functionality, resources, time, and process
adherence (including the Cleanroom team review process). The impact of process adherence on
the organization became readily apparent as each team scheduled a team review for approximately
every 40 hours of work. It became an organizational commitment to ensure that these reviews
were not reduced or eliminated even though the overall project hours could be reduced.
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3.3.4 Cleanroom Techniques

Ideally, the application of all Cleanroom techniques would result in high-quality software systems
if practical guidance was available for handling the complexity of large project development.
What was discovered during the large-scale implementation of the Team Assignment Model is
that the use of Cleanroom techniques requires a practical approach to the use of Cleanroom in the
team assignment lifecycle. The use of team reviews, for example, required training, mentoring,
and monitoring the team review process. Initially, it was assumed that the teams understood a
team review process. As a result, team reviews ranged from a syntax checking session
(particularly for new employees that had little or no teamwork experience) to high-quality
reviews. Once an organizational policy was established for holding team reviews (i.e. every 40
hours of development work), the size and complexity of the material being reviewed allowed for
intellectual control by the reviewees. Table I illustrates the review process that was recommended
to the teams to be used during the team assignment lifecycle.

Review Components Description

Team Review Strategy | Team establishes a policy for when a review is held. Includes
participant preparation time and the terms for holding a review (size,
complexity, functionality, quality).

Author Preparation Describes what preparation steps are taken by the author of the
reviewed material (includes a policy for preparing an agenda,
scheduling the review, inviting external resources etc.).

Participant Preparation | Describes the preparation steps that are taken by the reviewees.

The Review Meeting Policy for reviewing the material. Same policy as a structured
meeting where the author presents the material for a fixed time
period and the participants identify issues, errors, etc. that are
recorded in a review log.

Review Cancellation If the participants are not prepared, the author cancels the review and
reschedules it.

Review Log All review comments, issues, and errors are recorded in a review log
that is used to ensure follow-up on completeness and correctness
issues.

Table I. Team Review Guidelines

At the higher levels of specification and design, the intention of using team reviews was not to
provide “proofs of correctness” which was not feasible -- but to achieve other organizational
objectives. The team review process was integral in ensuring that all material produced by a team
had been reviewed by other team members to focus on error prevention early in the development
process. Other objectives included promoting team commitment by ensuring “buy-in” by the team
on the quality of its deliverables. Also, in the early stages of teamwork, holding team reviews
provided an opportunity for all team members to gain an understanding of what needs to be done
to successfully complete the assignment, to maintain intellectual control throughout the team
assignment lifecycle, and to develop technical skills within the team (which became very important
for supporting cross-functional teams).
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These OI concepts may be viewed as organizational building blocks for successful team-based
projects and for long-term development of an organization’s personnel. The organizational
objectives for using such an approach include shared technical competence, improved
communication network, strengthened commitment, and process ownership, among others.

3.4 Common Barriers in Team-based Development

Table II identifies common barriers found during the study when an organization moves towards
team-based development. These barriers are typical of an organization that has “good intentions”
of introducing teamwork but has not developed the mechanisms for its effective implementation.

Common Barriers Description

Team Leader Role Team leader role must be clearly defined as a team
coordinator not a supervisor or administrator.

Inefficient Team Meetings Teams must establish effective team meeting routines in
order to use their time and resources effectively.

Lack of New Member When a new member is added to a team, the team will

Integration need to integrate the team member by establishing new
team routines, roles, and responsibilities.

Lack of Reward and The organization infrastructure must be established for

Recognition supporting both individual and team reward and
recognition.

Lack of Two-Way Communication channels must be developed among all

Communication parties in the organization.

Table II. Common Organizational Barriers in Team-based Development

The next step in integrating the Cleanroom techniques within the proposed organizational
framework is to select additional techniques and evaluate an effective approach for their
introduction. For example, the formal specification of system behavior and stepwise refinement
could be introduced together in order to provide a foundation for design and certification. But,
before this can be done effectively, there are issues that need to be studied further. These include:

e Practical guidelines for using a formal specification language that meets the needs of the
organization. The specification language may be Mill’s box structure notation (Mills et al .,
1989) or it may be more feasible to use an existing organizational approach to minimize the
learning curve and to support reuse of existing specifications. (For example, graphical
notations, sequence diagrams, etc.)

e Standards in the use of the specification language/format, accessibility, etc. Standards are
needed to support the expansion of specifications into designs and code. When integrating a
Cleanroom technique, such as formal specification, it must be integrated into the existing
work processes. This may not be an issue in pilot studies when the short-term focus is on the
successful completion of the pilot in isolation of organizational work processes. (An example
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of this has been when the specification was placed in a separate document that was not readily
linked to the design document making correctness verification a difficult activity).

Identification of existing tool support. The organization should review existing tools as it may
not be necessary to develop new tools to support Cleanroom techniques. The main issue is not
to add complexity to the existing development environment -- but to try to focus on “added
value” of Cleanroom techniques to the work processes. (An example of this is to develop
templates with supporting version control in an automated environment to support a natural
progression from specification, design, redesign, to code.)

Reusability support. For legacy system, guidelines must be established for using Cleanroom
techniques on the existing components. The project may not be able to support the cost and
resource requirements of applying Cleanroom techniques to all existing components. (An
example guideline would be -- if more than 50% of a specification/code unit is modified, then
it is reversed engineered using the Cleanroom techniques.)

Long-term strategy for implementing the Cleanroom techniques. Experience has shown that
the benefits of using a phased approach to the introduction of Cleanroom techniques is useful
in providing a controlled environment for planning, tracking, and assessing the organizational
impact. Without a long-term strategy for the use of Cleanroom techniques, the benefits of one
technique may be limited by the problems encountered when another one is introduced.

4. Summary and Future Research

In our experience with using Cleanroom in both large and small projects, we have noted certain
critical success factors.

Risk/Goal evaluation: 1t is important for a project or organization to consider what their goals
are in selecting Cleanroom and in choosing individual practices. These may be stated as
business goals (e.g., improve time-to-market) or as risk mitigation (e.g., reduce the risk that
the product will have unacceptable quality). Only after the overall business goals have been
identified and prioritized can an adequate job of process tailoring be done.

Metrics and measurements: Although metrics are a significant part of any software process
improvement effort, there are no metrics that are specific to Cleanroom. Cleanroom teams
must integrate metrics into the phased adoption of Cleanroom practices, in order to measure
and justify the return on that investment. Critical to this process is the collection of baseline
(pre-Cleanroom) metrics.

Integration: Cleanroom must be integrated into an environment of existing tools, techniques,
and processes. It is important to leverage prior investments by adding key Cleanroom
practices to that environment.

Long-range planning. 1t is very difficult for any individual project manager to think beyond
the current deliverable. However, for organization-wide adoption of Cleanroom, it is
important to invest in the infrastructure to support gradual but consistent movement toward
the Cleanroom goal. This investment cannot be justified at the project level, but must be
supported by a long-range plan for process improvement at the organization level.
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We have suggested some techniques for piloting Cleanroom and, from there, moving toward
organizational adoption. These techniques are based on the experiences of projects, but there is a
great need for more projects to report on their results.

5. References

Amold, P. (1995). Capability Maturity Model for Software Goals Mapped to Cleanroom Software
Engineering Process, STARS CDRL C012-001, STARS, Washington, DC.

Becker, S., Janzon, T., & Nilsson, B. (1996). Establishing Effective Team Routines for Cleanroom
Support, Proceedings of the Ist Cleanroom Workshop, ICSE 18, Berlin, Germany.

Cobb, R.H. & Mills, HD. (1990). Engineering software under Statistical Quality Control. JEEE
Software, (November), 44-54.

Curtis, B., Hefley, W. E., Miller S, Konrad, M., & Bond S. (1994). Increasing Software Talent.
American Programmer: Peopleware Part I., Cutter Information Corp.

Deck, M. (1996). Cleanroom Practice: A Theme and Variations. Quality Week ‘96. Available in
softcopy from http://www.csn.net/~deckm.

Dyer, M. (1992). The Cleanroom Approach to Quality Software Development, Wiley.

Green, S., Kouchakdjian, A., & Basili, V. (1989). Evaluation of the Cleanroom Methodology in
the Software Engineering Laboratory. Proceedings of Fourteenth Annual Software Engineering
Workshop, NASA Goddard Space Flight Center, (Greenbelt, Md,, November), 1-22.

Hausler, P.A. (1992). A Recent Cleanroom Success Story: The Redwing Project. Proceedings of
the Seventeenth Annual Software Engineering Workshop, NASA Goddard Space Flight Center,
(Greenbelt, Md., December) 256-285.

Hausler, P.A,, Linger, R.C., & Trammell, C.J. (1994). Adopting Cleanroom Software Engineering
with a Phased Approach. IBM Systems Journal, 33(1), 89-109.

Janzon, T., Nilsson, B., & Becker, S. (1996). A Team-based Organization Structure For Support
of Cleanroom Development. To be published in Cleanroom Software Engineering Practices,

IDEA Group Publishing, PA.
Johansen, @., & Karlsson, E-A. (1996). Experiences using Cleanroom in Arendal, Norway.
Linger, R. (1994). Cleanroom Process Model. /[EEE Software, 11(2).

Linger, R. & Mills, H. (1988). A Case Study in Cleanroom Software Engineering: The IBM
COBOL Structuring Facility. Proc. 12th International Computer Science and Applications
Conference (October).

Mears, P. (1994). Organization Teams: Building Continuous Improvement. St. Lucie Press,
Delray Beach, FL.

Mills, HD., Dyer, M., & Linger, R.C. (1987). Cleanroom Software Engineering. IEEE Software
(September), 19-25.

Mills, H,, Linger, R., & Hevner, A. (1986). Principles of Information Systems Analysis and
Design, N.Y., Academic Press.

-224-



Paulk, M., Curtis, B., Weber, C., & Chrissis, M.B. (1995). The Capability Maturity Model:
Guidelines for Improving the Software Process. Addison-Wesley, Reading, MA.

Selby, R., Basili, V. & Baker, F. (1987). Cleanroom Software Development: An Empirical
Evaluation. /EEE Transactions on Software Engineering, SE-13(9), 1027-1037.

Tann, L-G. (1993). OS32 and Cleanroom. Proceedings of 1st Annual European Industrial
Symposium on Cleanroom Software Engineering (Copenhagen), 1-40.



Holistic and Business Approach to Software Metrics

Sandhiprakash Bhide

SQA Engineering Manager
Transmission Test Software Engineering
Tektronix Inc.

Beaverton, OR 97077.

Keywords

Software Metrics, Top Level Objectives, Process Metrics, Product Metrics, Objective/Goal - Strategy-Metrics
derivation.

Abstract

Software Metrics have been used in the software industry for many years, but upper management has failed to see
the impact of instituting Software Metrics Program on company’s bottom line, market share, revenue, perceived
quality or efficiency. The industry has focused only on software rather than software products and services as a
whole. Software Metrics have been developer-centric rather than customer-centric. The industry has also focused on
creating generic software metrics rather than choosing metrics suitable to a given product, project, or market
segment. The result has been a complete disconnect between Software Metrics and the customer’s need for quality
product/services and company’s need for profitability.

The paper proposes a method by which metrics are derived in a top-down fashion from a combination of customer
needs, market needs, company needs, and so on. Each individual working in the system, from junior engineer to the
CEQ, is able to see clearly the link between the metrics they have chosen and whatever end-result they expect. The
outcome is result-oriented metrics that are of value to both the customers and the company. Instead of sub-
optimizing only software process, this approach provides a system, business, and holistic approach and optimizes the
entire business process.
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“You cannot improve, what you cannot measure” - Lord Kelvin
“Why measure if you don’t plan to improve or know what to improve”’
“What good is measurement if process is not stable? ”’

“Why are you in business, if not for satisfying customers and making money”’

Holistic and Business Approach to Software Metrics

“Everything is Connected” - Ancient Wisdom

1. Introduction

The ultimate goal of producing software products or 